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Introduction

This document describes the traps that the Catalyst OS (CatOS) supports and how to configure them on the switch.

Trap operations allow Simple Network Management Protocol (SNMP) agents to send asynchronous notifications of the occurrence of an event. Traps are sent on
a best-effort basis and without any method to verify their receipt.

Prerequisites

Requirements

Before you attempt this configuration, ensure that:

« You have properly configured the SNMP community strings on the switch
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Note: Refer to How to Configure SNM P Community Strings for more information.

Components Used

The information in this document is based on these software and hardware versions:
« Catalyst 4500/4000, 5500/5000, and 6500/6000 series switches
¢ CatOSversion 7.3

The information in this document was created from the devices in a specific lab environment. All of the devices used in this document started with a cleared
(default) configuration. If your network is live, make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to Cisco Technical Tips Conventions.

How Do | Find Out What Traps Are Enabled on My Switch?

I ssue the show snmp command in the enable mode. Here is a sampl e output:
6509 (enabl e) show snnp

RMON: Enabl ed

Ext ended RMON Net fl ow Enabl ed : None.

Traps Enabl ed:

Port, Modul e, Chassi s, Bri dge, Repeat er, Vt p, Aut h, i pperm t, Vnps, confi g, entity, st px, sysl og
Port Traps Enabled: 2/1-2,3/1-48,4/1-8

Communi ty- Access Comuni ty-String

I--- Qutput suppressed.

How Do | Configure the SNMP Trap Receiver on the Switch?

I ssue the command set snmp trap host string .
Note: The command syntax includes:
« host IPaddressor IP alias of the system to receive SNMP traps.
« string Community string to use in order to send authentication traps.
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Hereisan example:

6509 (enable) set snnp trap 1.1.1.1 public
SNMP trap receiver added.

I ssue the show snmp command in order to verify the addition of this set snmp trap statement. Here is a sample output:

6509 (enable) show snnp
6509 (enable) show snnp
RMON: Enabl ed

Ext ended RMON Net fl ow Enabl ed : None.

I--- Qutput suppressed.

I--- Qutput suppressed.

Tr ap- Rec- Address Trap- Rec- Cormuni ty

How Do | Enable Traps on the Switch, and What Does Each Trap Mean?

Issue the set snmp trap command to enable or disable the different SNMP traps on the system. The command also adds an entry into the SNM P authentication
trap receiver table.

Syntax

set snmp trap {enable | disable} [all | auth | bridge | chassis | config | entity | entityfru | envfan | envpower | envshutdown | ipper mit | module | repeater |
stpx | syslog | system | vmps | vtp]

Note: This command should be on oneline.

Syntax Description

Keyword Description Trap MIB
enable Keyword to enable SNMP traps.
disable Keyword to disable SNMP traps.
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(Optional) Keyword to specify all trap
all types. Refer to the switch
documentation before you use this
option.
(Optional) Keyword to specify the H _ onEai |
aut henti cati onFai luretrgp [authenticationkailure X
auth (.1.3.6.1.2.1.11.0. 4) SNMPV2-MIB
from REC 1157 &4,
(Optional) Keyword to specify the
bridge newRoot andt opol ogyChange  |newRoot (. 1.3.6.1.2.1.17.0. 1) BRIDGEMIB
traps from RFC 1493 Bl Referto t opol ogyChange (.1.3.6.1.2.1.17.0.2) R
BRIDGE-MIB.
(Optional) Keyword to specify the
chassi sAl ar nOn
. ((1.3.6.1.4.1.9.5.0.5)and |chassisAlarnOn (.1.3.6.1.4.1.9.5.0.5) i )
chassis chassi sAl ar nCx f chassisAlarnOff (.1.3.6.1.4.1.9.5.0.6) CISCO-STACK-MIB
(.1.3.6.1.4.1.9.5.0.6) traps
from the CISCO-STACK-MIB.
(Optional) Keyword to specify the :
config sysConf i gChange trap from the sysConf i gChangeTr ap CISCO-STACK-MIB
CISCO-STACK-MIB. (.1.3.6.1.4.1.9.5.0.9)
(Optional) Keyword to specify the .
entity ent i t yM Btrap from the ent Conf i gChange ENTITY-MIB
ENTITY-MIB. (.1.3.6.1.2.1.47.2.0.1)
cef cModul eSt at usChange
(.1.3.6.1.4.1.9.9.117.2.0.1)
cef cPower St at usChange
. (Optional) Keyword to specify the (.1.3.6.1.4.1.9.9.117.2.0. 2) . ) ) 3
entityfru entity FRUL, cef cFRUI nser t ed CISCO-ENTITY-FRU-CONTROL-MIB
(.1.3.6.1.4.1.9.9.117.2.0.3)
cef cFRURenoved
(.1.3.6.1.4.1.9.9.117.2.0. 4)
(Optional) Keyword to specify the ci scoEnvMonFanNot i fi cation i )
envfan environmental fan. (.1.3.6.1.4.1.9.9.13.3.0. 4) CISCO-ENVMON-MIB
(Optional) Keyword to specify the ci scoEnvMonRedundant Suppl yNoti fi cati on i )
envpower environmental power. (.1.3.6.1.4.1.9.9.13.3.0.5) CISCO-ENVMON-MIB
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(Optional) Keyword to specify the

ci scoEnvMonShut downNoti fi cati on

CISCO-STACK-MIB.

(.1.3.6.1.4.1.9.5.0.7)

envshutdown | oo ronmental shutdown. (.1.3.6.1.4.1.9.9.13.3.0.1) CISCO-ENVMONEMIB
(Optional) Keyword to specify the

envtemp environmental temperature ci scoEnvMonTenper at ureNotification CISCO-ENVMON-MIB
notification. (.1.3.6.1.4.1.9.9.13.3.0.3)
(Optional) Keyword to specify the P |. . .

ipper mit Permit Denied access from the | pPer mi t Deni edTr ap CISCO-STACK-MIB

(Optional) Keyword that specifies

macnotification MAC address notification.

cmMacChangedNoti fi cation
(.1.3.6.1.4.1.9.9.215.2.0.1)

CISCO-MAC-NOTIFICATION-MIB

(Optional) Keyword to specify the

CISCO-VLAN-MEMBERSHIP-MIB.

(.1.3.6.1.4.1.9.9.68.2.0.1)
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module nodul eUp and nodul eDown traps rmgu: elég (.1. ?i g é 11 411 ? g g g) 4 CISCO-STACK-MIB
from the CISCO-STACK-MIB. modul eDown (. 1.3.6.1.4.1.9.5.0.4)
(Optional) Keyword to specify the
rptrHealth,
r pt r G oupChange, and rptrHealth (.1.3.6.1.2.1.22.0.1)
repeater r pt r Reset Event trapsfromRFC |rptr G oupChange (.1.3.6.1.2.1.22.0.2) SNMP-REPEATER-MIB
rptrResetEvent (.1.3.6.1.2.1.22.0.3)
1516 =& Refer to
SNMP-REPEATER-MIB.
st pxl nconsi st encyUpdat e
(.1.3.6.1.4.1.9.9.82.2.0.1)
(Optional) Keyword to specify the st pxLoopl nconsi st encyUpdat e T
Stpx STPX2 trap., (.1.3.6.1.4.1.9.9.82.2.0. 3) CISCO-STP-EXTENSIONS MIB
st pxRoot | nconsi st encyUpdat e
(.1.3.6.1.4.1.9.9.82.2.0.2)
(Optional) Keyword to specify the cl ogMessageCener at ed i )
syslog syslog notification traps. (.1.3.6.1.4.1.9.9.41.2.0.1) ISVl Ol 1B
(Optional) Keyword to specify the ci scoSyst enCl ockChanged i )
System system. (1.3.6.1.4.1.9.9.131. 2. 0. 1) CISCO-SY STEM-MIB
(Optional) Keyword to specify the
vmps vmVimps Change trap from the vm/npsChange CISCO-VLAN-MEMBERSHIP-MIB
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vt pConfi gD gest Error
(.1.3.6.1.4.1.9.9.46.2.0.2)

vt pConf i gRevNunber Err or

(Optional) Keyword to specify the (. 1.3.6.1.4.1.9.9.46.2.0.1)

VTP3 from the CISCO-VTP-MIB. vl anTr unkPor t Dynam cSt at usChange
(.1.3.6.1.4.1.9.9.46.2.0.7)

vt pVer si onOneDevi ceDet ect ed
(.1.3.6.1.4.1.9.9.46.2.0.6)

vtp CISCO-VTP-MIB

1 FRU = field-replaceable unit
2 STPX = Spanning Tree Protocol Extensions
3VTP=VLAN Trunk Protocol

How Do | Enable Traps on Individual Ports, Such as linkUp/linkDown?

Issue the set port trap command to enable or disable the operation of the standard SNMP link trap for a port or range of ports. By default, all port traps are
disabled.

Note: The Network Analysis Module (NAM) does not support this command.
Syntax
set port trap mod/port {enable | disable}
Syntax Description
« mod/port Number of the module and the port on the module.
« enable Keyword to activate the SNMP link trap.

« disable Keyword to deactivate the SNMP link trap.

If you enable the traps, the corresponding traps that generatearel i nkUp (. 1. 3. 6. 1. 2. 1. 11. 0. 3)and | i nkDown (. 1. 3. 6. 1. 2. 1. 11. 0. 2). These
traps are from the IF-MIB.

Example

This example shows how to enable the SNMP link trap for module 1, port 2:

Consol e> (enable) set port trap 1/2 enable
Port 1/2 up/down trap enabl ed.
Consol e> (enabl e)
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What Other Traps Can the Catalyst Switch Send?

Seethistable:

MIB Object Name OID MIB

1.3.6.1.4.1.9.9.10.1.3.0.1 | CISCO-FLASH-MIB

ci scoFl ashCopyConpl eti onTr ap ’

1.3.6.1.4.1.9.9.10.1.3.0.4 | CISCO-FLASH-MIB

ci scoFl ashDevi ceChangeTr ap ’

1.3.6.1.4.1.9.9.10.1.3.0.3 | CISCO-FLASH-MIB

ci scoFl ashM scOpConpl eti onTrap |-

RFC 1157-SNMP
1.36.1.6.3.1.151
col dSt art (SNMPv2-MIB)
RFC 1157-SNMP
1.3.6.1.6.3.1.1.52
warnfStart (SNMPv2-MIB)
t okenRi ngSoft Er r ExceededTr ap 13614195010 CISCO-STACK-MIB
| er Al ar mon 1.3.6.1.4.1950.1 CISCO-STACK-MIB
| er Al ar mOf f 1.3.6.1.4.1.95.0.2 CISCO-STACK-MIB

1.3.6.1.4.1.9.9.91.2.0.1 |CISCO-ENTITY-SENSOR-MIB

ent Sensor Thr eshol dNoti fi cation |-

fallingAl arm 1.36.1.2.1.16.0.2 RMON-MIB

risingAl arm 1.3.6.1.2.1.16.0.1 RMON-MIB

Verify

Thereis currently no verification procedure available for this configuration.
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Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.

NetPro Discussion Forums - Featured Conversations

Networking Professionals Connection is aforum for networking professionals to share questions, suggestions, and information about networking solutions,
products, and technologies. The featured links are some of the most recent conversations available in this technology.

|NetPro Discussion Forums - Featured Conversations for Network Management
|Network Infrastructure: Network Management

|Virtua| Private Networks: Network and Policy Management
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