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Introduction

This document clarifies some of the confusion that accompanies the various certificate types, formats, and
requirements associated with the various forms of Extensible Authentication Protocol (EAP). The five
certificate types related to EAP that this document discusses are Server, Root CA, Intermediate CA, Client,

and Machine. These certificates are found in various formats and there can be differing requirements with
relation to each of them based on the EAP implementation involved.

Prerequisites
Requirements
There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Server Certificates

The Server Certificate is installed on the RADIUS server and its primary purpose in EAP is to create the
encrypted Transport Layer Security (TLS) tunnel which protects authentication information. When you use
EAP-MSCHAPvV2, the Server Certificate takes on a secondary role which is to identify the RADIUS server a
a trusted entity for authentication. This secondary role is accomplished through the use of the Enhanced Ke
Usage (EKU) field. The EKU field identifies the certificate as a valid Server Certificate and verifies that the
root CA that issued the certificate is a trusted root CA. This requires the presence of the Root CA Certificate
Cisco Secure ACS requires that the certificate be either Base64—encoded or DER—encoded binary X.509 vz
format.

You can create this certificate with either the use of a certificate signing request (CSR) in ACS, which is
submitted to a CA. Or, you can also cut the certificate with the use of an in—house CA (like Microsoft
Certificate Services) certificate creation form. It is important to note that, while you can create the server
certificate with key sizes larger than 1024, any key larger than 1024 does not work with PEAP. The client
hangs even if authentication passes.

If you create the certificate with the use of a CSR, it is created with a .cer, .pem, or .txt format. On rare
occasions, it is created with no extension. Ensure that your certificate is a plain text file with an extension th:
you can change as needed (the ACS appliance uses the .cer or .pem extension). Additionally, if you use a
CSR, the private key of the certificate is created in the path you specify as a separate file which may or may
not have an extension and which has a password associated with it (the password is required for installatior
ACS). Regardless of the extension, ensure that it is a plain text file with an extension that you can change a
needed (the ACS appliance uses the .pvk or .pem extension). If no path is specified for the private key, ACS
saves the key in the C:\Program Files \CiscoSecure ACS vx.x \CSAdmin \Logs directory and looks in this
directory if no path is specified for the private key file when you install the certificate.

If the certificate is created with the use of the Microsoft Certificate Services certificate submittal form, ensure
that you mark the keys as exportable so that you can install the certificate in ACS. The creation of a certifica
in this manner simplifies the installation process significantly. You can directly install it into the proper
Windows store from the Certificate Services web interface and then install on ACS from storage with the use
of the CN as reference. A certificate installed in the local computer store can also be exported from the
Windows storage and installed on another computer with ease. When this type of certificate is exported, the
keys need to be marked as exportable and given a password. The certificate then appears in .pfx format wh
includes the private key and the server certificate.

When correctly installed in the Windows certificate store, the Server Certificate needs to appear in the
Certificates (Local Computer) > Personal > Certificates folder as seen in this example window.
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Self-signed certificates are certificates you create without a root or the intermediate involvement of the CA.
They have the same value in both the subject and issuer fields like a Root CA Certificate. Most self-signed
certificates use X.509 v1 format. Therefore, they do not work with ACS. However, as of version 3.3, ACS ha
the ability to create its own self-signed certificates which you can use for EAP-TLS and PEAP. Do not use
key size greater than 1024 for compatibility with PEAP and EAP-TLS. If you use a self-signed certificate,
the certificate also acts in the capacity of the Root CA Certificate and must be installed in the Certificates
(Local Computer) > Trusted Root Certification Authorities > Certificates folder of the client when you

use the Microsoft EAP supplicant. It automatically installs in the trusted root certificates store on the server.
However, it must still be trusted in the Certificate Trust List in ACS Certificate Setup. See the Root CA
Certificates section for more information.

Because self-signed certificates are used as the Root CA Certificate for Server Certificate validation when
you use the Microsoft EAP supplicant, and because the validity period cannot be increased from the default
one year, Cisco recommends that you only use them for EAP as a temporary measure until you can use a
traditional CA.

Subject Field

The Subiject field identifies the certificate. The CN value is used to determine the Issued to field in the Genel
tab of the certificate and is populated with the information that you enter into the Certificate subject field in
ACS"CSR dialogue or with the information from the Name field in Microsoft Certificate Services. The CN
value is used to tell ACS what certificate it needs to use from the local machine certificate store if the option
to install the certificate from storage is used.
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General Dstails |Certification Path |

show: | <l =]

Field | Value | ;_I
Elssuer Standalone31, SLC TAC, US
Ualid from Monday, July 19, Z004 11:33:...
Eifalid to Tuesday, July 19, 2005 11:43. ..

= Subject kest, SLC TAC, LS

=] Public key RSA {1024 Bits)
Enhanced Key Usage Server Authentication{1.3.6.1...
Subject Key Identifier Gcbl ade0 596268 3aae 65,
[78] Authority Key Identifier Keylp=73 ed focz bf c9d1 3., =]
Chl = test
O =5LC TAC
C=1U5

Edit Praperties... I Copy to File...
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Issuer Field

The Issuer field identifies the CA that cut the certificate. Use this value in order to determine the value of the
Issued by field in the General tab of the certificate. It is populated with the name of the CA.



Certificate i 21 x|

General Details |Certifi-:ation Path |

Show: I <Al = Ll
Field [ Value -
Yersion V3

(=] Sevial number 4846 7397 0000 0000 0012
E Signature algorithr shalRSA |

er Standalone3i, SLC TAC, US

e L
=) valid from Monday, July 19, 2004 11:33:...

=] valid to Tuesday, July 19, 2005 11;43..,
Subject test, SLC TAC, US

Public key RSA (1024 Bits) hd|
Ch = Standalone31

0 = 5LC TAC

C=Us

Edit Properties... l Copy to File...
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Enhanced Key Usage Field

The Enhanced Key Usage field identifies the intended purpose of the certificate and needs to be listed as
"Server Authentication". This field is mandatory when you use the Microsoft supplicant for PEAP and
EAP-TLS. When you use Microsoft Certificate Services, this is configured in the Standalone CA with the
selection of Server Authentication Certificate from the Intended Purpose drop—down and in the Enterprise
CA with the selection of Web Server from the Certificate Template drop—down. If you request a certificate
with the use of a CSR with Microsoft Certificate Services, you do not have the option to specify the Intendec
Purpose with the Standalone CA. Therefore, the EKU field is absent. With the Enterprise CA, you have the
Intended Purpose drop—down. Some CAs do not create certificates with an EKU field so they are useless
when you use the Microsoft EAP supplicant.



Certificate e 21 x|

General Detals lCertifi-:ation Path |

Show I::AII> :_I
Field | value |
=] 1ssuer Standalone31, SLC TAC, US
Valid from Monday, July 19, 2004 11:33:...
Fvalid to Tuesday, July 19, 2005 11143,
= subject test, SLC TAC, LS
Public kay RSA (1024 Bits)
ey Lsage Server Authentication(1.3.6.1...
73] Subject Key Identifier b6c bl ad el 596268 3aae 65...

@Authority Key Identifier KeylD=73 ed fbc2 bf c9d1 3... ;l

Server Authentication{i.3.6.1.5.5.7.3.1)

Edit Properties... I Copy ta File...
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Root CA Certificates

The one purpose of the Root CA Certificate is to identify the Server Certificate (and Intermediate CA
Certificate if applicable) as a trusted certificate to ACS and to the Windows EAP-MSCHAPV2 supplicant. It
must be located in the Trusted Root Certification Authorities store in Windows on both the ACS server and,
the case of EAP—-MSCHAPvV2, on the client computer. Most third party Root CA Certificates are installed
with Windows and there is little effort involved with this. If Microsoft Certificate Services is used and the
certificate server is on the same machine as ACS, then the Root CA Certificate is installed automatically. If
the Root CA Certificate is not found in the Trusted Root Certification Authorities store in Windows, then it
must be acquired from your CA and installed. When correctly installed in the Windows certificate store, the
Root CA Certificate needs to appear in the Certificates (Local Computer) > Trusted Root Certification
Authorities > Certificates folder as seen in this example window.
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Subject and Issuer Fields

The Subject and Issuer fields identify the CA and need to be exactly the same. Use these fields to populate
Issued to and Issued by fields in the General tab of the certificate. They are populated with the name of the
root CA.



Certificate : 2| x|

General Details |CertiFicationPath ]

Field | walue | _A_]
Signature algorithm shalRsa

Elssuer Standalone31, SLC TAC, LIS

E‘u’alid from Tuesdaw, March 30, 2004 11:...
Eﬁfalid ko Thursday, March 30, 2006 11:..,
Subject Standalone31, SLC TAC, US
ElPublic key RSA (512 Biks)

@Certificate Template Cé

@Key Lsage Mon-Repudiation, Certificate S... L’

N = Standalon=31
= SLC TAC
C=US

Edit Properties. .. Copy ko File...

oK

Intermediate CA Certificates

Intermediate CA Certificates are certificates that you use to identify a CA that is subordinate to a root CA.
Some Server Certificates (Verisign's wireless certificates) are created with the use of an intermediate CA. If
Server Certificate that is cut by an Intermediate CA is used, the Intermediate CA Certificate must be installe
in the Intermediate Certification Authorities area of the local machine store on the ACS server. Also, if the
Microsoft EAP supplicant is used on the client, the Root CA Certificate of the root CA that created the
Intermediate CA Certificate must also be in the appropriate store on the ACS server and client so that the
chain of trust can be established. Both the Root CA Certificate and the Intermediate CA Certificate must be
marked as trusted in ACS and on the client. Most Intermediate CA Certificates are not installed with
Windows so you most likely need to acquire them from the vendor. When correctly installed in the Windows
certificate store, the Intermediate CA Certificate appears in the Certificates (Local Computer) >
Intermediate Certification Authorities > Certificates folder as seen in this example window.
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Subject Field

The Subiject field identifies the Intermediate CA. This value is used to determine the Issued to field in the

General tab of the certificate.

Cerkificate ‘

General Details lCértiFication.Pathl

Show: | <all>

|

2

Field

| value

=

Elssuer

E‘u’alid from

=] valid to

ject

Basic Constraints
Key Lsage
Nets capeCertType

Class 3 Public Primary Certifica. ..
Wednesday, April 16, 1997 6:...
Wednesday, January 07, 200...
W werisign.comCPS Incorp. ..

RSA (1024

Subject Type=C#, Path Lengt...
Certificate Signing, Off-line CR. ..

Bits)

S5L Cé, SMIME CA(06)

S

OU = VeriSign, Inc.

O = YeriSign Trust Network

Edit Properties...

O = wywey,verisign, com/CPS Incorp. by Ref, LIABILITY LTD. ()97 YeriSign
Ol = VeriSign International Server CA - Class 3

Copy to File...

oK




Issuer Field

The Issuer field identifies the CA that cut the certificate. Use this value in order to determine the value of the
Issued by field in the General tab of the certificate. It is populated with the name of the CA.

General Detais | Certfication Path |

Show: |<AII> L’

Field | value | _-:J
= :[ssuer Class 3 Public Primary Certifica, ..

E\-’alid from Wednesday, April 16, 1997 6:..,

E yalid to Wednesday, January 07, 200,.,

E Subject W, Y erisign.com/CPS Incorp. ..

Public key RS (1024 Bits)

@ Basic Constraints Subject Type=Ca, Path Lenat. ..

Key Usage Certific ate Signing, OFf-line CR...

MekscapeCertType S5l CA, SMIME CAlDe) ;]

OU = Class 3 Public Primary Certification Authaority
Q= Veridign, Inc,
C=0U5

Edit Praperties. .. Copy toFile...

OK

Client Certificates

Client Certificates are used to positively identify the user in EAP-TLS. They have no role in building the TLS
tunnel and are not used for encryption. Positive identification is accomplished by one of three means:

* CN (or Name)Comparison Compares the CN in the certificate with the username in the database.
More information on this comparison type is included in the description of the Subject field of the
certificate.

* SAN Comparison Compares the SAN in the certificate with the username in the database. This is
only supported as of ACS 3.2. More information on this comparison type is included in the
description of the Subject Alternative Name field of the certificate.

* Binary Comparison Compares the certificate with a binary copy of the certificate stored in the
database (only AD and LDAP can do this). If you use certificate binary comparison, you must store
the user certificate in a binary format. Also, for generic LDAP and Active Directory, the attribute that
stores the certificate must be the standard LDAP attribute named "usercertificate”.

Whatever comparison method is used, the information in the appropriate field (CN or SAN) must match the
name that your database uses for authentication. AD uses the NetBios name for authentication in mixed mo



and the UPN in native mode.

This section discusses Client Certificate generation with the use of Microsoft Certificate Services. EAP-TLS
requires a unique Client Certificate in order for each user to be authenticated. The certificate must be install
on each computer for each user. When properly installed, the certificate is located in the Certificates
—Current User > Personal > Certificates folder as seen in this example window.
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Issuer Field

The Issuer field identifies the CA that cuts the certificate. Use this value in order to determine the value of th
Issued by field in the General tab of the certificate. This is populated with the name of the CA.



General Details lCertification path |

z

Show: |<:AII >

Certificate i

2] x|

Field | yalue

2]

E Serial number
E Signature algorithm

shalRSA

B 1
Yalid from

2E46 0C22Z 0000 0000 000A

SPORKSENTCA, Booga, local
Thursday, July 22, 2004 7:23:...

I

Edit Properties. .

E‘Jalid [{u] Friday, July 22, 2005 7:23:21 ...
ESubject CiscoBoy, Users, Booga, local

=] public key RSA {1024 Biks)

@ Key Usage Digital Signature, Key Enciphet. .. j
Ch = SPORKSENTCA

DC = Booga

DC = local

Copy to File...

OK

Enhanced Key Usage Field

The Enhanced Key Usage field identifies the intended purpose of the certificate and needs to contain Client
Authentication. This field is mandatory when you use the Microsoft supplicant for PEAP and EAP-TLS.
When you use Microsoft Certificate Services, this is configured in the Standalone CA when you select Clien
Authentication Certificate from the Intended Purpose drop—down and in the Enterprise CA when you select
User from the Certificate Template drop—down. If you request a certificate with the use of a CSR with
Microsoft Certificate Services, you do not have the option to specify the Intended Purpose with the
Standalone CA. Therefore, the EKU field is absent. With the Enterprise CA, you have the Intended Purpose
drop—down. Some CAs do not create certificates with an EKU field. They are useless when you use the

Microsoft EAP supplicant.



General Details iCertiFication Pathl

Show: |<AII> j
Field ] Yalue | _:_I
Authority Key Idenkifier KeyID=fe 70 3c ac 4c 71 af 2...
@CRL Distribukion Points [1]CRL Distribution Point: Diskr.. .
Authority InfFormation Access  [1)authority Info Access: Acc...

i)
) Q Encrypting File System(1.3.6....

kive Name Other MName:Principal Name=C...

@Thumbpr int algarithim shal

@Thumbprint 17EB ASF1 4031 6C1F SOAF 9..,

Encrypting File System(1.3.6.1.4.1.311.10.3.4)
Secure Email{1.3.6,1.5.5.7.3.4)
Client Authentication(1.3.6,1.5.5.7.3.2)

Edit Properties... l Copy to File... |

Subject Field

This field is used in CN comparison. The first CN listed is compared against the database to find a match. If
match is found, authentication succeeds. If you use a Standalone CA, the CN is populated with whatever yo
put in the Name field in the certificate submittal form. If you use the Enterprise CA, the CN is automatically
populated with the name of the account as listed in the Active Directory Users and Computers console (this
does not necessarily match the UPN or the NetBios name).



General Detais lCertiFication Path |

Show: |<:AII> L‘
Field | Walue | ]
Issuer SPORKSEMNTCA, Booga, local
EVaIid from Thursday, Julw 22, 2004 7:23:...
EVali Friday, Julv 22, 2005 7:23:21 ...
=5 CiscoBoy, Users, Booga, local
RSA (1024 Bits)
@Key Usage Digital Signature, Key Encipher...
@SMIME C apabilities [1]15MIME Capability: Object I...
[T&)subject Key Identifier 2d 7f 3d 6c 2f 99236963 0F ... 7]
Ch = CiscoBoy
CM = Users
DC = Booga
DC = local
Edit Praperties... Copy ko File...

0K

Subject Alternative Name Field

The Subject Alternative Name field is used in SAN comparison. The SAN listed is compared against the
database to find a match. If a match is found, authentication succeeds. If you use the Enterprise CA, the SA
is automatically populated with the Active Directory logon name @domain (UPN). The standalone CA does
not include a SAN field so you cannot use SAN comparison.



2%

General Details ICertification Path l

Show: Ic:.a.llb j
Field | walue l _A_I
@Authority kKey Identifier kKeyID=6e 70 3c ae 4c 71 af ...
@ CRL Distribution Paints [1]ICRL Distribution Point: Distr. ..
@nuthority Information Access  [1]Authority Info Access: Acc...
E@Enhanced Kew Usage Encrypting File System(1.3.6....

£3:Subject Alternative Mame Other Name:Principal Mame=C. .,
x| Thumbprint algorithm shal
@Thumbprint 17EB A9F1 4031 6C1F S0AF 9..,

Other Mame:
Principal Mame=CiscoBov@EBooga.local

Edit Properties. .. I Copy ko File. .. I

= |

Machine Certificates

Machine certificates are used in EAP-TLS to positively identify the computer when you use machine
authentication. You can only access these certificates when you configure your Microsoft Enterprise CA for
certificate auto—enrollment and join the computer to the domain. The certificate is automatically created whe
you use the Active Directory credentials of the computer and install them in the local computer store.
Computers that are already members of the domain before you configure auto—enroliment receive a certifice
the next time that Windows restarts. The Machine Certificate is installed in the Certificates (Local
Computer) > Personal > Certificates folder of the Certificates (Local Computer) MMC snap—in just like
Server Certificates. You cannot install these certificates on any other machine since you cannot export the
private key.

Subject and SAN Fields

The Subject and SAN fields identify the computer. The value is populated by the fully qualified name of the
computer and is used in order to determine the Issued to field in the General tab of the certificate and is the
same for both Subject and SAN fields.



Seneral Letalls ICer:iﬁcation Path |

Shaw Ie..c\lr» L]

Hield | valuz ]_‘J

= <ubieck reqis.Booga.lccal
[=ruble key RSA (1024 Bits)
@kcy Usage Cigital Cignature, Kex Cncipher,..
[58) e capabiities [L]SVIME Capabllty: Objed: I... J
@Enhanced Key Usage Client Authenticatior(1.3.6.1....
@Cerﬁficate Template Machine
Eubject Key Identifier S 3d be FFSS 1b 35 3F 06 12 ...
B8] authority Key Identifier KeylD—Ge 70 3c ae <c 71 o 2., =]

CH = regis.300ga local

Edit Proser:ies., . | Copy ko Fie. .. |

| (974 l

Issuer Field

The Issuer field identifies the CA that cut the certificate. Use this value in order to determine the value of the
Issued by field in the General tab of the certificate. It is populated with the name of the CA.
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Appendix A — Common Certificate Extensions

Edit Frcperties, I

.csr This is not actually a certificate but rather a Certificate Signing Request. It is a plain text file with this
format:

QYJKoZIhvcN
JCOBNHt 3k 7

uPCuex/LZ4s0qgmdéWOxup3rl]

.pvk This extension denotes a private key though the extension does not guarantee that the content is actue
a private key. The content need to be plain text with this format:

RSA PRIVATE KEY--—---
ype: 4,ENCRYPTEL

DEK-Info: DES-EDE3-CBC, 751DA1C8E250B96B
YYLE 4 S2KHMQJOn 7AKxMnDgHeQrAePReL/zuxHiKsBjrN
h2FG: /J92HYeQ2VZDBWB61YFsWV/30kYeyPYRctweteKFfgpFHi
/ESOBObWzrpFS1E 2L601dwnUkmMBIC1j1WNV3Xo+/5NFeilmdlgRMRt zR85Ub
4hUWzWCSRSFECHEcCNcsfxkach9st zkIMWB6d7RyviWygNEfb62702MhMh? viazh|

Ir's 3KECTAXi1NMvt i5ROmSVS PTWZLNxas( /bhl y1S

BAWdZ9jCyuBBO9viLBqy 3 w3 'RQZ
D7xaX Qyy4tQfo4UNnhP THS

.cer This is a generic extension that denotes a certificate. Server, Root CA, and Intermediate CA certificates



can be in this format. It is commonly a plain text file with an extension that you can change as you need and
can be either DER or Base 64 format. You can import this format into the Windows certificate store.

.pem This extension stands for Privacy Enhanced Mail. This extension is commonly used with UNIX, Linux,
BSD, and so forth. It is generally used for server certificates and private keys, and is commonly a plain text
file with an extension that you can change as you need from .pem to .cer so that you can import it to the
Windows certificate store.

The internal content of .cer and .pem files generally look like this output:

.pfx This extension stands for Personal Information Exchange. This format is a method you can use to bund
certificates into a single file. For example, you can bundle a Server Certificate and its associated private key
and Root CA Certificate into one file and easily import the file into the appropriate Windows certificate store.
It is most commonly used for Server and Client Certificates. Unfortunately, if a Root CA Certificate is
included, the Root CA Certificate is always installed in the Current User store instead of the Local Computer
store even if the Local Computer store is specified for installation.

.p12 This format is generally only seen with a Client Certificate. You can import this format into the
Windows certificate store.

.p7b This is another format that stores multiple certificates in one file. You can import this format into the
Windows certificate store.

Appendix B — Certificate Format Conversion

In most cases, certificate conversion occurs when you change the extension (for example, from .pem to .cer
since the certificates are commonly in plain text format. Sometimes, a certificate is not in plaintext format an
you must convert it with the use of a tool such as OpenSSL . For example, the ACS Solution Engine cannot
install certificates in the .pfx format. Therefore, you must convert the certificate and the private key into a
usable format. This is the basic command syntax for OpenSSL:

openssl pkcs12 —in c:\certs \test.pfx —out c:\certs \test.pem

You are prompted for the Import Password and the PEM pass phrase. These passwords need to be the san
and are the private key password that is specified when the .pfx is exported. The output is a single .pem file
which includes all of the certificates and private keys in the .pfx. This file can be referred to in ACS as both
the certificate and the private key file and it installs with no problems.

Appendix C — Certificate Validity Period

A certificate is only usable during its validity period. The validity period for a Root CA Certificate is
determined when the root CA is established and can vary. The validity period for an Intermediate CA
Certificate is determined when the CA is established and cannot exceed the validity period of the root CA to
which it is subordinate. The validity period for Server, Client, and Machine Certificates is automatically set tc
one year with Microsoft Certificate Services. This can only be changed when you hack the Windows registry
as per Microsoft Knowledge Base article 254632 and cannot exceed the validity period of the root CA. The
validity period of the self-signed certificates that ACS generates is always one year and cannot be changed



current versions.
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