S CHAPTER 1

Event Logging and Alerts

Overview

Events and messages logged by Cisco Security Agents can be viewed from CSA
MC. You can also control the type of alert sent out based on the severity level of
the logged event, the specific event, and the host that generated the alert. You can
configure CSA MC to send email, issue SNMP traps, log to a text file, and execute
custom programs.

Note  Cisco Security Agent events are also stored in the NT event log on an agent system
in a localized format.

This section contains the following topics.
e The Event Log, page 10-2
e Event Aggregation and Suppression, page 10-6
¢ Event Monitor, page 10-9
e Event Log Management, page 10-11
e How Logging Works, page 10-15
e Verbose Logging, page 10-16
e Logging and Query User Rules, page 10-16
e About the Event Management Wizard, page 10-17
e Creating an Exception Rule, page 10-19
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Creating a Logging Exception Rule, page 10-25

Perform a Behavior Analysis, page 10-28

Event Sets, page 10-36

Third Party Access to Events, page 10-40

Configuring Alerts, page 10-43

Generate an Alert Log File for Third Party Applications, page 10-48

The Event Log

The Event Log view, available from the Events category in the menu bar, lets you
view system events provided by registered agents according to designated time
frames, event severity levels, and the system that generated the event.

The information displayed at the top of the Event Log page (controlled by the
settings in the Change Filter window, see next section) tells you the following:

Filter by eventset: This displays the name of the Event Set, if any, used to
filter the event log view.

or Define a filter with the following parameters:

Time range: This is the current time range set for the event log filter.

Severity: This is the current minimum and maximum severity range set for the
event log filter.

Host: This displays which hosts have generated the events viewable in the
event log (set as part of the filter).

Rule Module: From the pulldown list, select a rule module to search for
events generated by that module.

Rule ID: Enter the ID number for a rule to search for events generated by that
rule.

Events per page: This is the current value set for the number of events
displayed on each page of the event log (set as part of the filter).

Filter text: Enter a text string here to either include or exclude in your event
message search.

Filter out similar events: When event filtering is enabled (it's enabled by
default), the event log displays an aggregation of events.
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Start date and End date

To search events, click the Change Filter link to access a pop-up window from

which you can enter search criteria such as Start and End Date time frames. You
can refer to the following points for entering time frame information, but note that
most reasonable time frames are recognized by CSA MC:

e You can select a preconfigured Event Set by which to filter the event log or

¢ You can specify a relative time using any of the following terms: tomorrow,
yesterday, today, now, next, ago, year, month, week, day, hour, minute, and
second.

e Enter a specific time using any of the follow time formats: hh:mm:ss. If no
meridian (AM or PM) is specified, hh is interpreted on a 24 hour clock (0-23).
Note that entering minutes and/or seconds is optional.

e Enter a specific month and day with optional year in the formats: mm/dd/yy,
monthname dd , yy. Specifying the year is optional. The default year is the
current year.

Minimum and Maximum Severity Settings

From the Minimum and Maximum Severity pulldown list, select a severity level
and click the View button to see all events within the designated severity levels
that have been logged within the time frame you’ve specified. Select from the
following.

e Informational
e Notice

e Warning

e Error
e Alert
e C(ritical

e Emergency
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Host
You can filter the Event Log by host systems. All is the default here. All events
generated by systems registered with the server are displayed. You can enter a
specific host name to search for that host. Click the change link beside the Host
field for a host selection box.

Events / page

Enter the number of events per page you want to display up to a maximum of 500
events per page. The event log displays the most recent number of events based
on the value you enter. You can page forward through links to view additional
pages matching the query.

Note  You can configure the CSA MC Event Log to display events from the agent
system’s NT Event Log. See NT Event Log, page 6-54.

Filter out similar events

When event filtering is enabled (it's enabled by default), the event log displays an
aggregation of events. This aggregation means that one representative event is
displayed for all events that are considered similar on the MC. Similar events are
defined as having the same rule ID and the same application name and path
(excluding drive letter). When similar events are filtered from the event log view
in this way, there is italicized text below the viewable representative event. This
text displays the number of filtered events that are not visible. Clicking the Find
Similar link below the event causes all events of this similar type to be displayed
in a new event log window.

Note  This event filtering feature is enabled by default. Accessible from the Change
filter link at the top of the Event log page, you can change the Filter out similar
events radio button to No to turn this feature off.
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Figure 10-1 Event Log View
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The event log screen (see Figure 10-1) displays event messages within the time

frame and severity level you specify and optionally by a specific host. These event
messages explain the event that occurred and they provide a link to the rule that
triggered the event. It also provides the exact time the event was recorded and a
link to the registered host view for the host that generated the event.

@
@
0
-
23

Some Event Log messages contain a Details link you can click to view more
information on the event that generated the message. (The details contained here
can be useful to customer support.) Log messages also contain a Rule number
link. Clicking a Rule number link takes you to the rule that was triggered when
the message in question logged.
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Some Event Log messages contain a Details link you can click to view more
information about the event that generated the message. (The details contained
here can be useful to customer support.) Read Reading Event Details, page 10-8,
for more information. The Details link also provides packet information when
appropriate. By installing Wireshark (http://www.wireshark.org) on the same
server in which CSA MC is installed, you will be able to read the contents of a
packet in a human-readable form rather than in hexadecimal notation. Read
Reading Packet Details, page 10-9 for more information.

Log messages also contain a Rule number link. Clicking a Rule number link
takes you to the rule that was triggered when the message in question logged.

Use the Wizard link where available, to edit the rule that caused the event. See
About the Event Management Wizard, page 10-17 for details.

A System State link appears with an event when the rule in question has triggered
due to a system state condition. (Note that it is not always advisable to generate a
wizard exception based on an event that is appearing due to a system state
condition triggering. Rather, if you intend to configure an exception, you should
create it for the original rule that caused the system state to apply.) Use the pop-up
that appears when you click System State from an event to trace back to the
original rule (if available) that triggered the system state condition.

Event Aggregation and Suppression

When first deploying rules to agents, it is not unusual to have an overwhelming
flurry of events appearing in the event log. In some cases, most of these events are
similar events or simply "noisy", not useful events to view. If this is the case, the
event log provides two mechanisms for paring down the number of events that
appear. They are as follows:

¢ Event Filtering (aggregation of events)

When event filtering is enabled, the event log displays an aggregation of
events. This aggregation means that one representative event is displayed for
all events that are considered similar on the MC. Similar events are defined
as having the same rule ID and the same application name and path
(excluding drive letter). When similar events are filtered from the event log
view in this way, there is italicized text below the viewable, representative
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event. This text displays the number of filtered events that are not visible.
Clicking the Find Similar link allows you to view all events of this similar
type in a new event log window.

Figure 10-2 Event Log Find Similar
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Note  This event filtering feature is enabled by default. Accessible from the
Change filter link at the top of the Event log page, you can select the
“Filter out similar events” No radio button to turn this feature off.

A "similar" event is defined as follows (The event must meet all of the
following criteria.):

- Same event code type.

— Same rule ID.

— Same application name and path (excluding drive letter).
¢ Event Suppression

When event suppression is enabled, all chosen events are no longer displayed
in the event log. Event suppression is best used when you have a reoccurring
event that is more noisy than useful to you. This is something you are aware
of, but no longer wish to see. Suppressing the event removes all viewable
instances of that event and causes further events of the same type to be
hidden. Note that these events remain in the database, they are simply not
displayed. The visibility of the suppressed events is controlled by
Administrator Preference settings. Refer to Configuring Role-Based
Administration, page 2-5.
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Note  Event suppression is configured through the Event Log Wizard. See
About the Event Management Wizard, page 10-17. Clicking the Wizard
link from the event you wish to suppress allows you to create a
suppression filter for the event. The filters you create can be removed by
clicking the link at the top of the Event Log page that displays the number
of filters in place. That link launches a window from which you can select
filters that you want to remove.

Reading Event Details

To view the details of an Event Log entry, follow this procedure:

Step 1 Move the mouse over Events in the menu bar of CSA MC. Select Event Log from
the drop-down list that appears. All events are displayed by default in the event
log.

Step2  Click the Details link for the event about which you want more information. The
details of the event are displayed in a separate page.

Step3  (Optional) If you want more information about an entry in the details, you can use
the Google search engine to search the Internet. Do this in one of two ways:

e With your mouse, highlight the string of text, in the details page, about which
you want more information. Then click the Google icon at the bottom of the
details page. A new browser window opens with the results of the Google
search.

e Drag the Google icon at the bottom of the details page over one of the fields
in the details page. (Fields that are highlighted white can be searched by
Google.) Release the mouse button. A new browser window opens with the
results of the Google search.
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Reading Packet Details

Step 1

Step 2

Step 3

CSA MC provides a mechanism which allows you to use “Wireshark™ software to
translate packets into a readable format. Wireshark is a third-party tool that
analyzes protocols and works with WinPcap to analyze packets. Before you can
view packet information in readable form, you must first install Wireshark on the
same server that runs CSA MC.

To install Wireshark, follow the installation instructions found at
http://www.wireshark.org. Install the latest released version of Wireshark and the
version of WinPcap recommended by Wireshark.

After you have installed Wireshark, you can read packet details by following this
procedure:

Move the mouse over Events in the menu bar of CSA MC. Select Event Log from
the drop-down list that appears. All events are displayed by default in the event
log.

Click the Details link for the event about which you want more information. The
details of the event are displayed in a separate page.

Scroll down to the NetPacket details row to read a description of the contents of
the packet that triggered the event.

Event Monitor

Similar to the Event Log, the Event Monitor, available from the Events category
in the menu bar, lets you view system events provided by registered agents
according to designated severity levels, and the host that generated the event. You
can also enter the number of events to be displayed (default value is the last 50
events). Click the Change link to access a pop-up window from which you can
edit these values and change the event filter. Refer back to The Event Log,

page 10-2 for more information on these fields.

Unlike the Event Log page, the Event Monitor page automatically refreshes itself
at set intervals. The event list is updated with the latest events each time the page
refreshes.
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Note

The footer of this page provides a Refresh button and a Pause button. Use the
Refresh button to refresh the page immediately without waiting for the set refresh
interval to occur. Use the Pause button to immediately stop the page from
refreshing. The set refresh interval will then stop at wherever it is in the
countdown. This pause feature is useful when you are testing policies and you
want to mark a certain place as a starting point for receiving new events. When
you click it, the Pause button becomes a Resume button.

The administrator inactivity timeout value is still in effect when you leave the
Event Monitor screen displayed on your system. The automatic page refresh does
not constitute activity.

The Event Monitor will continue to refresh even after the timeout expires.
However, you will not be able to navigate to any other page. This allows you to
leave the Event Monitor on screen without worrying about anyone being able to
access CSA MC after the session timeout.
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Event Log Management

Note

Step 1

Step 2

Step 1

Step 2

The Event Log Management feature, available from the Events category in the
menu bar, lets you create event database management tasks to manage the size of
your event log. As your event log grows, specifying parameters for deleting events
will help prevent this log from growing too large and from maintaining stale
information.

You can configure global event insertion threshold parameters from the global
Event Insertion Tasks page. This page already contains default settings for
stopping the insertion of additional events for each event level when the specified
threshold setting is reached. You can change these settings, if necessary. The
thresholds on this page only trigger if the Event Log Management parameters you
configure (described in the second section on this page) do not adequately keep
events pruned below configured levels. For example, if there is a sudden flurry of
events and configured pruning parameters do not trigger immediately, the global
thresholds will kick in.

To access the global Event Insertion Tasks page:

Move the mouse over Events in the menu bar and select Event Log Management
from the drop-down list that appears.

Click the top bracketed link <Event Insertion Tasks> to access the page. See
Figure 10-4.

This page displays the total number of events in the Event Log. It also breaks
events out to the number of events that exist for each severity level. Beneath this
graphical event display are the default threshold settings for each event level.
These thresholds represent the upper limit of events which must be reached for
each severity level before no more events of this type will log. Event pruning must
occur in order for these event types to once again be written to the Event Log.

To configure an event auto-pruning task, do the following. See Figure 10-3.

Move the mouse over Events in the menu bar and select Event Log Management
from the drop-down list that appears.

Click the New button to create a new entry. This takes you to the auto-pruning
configuration view.
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Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Note

Enter a Name for the auto-pruning task.

Enter a Description. This is a useful line of text that is displayed in the list view
and helps you to identify this particular configuration.

Use the Enabled checkbox to enable this event auto-pruning configuration. (It is
enabled by default.) By not selecting this checkbox, you can save this item, but it
will not be active.

Enter a value in the Delete Events - Older than field. This is the value for which
events, once having been in the log for this number of days, are deleted. Before
these events are removed, they must also match the parameters of the event set
selected on this page.

And Matching the following Event Set. Select the preconfigured event set for
the event type you want to prune from the event log. Configuring event sets
provides flexibility in selecting the events for auto-pruning.

And The database size exceeds <##> MB. Use this field to specify database size
limits that should not be exceeded. Before events are removed due to size, they
must also match the other parameters selected on this page.

Click the Save button.

This purging of events will occur periodically based upon the configured
auto-pruning items. Generally, this pruning will take place at a time when the least
activity is registered on the MC. When event auto-pruning occurs, a message
appears in the event log notifying you of this action.
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Figure 10-3 Event Auto-Pruning
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Figure 10-4 Event Insertion Task
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How Logging Works

A

The CSA MC Event Log does not contain every occurrence of an event from a
system. Duplicate events are not logged for an hour after the first occurrence.

Caution

Note

In some cases, when an event is logging continuously, the agent will suppress this
logging temporarily. Before it does this, a log message informing you of this
suppression appears in the event log.

The following information is logged for each rule type.

e File access control logging—Process path and file names and file operation
are logged.

e Network access control logging—Process path, network address, port and
direction are logged.

No network access control rule denial events are logged for any TCP or UDP port
resulting from multicast packet signals.

e Registry access control logging—Process path and registry key are logged.

e COM component access control logging—Process path and COM component
PROGID/CLSID are logged.

A duplicate event is defined as follows:

e For file access controls, the name of the application and the file being
accessed are the same.

e For network access controls, the name of the application, the remote address,
and the network service port are the same.

e For registry access controls, the name of the application and the registry key
name and value name are the same.

e For COM component access controls, the name of the application and the
COM component PROGID or CLSID are the same.

[ 78-17917-01
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Verbose Logging

Note

Enable Verbose Logging Mode in the Group configuration view to change the
event log timer to log all recurring events rather than only logging recurring
events once every hour. Verbose logging applies to all policies that are attached to
the group that have logging turned on.

For normal operations, you would not want to enable Verbose logging. Verbose
logging is useful for troubleshooting and for analyzing how applications work
with rule sets, i.e. related processes and subprocesses. In the latter case, using
Verbose logging with Test Mode can be very useful for monitoring how a rule set
would work before deploying it.

Verbose logging is enabled on a host if any group in which the host is a member
has Verbose logging turned on.

Logging and Query User Rules

When a user responds to a Query User box (by pressing Yes, No, or Terminate),
the agent remembers the response and caches it for an hour. This way, if the same
rule is triggered again within that hour, the action is allowed or denied based on
what the user answered previously, with no pop-up query box appearing again.
When the user responds to a triggered Query User pop-up box, the system action
that triggered the pop-up, as well as the user’s response, are logged in the CSA
MC event log. With Verbose logging turned on, all subsequent automatic allows
or denies are logged as well. Otherwise, the one hour logging timer prevents
agents from logging the automatic allowed or denied system action if it occurs
again within the hour.
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About the Event Management Wizard

Use the Event Management Wizard to accomplish the following:

To change the action of a rule that triggered a specific event. If an action is
being denied on end user systems and you want to allow this action, you can
automatically generate an "exception" allow rule which takes the application
class and resource information in the event and creates an allow rule to
counteract the rule that caused the deny.

To perform a Behavior Analysis Investigation for the application that caused
the event. The Event Management Wizard is available for events triggered by
Deny rules and Query User rules.

To create an exception rule that stops a specific event from logging. The
Wizard makes use of the Take precedence over other <action type> rules
feature to manipulate rule precedence and prevent logging of an event.

To suppress an event from the event log. Event suppression is configured
using the Rule ID of the event and the application (including file path) as the
criteria for suppressing the event in question and all similar events. See Event
Aggregation and Suppression, page 10-6 for more information.

To purge similar events from the Event Log. Use this wizard feature to purge
all events similar to the event from which the Wizard link was clicked. This
purges all similar events but leaves one, most recent, representative event in
the event log. All but one of these events are purged from the Event Log.

[ 78-17917-01
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Figure 10-5 Event Management Wizard Link
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@ ‘ | | ‘ ‘@ ‘\-g Local inranet J >
. A —
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Creating an Exception Rule

When you click the Wizard link from the Event Log page, you can choose to
create an exception rule, an exception logging rule, or to configure a behavior
analysis (see Figure 10-6). If you select to create an exception rule, when you
click Next you are shown a summary of the rule that triggered the event. You click
Next to continue to create the rule. The exception rule is an Allow rule that will
be added to an existing rule module or to a new rule module and it will take
precedence over the Deny or Query User rule that caused the event.

You can create exception rules for the following rule types:
e Application control
e Buffer overflow
e COM component access control
e File access control
e Network access control
e Registry access control
¢ Rootkit/kernel protection
e System API control

The wizard then takes you through a step by step procedure for affecting the
changes you wish to make.

Using Management Center for Cisco Security Agents 5.2
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Figure 10-6 Exception Wizard Step 1

} Event Management Wizard - Microsoft Internet Explo

=10 %

= Event Management Wizard [step 1]

QI know this action is safe and I would like tao

Q I do not understand this event and I would like to

ﬁ I do mot want to see further similar events and I would like to

{~ create an event suppression filter that will hide events similar to this one.

@ I have reviewed all similar events (same Type/Rule ID/Application) and I would like to
¢~ purge gvents similar to this one.,

Fy
Welcome to the Event Management wizard. Choose one of the following options.
" create an exception rule that will allow the action that triggered this event,
{* perform a behavior analysis that will target the process that triggered this event,
{~ create an exception rule that will stop logging events similar to this one.
T Idonot want ta see similar events (same Type/Rule ID/Application) and I would like to

i

Next =

191582

The next wizard page prompts you to optionally apply your changes to state

conditions.

i Using Management Center for Cisco Security Agents 5.2
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Figure 10-7 Exception Wizard Step 2
/3 Event Management Wizard - Microsoft Internet Explorer - |EI |i|

t Event Management Wizard - step 2

Please decide if the exception rule should be applied to a specific user context,

This event was triggered in the following user context:

User: NT AUTHORITTWSTSTEM
Group: NT AUTHORITY™STYSTEM

" Apply the exception rule only to these specific user state conditions.

% apply the exception rule to the user state conditions of the triggering rule.

[fprevious|  cancel [Newt3

191571

The third step provides a summary of the rule for which you are creating an
exception.

Using Management Center for Cisco Security Agents 5.2
[ 78-17917-m .m



Chapter 10 Event Logging and Alerts |

I About the Event Management Wizard

Figure 10-8 Exception Wizard Step 3
3 Event Management Wizard - Microsoft Internet Explore - |EI |i|

t Event Management Wizard - step 3

The following is a description of the rule which caused the event, If the action which caused the
event should be permitted, click Next to create an exception to this rule.

Action causing event: Trapping keystrokes
Process: C:%Program FileshMetwork AssociatesyCommon FrameworlkFram

Description of rule denying stormcloud.Cisca.corn this action (rule 623

System API control

In the absence of any applicable 'allow' or 'query’ rules,

Processes in application class <all Applications= will not be allowed

- to write code to space owned by other applications;

- to download and execute Activex controls;

- to directly access password information;

- to invoke system functions from code executing in data or stack space;

- to write into memory owned by other processes; LI

- to monitor bawvetraloc whila accoccinn tha notwnrl:

191575
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In the fourth step (see Figure 10-9), you are given two choices as to where you
would like to apply this new rule. You can create a new rule module (an "exception
rule module") which would contain the new exception rule. (This is the default
and recommended choice.)

This new module would be attached to a new exception policy which is then
attached to the group(s) containing the host from which the event was received. If
you choose to create this exception module, all subsequent exception rules you
create through the wizard will be added to the same exception module and policy
if the group it is to be applied to is also the same. Therefore, a group could only
have one exception policy, but contain an exception rule module with any number
of exception allow rules created through the wizard.

Your second choice is to add this new exception rule directly to the module which
contains the rule that caused the event. This would be a change to the module
itself.

Figure 10-9 Exception Wizard Step 4
3 Event Management Wizard - Microsoft Internet Explo = |EI |i|

= Event Management Wizard - step 4

The Event Management Wizard will generate a new rule that will allow the action that
triggered the event.
vrhere would you like to apply this rule #

(+ Additto an "exception” rule module, applied to the following selected groups (by default, all
groups to which stormeloud.Cisco.com belongs are selected):

i ar =]
Apache Servers - Dedicated
Default Desktops

It is recommended that you select this first option rather than choosing to edit the rule
module itself. This way, you can keep any changes separate from shipped policies and track
thermn more easily after performing management console software upgrades,

~ Add it to the CiscoWorks WMS Module rule module {contains the rule that triggered the event)

191576

[ 78-17917-01

Using Management Center for Cisco Security Agents 5.2 g



Chapter 10 Event Logging and Alerts |

I About the Event Management Wizard

As you continue through the wizard, you can simply click Next and accept the
defaults which create an allow rule for the exact application and resource named
in the event. You can also select to include more groups to receive the exception
and edit the process path of the application and/or include more application
classes in the rule (see Figure 10-10).

When the wizard completes, it takes you to the new rule as it appears in CSA MC.

Figure 10-10 Exception Wizard Step 5
a Event Management Wizard - Microsoft Internet Explore - |EI |i|

= Event Management Wizard - step 5

This exception will apply to the following application{s). Optionally, select application classes to
be part of this exception.

[# A new application class based on

[Program Files\Network Associates\Common Framewark\FrameworkS

By default, the wizard uses the application logged as part of the event, additionally, from the
field below, you can select existing application classes to be part of the wizard rule. If you do
this, make sure you understand the effect this will have on the policy.

I~ The following selected application classes:

<*Processes Executing Untrusted Contents -
<*Suspected Virus Applications =

<First Time application Execute>

<Metwork Applications=

<Processes Created by Network Applications = LI

191577
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Creating a Logging Exception Rule

The Wizard makes use of the Take precedence over other <action type> rules
feature available in some rule types to manipulate rule precedence and prevent the
logging of an event. The following rule types make use of precedence
manipulation: File access control, Network access control, Registry access

control, COM component access control, Application control, and System API
control.

See Rules: Manipulating Precedence, page 5-42 for more information on the
manipulating precedence feature.

If you select to create an exception logging rule (see Figure 10-11), when you
click Next you are shown a summary of the rule that triggered the event. You click
Next to continue to create the exception logging rule.

Figure 10-11 Exception Logging Wizard Step 1
‘~8 Event Management Wizard - Microsoft Internet Ex - | | |£|

= Event Management Wizard [step 1] e
Welcome to the Event Management wizard, Choose one of the following options,
QI know this action is safe and I would like to
{” create an exception rule that will allow the action that triggered this event.
Q I do not understand this event and I would like to
" perform a behavior analysis that will target the process that trigoered this event,
|

ﬁ I do not want to see further similar events and I would like to

¥ create an exception rule that will stop logging events similar to this one,

T 1donot want to see similar events (same Type/Rule IDAApplication) and T would like to

" create an event suppression filter that will hide events sirilar to this one.

@ I have reviewed all similar events {same Type/Rule ID/&pplication) and I would like to

¢~ purge events similar to this one.

181530

The next wizard page prompts you to optionally apply your changes to state
conditions.

[ 78-17917-01
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Figure 10-12 Exception Logging Wizard Step 2
/3 Event Management Wizard - Microsoft Internet Explore; - |EI |i|

t Event Management Wizard - step 2

Please decide if the exception rule should be applied to a specific user context,

This event was triggered in the following user context:

User: NT AUTHORITTWSTSTEM
Group: NT AUTHORITY™STYSTEM

" Apply the exception rule only to these specific user state onditions.

% apply the exception rule to the user state conditions of the triggering rule.

191570

fprevious|  Hcamcel [Newtj

The exception logging rule is a rule that is added to an existing policy or to a new
policy. This rule is an exact copy of the rule that triggered the event. The one
difference is that the rule created by the wizard has the Take precedence over
other <action type> rules checkbox selected and the Log checkbox is
unselected. This causes the rule created by the wizard to remain in effect, in the
correct precedence within the policy, but not log an event when triggered.

Using Management Center for Cisco Security Agents 5.2
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Figure 10-13 Exception Logging Wizard Step 3
/3 Event Management Wizard - Microsoft Internet Explore; - |EI |i|

t Event Management Wizard - step 3

The following is a description of the rule which caused the event {rule 623,

If further similar events should not be logged, click Next to create an exception to this rule.

System AP control
In the absence of any applicable 'allow' or 'query’ rules,
Processes in application class <all Applications= will not be allowed
- to write code to space owned by other applications;
- to download and execute activex controls;
- to directly access password information;
- toinwvoke system functions from code executing in data or stack space;
- to write into memory owned by other processes; LI

— toormmitor bavetralas whila secoccinn tha metwenrl

[fprevious|  cancel [Newt3

1891574
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Perform a Behavior Analysis

When you click the Wizard link from the Event Log page, you can choose to
configure a behavior analysis to investigate the application that triggered the event
(see Figure 10-6).

If you select to create a behavior analysis, optionally you can choose to Disable
policy rule enforcement for the time frame of the analysis. Otherwise, the
analysis takes place only within the confines of enforced policies. In that case,
some events may be denied by rules during the analysis and therefore the analysis
may not be complete.

If you select the Disable policy rule enforcement checkbox, when the logging
agent receives an analysis, any policies relevant to the application being analyzed
are disabled on the selected host until the behavior analysis is completed. You
should understand that if the application being analyzed is untrusted or potentially
a virus, you will allow it to run unimpeded during the analysis if you disable
policy rule enforcement.

Figure 10-14 Behavior Analysis Wizard Step 2
3 Event Management Wizard - Microsoft Internet Explo = |EI |i|

= Event Management Wizard - step 2

Tou have selected to perform a behavior analysis to investigate the application.

You can turn policy enforcement off for the analyzed application on the selected host for the time
frame of the behavior analysis, If you do not select this option, the analysis takes place within the
canfines of the enforced policies.

t* enable policy rule enforcement during the application analysis

" disable policy rule enforcement during the application analysis

191569
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If you decide that the application is not dangerous and it can run without any
policy restrictions, you can begin to configure the behavior analysis.

Figure 10-15 Behavior Analysis Wizard Step 3
3 Event Management Wizard - Microsoft Internet Explol - |EI |i|

= Event Management Wizard - step 3

Flease follow the instructions to perform a behavior analysis targeting the process
CWProgram Files\Network AssociateshCormmon Framework F which caused the event, New policy
rules will then be created to ensure proper behavior of this process,

The behavior analysis will target the following application(s):
[# A new application class based on

[Prograrn Files\Metwork Associates\Comman FrameworkiyFrameworks

By default, the wizard uses the application logged as part of the event. Additionally, from the
field below, you can select existing application classes to be part of the analysis. If you do
this, understand that the subsequent policy will apply to all selected applications. This may be
undesirable,

[~ The fallowing selected application classes:

Application Error Diagnostic Tools a
Applications internally interpreting content

Backup applications

ZOM Plus surrogate application

Command Shell LI

191573

[fprevious|  cancel [Next3

The next behavior analysis wizard page (see Figure 10-15) displays the
application that triggered the event. This is the application the behavior analysis
will investigate. Optionally, you can select other application classes to be
analyzed. But in that case, the policy created would apply equally to all
applications included in the analysis. For example, if the application class you are
analyzing contains both Microsoft Word and Microsoft Outlook, the policy
generated by the behavior analysis would be a combination of the resources
required by both applications.

Continuing to click the Next button through the behavior analysis wizard
configures the analysis with chosen defaults for analysis workstation and time
frame. You can choose to edit these defaults or to accept them by making no
changes.

Using Management Center for Cisco Security Agents 5.2
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When the wizard completes, it takes you to the new behavior analysis
configuration page as it appears in CSA MC. You can edit it at this time or you
can deploy the analysis by doing the following:

¢ Generate rule programs to distribute the behavior analysis to the host.

e Wait for the logging process to stop or click the Stop logging button to force
the stop.

¢ Click the Start analysis button to start the analysis of the logged data.

¢ Optionally, use the Import button to import the policy, examine it and, if
appropriate, deploy it to hosts.

Create an Event Suppression Filter

When you click the Wizard link from the Event Log page, you can choose to
create an event suppression filter based on the event from which you click the
Wizard link (see Figure 10-16). Event suppression is best used when you have a
reoccurring event that is more noisy than useful to you. This is something you are
aware of, but no longer wish to see. Suppressing the event removes all viewable
instances of that event and causes further events of the same type to be hidden.
Note that these events remain in the database, they are simply not displayed.

Using Management Center for Cisco Security Agents 5.2
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Figure 10-16 Event Suppression Filter Wizard Step1

Event Management Wizard - Microsoft Internet Explo |:|

X
= Event Management Wizard [step 1]
Welcome to the Event Management wizard. Choose one of the following options.
QI know this action is safe and I would like tao
" create an exception rule that will allow the action that triggered this event,
Q I do not understand this event and I would like to
{~ perform a behavior analysis that will target the process that triggered this event,

ﬁ I do mot want to see further similar events and I would like to

{~ create an exception rule that will stop logging events similar to this one.

T Idonot want ta see similar events (same Type/Rule ID/Application) and I would like to

{* create an event suppression filter that will hide events similar to this one.

@ I have reviewed all similar events (same Type/Rule ID/Application) and I would like to
¢~ purge gvents similar to this one.,

i

191551

Click the Next button through the event suppression wizard to configure the event
filter with the chosen defaults.

Using Management Center for Cisco Security Agents 5.2
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Figure 10-17 Event Suppression Filter Wizard Step 2
/3 Event Management Wizard - Microsoft Internet Explore; - |EI |i|

z Event Management Wizard T [step 2]

Summary

A new event suppression filer will be created targeting the following:

Rule: 3383
Application: System
Type: Metwark Shield: Deny action

Click Finish to create the filter,

Mote: the visibility of suppressed events is controlled via administrator preferences,

fprevious|  Fcamcel ______[Finishg

191572

Click Finish to create the filter based on the criteria viewable in the Summary
section, including Rule ID, Application, and Rule type.

View an Event Suppression Filter

Once you create the event suppression filter using the Wizard, that filter is
viewable from a pop-up window accessible from the Show suppressed events: Yes
<#> event suppression filters defined link at the top of the Event Log page. See
Figure 10-18.

Using Management Center for Cisco Security Agents 5.2
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Figure 10-18 Show suppressed events link

Management Center for Cisco Security Agents V5.2 - Microsoft Internet Explorer - |0 ﬂ
Ele Edit WYew Favorites Tools Help ‘ "
OBaCk 4 O M Iﬂ Iﬂ 7:‘1 | /7\: Search \;"‘\':’Favontes &) > iz = ﬁ ‘:‘L
Address Iféj hittps://bichazard/csamcs2 fwebadmin LI Go |Links >
.Ill.lll. Management Center for Cisco Security Agents v5.2 Logout | Help | About
Events » EventLog =

16 events [change filterd

Event log generation time: 12/1/2008 2:33:21 PM

Severity: Information - Emergency
Hast: All

Rule Module: All

Events per page: 50

Sort by: Order received

Filter out similar events:  Yes (filterad out ~89% of 140 events)
Show suppressed events: Mo [1 suent suppressien filter defined]

# Date Host Severity Event
16 12/1/2006 - Information Administrator *admin’ logged in from 172.31.10.12 (S9).
iy, 2 8 similar events (same Type/Rule 10/Application)&Find Similar2
AN
15 12/1/2006 - Information Application Deployment Analysis data has been purged and archived(if set successfully —
iz iy & 2 similar events (same Type/Rule I0/Application) & Find Similar
AN
14 11/30/2006 biohazard The process 'Ci\Program Files\Cisco Systems\CSAgentihiniokclient.exe' (as user
11:57:23 BIOHAZARDNAdMmInistrator) attempted to access a resource which resulted in the user being asked
AM the following question. 'An attempt is being made to disable security for the Cisco Security Agent.
Do you wish to allow this?' The user was queried and a 'Yes' response was received.
Details | Rule 707 | Wizard 1 simiar event (same Type/Rule [0/4potication) Find Similars
13 11/30/2006 biohazard Information The process 'Ci\Program Files\Internet Explorer\IEXPLORE.EXE' (a5 user BIOHAZARD\Administrator)
11:52:57 attempted to initiate a connection as a client on TCP port 80 to 10.86.189.238 using interface
AM wiredy3Com 3C920 Integrated Fast Ethernet Controller (3C905C-TX Compatible). The operation
was allowed.
Details | Rule 256  Wizard & similar events (same Type/Rule ID/Application) Find Similar=
12 11/30/2006 bichazard alert The process 'CiAWINDOWS\system32hsvchost.exe' {as user NT AUTHORITYWLOCAL SERVICE)
11:11:01 attempted to initiate a connection as a client on TCP port 139 to 172.31.20.76 using interface
AN Wired\3Com 3C920 Integrated Fast Ethernet Controller (3C905C-T® Compatible). The operation
was denied,
Details | Rule 287 | Wizard 54 similar events (same Type/Rule I0/Application) % Find Similarsl
11 11/30/2006 biohazard alert The process 'System' {as user NT AUTHORITY\SYSTEM) attempted to initiate a connection as a
10:58:52 client on TCP part 139 to 172.21.10.90 using interface Wiredy3Com 3C320 Integrated Fast Ethernet
AN Controller {(3C305C-TX Compatible). The operation was denied.
~
enerate Logged in asi admin | 2
! ]
- = -
@ Maragerment Center for Cisco Security Agents VS, 2 ‘ | | ‘ ‘@ “g Local Intranet 2|2
- il —

When you click the Show suppressed event <#> event suppression filters
defined link, a pop-up window appears from which you can either remove the
filter to once again show all the events or purge all the events that have been
filtered out. See Figure 10-19.
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Figure 10-19

3 Management Center for Cisco Security Agents 5.2 - Event Supression

Remove Filter or Purge Events Pop-up

= 10] x|

r119]

I~ Rule Lpplication Type Event Count Created
Metworlk sccess control [256] \Pro . .
- gram Filesi\Internet Access Control: 12/1/2006
[ c3amMe Sacurity Modula [W. V5.2 £ i1t i eun ORE EXE Query action Z 2:33:19 PM

Remove filter Purge events I

181568

Purge Similar Events

When you click the Wizard link from the Event Log page, you can choose to
purge all similar events based on the event from which you click the Wizard link
(see Figure 10-20). This purges all similar events but leaves one, most recent,
representative event in the event log. All but one of these events are purged from
the Event Log. Once purged, they cannot be recovered.

The wizard displays a representation of the events to be purged. Click Finish to

purge the events.

i Using Management Center for Cisco Security Agents 5.2
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Figure 10-20 Purge Similar Events Wizard

Event Management Wizard - Microsoft Internet Explol - | | | X |

= Event Management Wizard [step 1]

Welcome to the Event Management wizard. Choose one of the following options.

QI know this action is safe and I would like tao

" create an exception rule that will allow the action that triggered this event,

Q I do not understand this event and I would like to

{~ perform a behavior analysis that will target the process that triggered this event,

ﬁ I do mot want to see further similar events and I would like to

{~ create an exception rule that will stop logging events similar to this one.

T Idonot want ta see similar events (same Type/Rule ID/Application) and I would like to

{~ create an event suppression filter that will hide events similar to this one.

@ I have reviewed all similar events (same Type/Rule ID/Application) and I would like to
(& purge gvents similar to this one,

191579
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Event Sets

Note

Note

Step 1

Step 2

Step 3

Configure event sets for use in alerts, reports, and event logs. When configuring
alerts, event sets cause CSA MC to trigger alerts based on specified events. Once
configured, these event set configurations become available in corresponding alert
selection fields.

CSA MC ships with several preconfigured event sets you can use. If the included
event sets do not suit your needs, use the instructions in the following pages to
configure new event sets or to edit existing ones.

When creating your event sets, it’s a good idea to adopt a naming convention that
lets you quickly recognize event sets in your Alert configuration view.

To learn more about how event sets are used for generating reports, see
Chapter 11, “Generating Reports”.

To configure event sets, do the following.

Move the mouse over Events in the menu bar of CSA MC. Select Event Sets from
the drop-down list that appears. All existing event set configurations are shown.

Click the New button to create a new event set. This takes you to the configuration
view.

In the available edit fields, enter the following information (see Figure 10-21):

e Name—This is a unique name for this event set. Generally, it’s a good idea
to adopt a naming convention that lets you quickly recognize Event Sets in
Alert configuration fields.

¢ Description—This is a line of text that is displayed in the list view and helps
you to identify this particular Event Set configuration in the event set list
view.

Using Management Center for Cisco Security Agents 5.2
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Step 5

Step 6

Step 7

~

Note

Sele

Sele

Sele

Sele

EventSets W

Under the Event Specification section, enter optional filtering parameters.

To select multiple items in a list box, hold down the Ctrl key as you select
each item. To unselect a single item, hold down the Ctrl key when you
click on the item in question. Press the Shift key to select multiple
successive items.

ct Filter by event specifications.

Leave the Include all event types radio button selected to have events of all
types included or select the Include only the following selected event types
radio button. If you select the second radio button, then you must also select
specific event log messages to filter by. These messages represent the
spectrum of generated events that appear in the Event Log view.

ct Filter by severity specifications.

Leave the Include all severity levels radio button selected to have events of
all severity levels included or select the Include only the following selected
severity levels radio button. If you select the second radio button, then you
must also select the severity level(s) that will trigger an alert for this event set.
Available levels are: Information, Notice, Warning, Error, Alert, Critical,
Emergency.

ct Filter by group specifications.

Leave the Include all hosts radio button selected to have events generated by
all hosts included or select the Include only hosts in the following selected
groups radio button. If you select the second radio button, then you must
select the group(s) that trigger an alert for this event set. Any groups selected
here that log the event in question will trigger an alert.

ct Filter by rule module specifications.

Leave the Include all rule modules radio button selected to have events
generated by all rules modules included or select the Include only rules in
the following selected rule modules radio button. If you select the second
radio button, then you must select the rule module(s) that trigger an alert for
this event set. Any rule modules selected here that log the event in question
will trigger an alert.

[ 78-17917-01
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Step 8

Note

Step 9

Select Filter by time specifications.

If you do NOT have "Include all timestamps" selected, the Event Set is not
available for use in Alerts.)

Note

Leave the Include all timestamps radio button selected to have events
generated at all times included or select the Include only these timestamps
radio button. If you select the second radio button, then you can create a
custom time here or select from available times, Today, Last 24 hours, Last 7
days, Last 30 days, and Events older than <you specify #> days to trigger an
alert when an event occurs with the specified time range.

You can also enter Custom start and Custom end times in the following
manner:

Specify arelative time using any of the following terms: tomorrow, yesterday,
today, now, last, this, next, ago, year, month, week, day, hour, minute, and
second.

Enter a specific time using any of the following time formats: hh:mm:ss. If
no meridian (AM or PM) is specified, hh is interpreted on a 24 hour clock
(0-23). Note that entering minutes and/or seconds is optional.

Enter a specific month and day with optional year in the formats: mm/dd/yy,
monthname dd, yy. The default year is the current year.

When you select multiple categories to filter by, all selections have to
match.

When all required information is entered, click the Save button to enter and save
your event set in the CSA MC database.

In the Event Sets configuration page, the CSA MC frame at the bottom of the page
provides a View button and a Purge events button.

When you click the View button, all events that match the configured event
set are displayed.

Using Management Center for Cisco Security Agents 5.2
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Caution

When you click the Purge events button, all events that match the configured

event set are deleted from the event log. If you make changes to an existing Event
Set and click the Purge events button without saving those changes, all edits are

saved and events are purged.

Figure 10-21 Event Set Configuration View

3 Management Center for Cisco Security Agents V5.2 - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help

GBack > )~ \ﬂ E] 7;] ‘ /-“Search \;E‘Favor\tes f‘{| > = H

Address I@j https:/biohazard/csamc 52 fwebadmin

Lirks

| Bso

>

Nmm Management Genter for Gisco Security Agents ¥5.2

cisco Events Systems Configuration Analysis Maintenance Reports Search Help

Logout | Help | &

bout

Events » EventSets » Critical events of all types

OTHER EVENT SETS 2|

Name
|Crm:a\ events of all types

¥ersion
5.2 r119

Description
|Events with severity levels of Critical or higher

Event Specification

@ Include all event types
¢ Include only the following selected event types:

¢ Include all severity levels

Infarmation
Rotice
Warning
Errar

Alert

® Include only the following selected severity levels

@ Include all hosts

© Include only hosts in the following selected groups:

& Include all policy rules

 Include only rules in the follawing selscted rule modules:

@ Include all timestamps

Custom start time

 Custom

© Today

€ Last 24 Hours

© Last 7 Days

" Last 30 Days
e

© Include only these timestamps:

Custom end time
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Third Party Access to Events

Note

To access events in the database for exporting to a different format (or for your
own reports), connect to the database using ODBC DSN "csamc52dsn."

You can access events through the database view EventListView. (This is a SQL
server view.) The columns defined in this view are as follows:

SNMP and Log file alert types can be used by third party event management
applications. See page 10-46 for more details on those alert fields. (Note that the
fields in the SNMP and Log file alerts are the same as those described in Table 10-1.)

Table 10-1 EventlList View Fields

Field Description

Eventld An ID uniquely identifying the event. Increasing, in order of
event arrival at CSA MC.

EventTime The time at which the event occurred, using the clock of the host
that generated the event.

Hostld An integer uniquely identifying the host that generated the event.
This is NULL for events generated by CSA MC.

HostName A non-unique string name for the host that generated the event.

HostOSType The OS type for the host that generated the event, 'W' for
Windows, 'U' for UNIX

CurrentHostIPAddress | The most recently recorded IP address for the host that generated
the event.

SeverityCode An integer, as follows in increasing severity -- Information (1),
Notice (2), Warning (3), Error (4), Alert (5), Critical (6),
Emergency (7)

SeverityName The string representation of SeverityCode.

ProcessName When applicable, the full path of the process that generated the
event.

FileName When applicable, the name (not path) of the relevant file from a
file event.

SourcelPAddress When applicable, the source IP address of a network event.

i Using Management Center for Cisco Security Agents 5.2
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Field

Description

DestinationIPAddress

When applicable, the destination IP address of a network event.

Ruleld

An integer uniquely identifying the rule that caused the event.

EventType

A string representing the type of the rule that caused the event, as
discussed in Chapters 4 and 5. This field can be used as a
broad-level categorization of CSA MC events. Possible values
are as follows: File access control, Network access control,
Network shield, Registry access control, System API control,
Sniffer and protocol detection, File version control, COM
component access control, Clipboard access control, Service
restart, NT Event log, Application control, Agent service control,
Agent Ul control, Data access control, Connection rate limit,
Analysis, Kernel protection, Network interface control, Rootkit /
kernel protection, Buffer overflow, Syslog control, Resource
access control, Downloaded content, Global virus scan, Global
event log, Global network scan, Global email worm, Global IP
address quarantine, Self-protection, Administrative.

RuleDescription

The user-specified string description for the rule that caused the
event.

RuleModuleld

An integer uniquely identifying the rule module which contains
the rule that caused the event.

RuleModuleName

The string name of the rule module which contains the rule that
caused the event.

EventCode

An integer which uniquely defines the event code.

EventCodeTag

A short string representing the event code.

EventText

The complete formatted text of the event. (A Test Mode event is
preceded by the string "TESTMODE".)

SourcePort

When applicable, the port used by the source of a network event.

DestinationPort

When applicable, the port used by the destination of a network
event.

ButtonCode

The bottom 16 bits of this field represent the button that was
pressed, with short integer values as follows, Yes (1), No (2),
Terminate Process (3), OK (4). The upper 16 bits of this field
represent whether the button was selected by default. A zero
value indicates that the user actually pressed the button, while a
non-zero value indicates that the default was chosen, e.g. because
the query timed out.

[ 78-17917-01
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Field Description
Username The name of the logged-in user at the time of the event.
RulePriority The priority of the rule in question.

Using Management Center for Cisco Security Agents 5.2
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Configuring Alerts

Step 1

Step 2

Step 3

Step 4

Step 5

You can configure CSA MC to send various types of alerts to specified recipients
when a policy triggers an event. Available alert types include: Email, SNMP, Log
to file, Named pipes and a Custom program that you provide.

Each alert type requires you to enter specific information. See Table 10-2 for
details.

To configure CSA MC to issue alerts when specified system events occur, do the
following.

Move the mouse over Events in the menu bar and select Alerts from the
drop-down list that appears. The list of Alerts (if any) appears.

Click the New button to create a new alert. This takes you to the configuration
view.

In the Alert configuration view (see Figure 10-22), enter a Name and a useful
Description. This information is displayed in the list view and helps you to
identify this particular alert.

From the Send alerts for the following event set list box, select the event set(s)
you want to trigger the alert you’re creating. Configuring Event Sets provides
flexibility in selecting the events for which you want to be alerted.

~

Note  The "time" filter in an event set is ignored for alerts. Alerts are generated
as events are logged.

To select multiple items in a list box, hold down the Ctrl key as you select
each item. To unselect a single item, hold down the Ctrl key when you click
on the item in question. Press the Shift key to select multiple successive
items.

If the available options here do not meet your needs, you can configure event
set variables which become selectable in this field.

In the available alert configuration fields, enter data for one or more of the
following alert types: Email, SNMP, Log, Named pipe, Custom (for alert
configuration information, refer to Table 10-2).

For each alert type you want to send, select the corresponding checkbox and enter
the required alert-specific information.

[ 78-17917-01
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Note  Although you can enter data into all available alert edit fields, if you do
not check the corresponding checkbox, the alert in question is not
enabled; however, the information you’ve entered is stored in the
database. You can enable the alert type at a later time.

Step6  When your information is entered, click the Save button to save your new alert(s).

~

Note  Use the Clear Pending Alerts button to clear all alerts that have been
triggered by events but not yet sent. You might want to do this if several
events are occurring simultaneously or continuously, you have already
disabled the alert, and you have no further need for the continual
notifications that are pending.

Using Management Center for Cisco Security Agents 5.2
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Figure 10-22 Alert Configuration View
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Table 10-2 Alert Type Descriptions

Alert Type |Information Description

Email Recipient Enter the email address of the mail recipient. Using
brackets is optional. CSA MC will automatically
enter them if you do not. You can enter multiple
addresses separated by commas:
<dpaul@example.com>

Sender address to Enter the mail sender in brackets. Some mail
use servers require this to be specified:
<jsmith@example.com >

Enter the IP address or DNS name of the SMTP

Address of SMTP
server.
server
SNMP Community Name Enter the community name. This is a text string

agreed upon by the SNMP manager: public

Manager IP Address Enter IP address of the §ystem where the SNMP
trap should be sent. Optionally, you can put a colon
and a port number (“:<port number>) after the IP
address if you are using a non-standard port.
(Standard port is 162.)

Refer to the CSAMC-SNMPv2.mib document in
the CSAMC\CSAMC52\doc directory for
SNMP-MIB definitions for Cisco specific objects.

Also see Third Party Access to Events, page 10-40
for third party event management details.

Log Log file name (using | Enter a name for the flat logging file that events
full path) will be written to.

c:\alerts\logfile.txt

This file can then be used by third party event
management applications. See Third Party Access
to Events, page 10-40 for details.

*In a distributed configuration, the path must
correspond to the polling server system.

Using Management Center for Cisco Security Agents 5.2
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Alert Type |Information Description

Custom Custom Program Enter a custom alert program name here.

The server calls the program as it appears in this
field. You must enter the full pathname so that CSA
MC can locate the program.

Your custom program must be an executable file.
c:\Program Files\Cisco
Systems\CSAMC\CSAMC52\program.exe

The program passes the event message in a file
whose name is passed to the program as its first
parameter. Alternately, the program can also read
the event message from its standard input. The file
containing the event is automatically deleted when
the program exits or closes its standard input.

FEATURE NOTES:

* The custom program must exist on the same
system as CSA MC in the CSAMCS2 directory or
subdirectory.

*Custom programs cannot require any user input.

*If a custom program is triggered and fails for
some reason, it could take several minutes before
the program closes itself and attempts to launch
again. (If you are testing custom program alerts,
one way to tell if the program has launched and is
running, is to watch for it in the Task Manager.)

*In a distributed configuration, the path must
correspond to the polling server system.

Named Pipe |Named Pipe A named pipe is a form of internal communication.
This alert type allows the integration of third party
software for the purpose of receiving alerts over
Windows named pipes. Consult your third party
documentation for further configuration details.

Note that this feature is for use with third party
vendors that support alerts over Windows named

pipes.

Using Management Center for Cisco Security Agents 5.2
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Generate an Alert Log File for Third Party Applications

Note

Using the Log checkbox and the Log file edit field in the Alerts configuration
page (see Figure 10-22), you can have CSA MC generate a flat logging file to
which events are written. Third party event management applications can then
parse the information found in this file.

To generate this file, select the Log checkbox and enter the Log file name, using
the full path that you want to write event data to. For example, enter
c:\alerts\logfile.txt

Event data is written to this file as follows:

EventId,EventTime, HostId, HostName,
CurrentHostIPAddress, HostOSType, Severity, EventType,
EventText, EventCodeTag, FileName, ProcessName,
SourceIPAddress,DestinationIPAddress, SourcePort,
DestinationPort,Ruleld,RuleDescription,RulePriority,
RuleModuleId, RuleModuleName, ButtonCode, UserName

Entry fields are separated by a delimiter of a comma. Event entries themselves are
separated by a carriage return/line feed (ASCII Hex 0D 0A).

Once a log file exceeds 1 MB, it is closed and its name is suffixed with a time
stamp. A new file, using the same file name entered in the CSA MC Alerts Log
file field, is then created. Events continue to be written to this new file until it
reaches 1 MB. The third party application that consumes the log files is expected
to manage the deletion and archiving of these files once processing is complete.

This file data is encoded in UTF-8 format.

Using Management Center for Cisco Security Agents 5.2
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