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Acceleration Technologies:  
Maximize Data Center Applications with the Cisco ACE 
4710 Application Control Engine 

What You Will Learn 

The Cisco® ACE 4710 Application Control Engine represents the next generation of application 

switches for maximizing the availability, security, and acceleration of data center applications. This 

document details the acceleration technologies of the Cisco ACE 4710. 

Challenge: Performance Bottlenecks  

The Internet has become the chosen platform for delivering enterprise business applications. As 

organizations rely more fully on the Internet to implement current and next-generation business 

processes, they begin to encounter its performance limitations. The Internet provides an open and 

accessible infrastructure, but it introduces challenges in terms of performance. Applications that 

perform well in a test lab across a high-bandwidth, low-latency LAN environment usually perform 

poorly over a WAN. Performance degrades rapidly as network latency increases with distance; 

applications may make more than a dozen calls to render a single page. Because of the resulting 

latency, remote users avoid using applications. As with many technical trade-offs, the flexibility and 

openness of Web application delivery is balanced against the difficulty of using the Internet as a 

high-performance and highly interactive platform. 

Business Benefits: Cisco ACE 4710 Delivers Fast App lications 

To minimize the challenges inherent in delivering interactive HTTP-based applications over a 

TCP/IP network, Cisco offers the Cisco ACE 4710 appliance. This next-generation application 

delivery platform provides a set of superior Web application acceleration technologies that results 

in large gains in performance for your core enterprise-class applications. The Cisco ACE 4710 

gives administrators new levels of control for accelerating applications across the extended 

enterprise and provides up to 300 percent faster response times. It maximizes application speed 

and, as a result, helps ensure superior end-user productivity. It implements sophisticated 

bandwidth reduction techniques at Layers 4 through 7 that reduce the amount of transmitted data 

and eliminate bandwidth bottlenecks. The Cisco ACE 4710 also maximizes application and server 

efficiency by offloading crucial application services such as Secure Sockets Layer (SSL), TCP 

processing, and content serving.  

At the core of the Cisco ACE 4710 is a real-time content processing engine that provides the basis 

for all higher-level application performance improvement. This application delivery engine is a full 

Layer-7 reverse proxy that processes all HTML, Extensible Markup Language (XML), and other 

message body content. The Cisco ACE 4710 transforms the browser’s own cache into a dynamic 

engine that can perform optimization both within and across individual Internet sessions and 

dramatically improve the way that enterprise applications perform over the TCP/IP network.  
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The Cisco ACE 4710 uses three technologies to achieve application acceleration (Figure 1):  

�  Latency reduction: Delivers the best possible response times over the WAN 

�  Bandwidth optimization: Delivers the best response times while minimizing bandwidth use 

�  Application offloading: Offloads common server functions as efficiently as possible, 

minimizing server resources 

 

Figure 1.   Cisco ACE 4710 Acceleration Technologies 

 

Cisco ACE 4710 Solution 

Latency Reduction 

IT organizations have many strategies for handling the performance needs of Websites, but the 

situation is significantly more complex for interactive applications. It is not uncommon for as many 

as 100 network traversals to occur to render a single page, so even if operations take only 

milliseconds, the amount of time adds up quickly.  

The Cisco ACE 4710 maintains the state of the entire application across all clients and servers, 

minimizing network calls and traversals. By aggregating Web requests and minimizing 

unnecessary requests and responses, the Cisco ACE 4710 routinely delivers 300 percent 

improvement across the WAN. Moreover, these gains are accomplished for users regardless of 

their location, access, or client system.  

Cisco ACE 4710 latency mitigation techniques include the following: 

�  FlashForward: In a Web deployment, each embedded object requires separate validation to 

help ensure that the user has the latest version, and each validation involves a separate 

HTTP request from the client to the origin server. This additional request can result in 

unnecessary upstream traffic. The resulting page load delay can be long for pages that 

embed many objects because the page cannot be rendered until the client-to-server round 

trips are completed. FlashForward enables the Cisco ACE 4710 to eliminate unnecessary 
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browser cache validation requests, eliminating the network delays associated with 

embedded cacheable Web objects such as images, style sheets, and JavaScript files. 

�  Smart Redirect: Using HTML metatag-based page redirections causes poor download 

times, forcing the end user to request freshness validation for every object in the redirected 

page and significantly increasing page download delays. The Cisco Smart Redirect feature 

enables the Cisco ACE 4710 to automatically and transparently convert HTML metatag-

based redirections into more efficient HTTP header-based redirections, eliminating the 

need for unnecessary freshness validation requests. This approach results in significantly 

faster page response times without sacrificing the flexibility and productivity provided by the 

metatag-based redirection capabilities enabled by many enterprise-class applications. 

�  Fast Redirect: HTTP-based redirection requires the end user to make two complete 

network round trips to fetch the specified resource: one for the original bookmarked 

resource that results in the redirection, and another to request the updated resource. The 

unique Cisco Fast Redirect capability lets the end user in this example fetch the desired 

resource with only one round trip. The Cisco ACE 4710 itself processes the 301 and 302 

HTTP status code responses and fetches the redirected resource for the end user over the 

LAN in the data center, significantly reducing transaction latency.  

�  XML-to-HTML transformation: XML is extremely verbose and if sent to the browser, it 

travels slowly on the network and renders slowly on the desktop. Translation of XML on the 

application server is also extremely inefficient and leads to significant back-end 

performance concerns. Although many vendors offer standalone XML transformation 

appliances, Cisco offers integrated XML translation capability through an integrated and 

high-performance XML module built into the Cisco ACE 4710. This solution can cache XML 

objects to improve performance, and it reduces transformation latency of XML from the 

back end and the client.  

Bandwidth Optimization 

The application delivery challenge is not just about overcoming network latency. Organizations 

also want to minimize their use of bandwidth for either cost reduction or acceleration reasons. 

Many Cisco customers support application use in areas of the world that have limited bandwidth. 

Some customers operate branch offices where even high-bandwidth links are shared among 

remote populations, thus limiting bandwidth. The Cisco ACE 4710 helps ensure that as little as 

data as possible is sent to the client and that it is sent as infrequently as possible, saving 

bandwidth costs and accelerating delivery. 

Cisco ACE 4710 bandwidth optimization techniques include the following: 

�  Hardware-accelerated content compression (gzip and deflate): The powerful, hardware-

based Cisco ACE 4710 compression function is enabled by an integrated module that 

performs all compression tasks inline as objects traverse the system. Compression is 

performed at speeds up to 1 Gbps in real time and with zero latency. Gzip and deflate 

compression algorithms are supported for full compliance with standard browsers. 

Compression reduces the size of the Web content and objects as they traverse the network 

toward the clients, significantly reducing the client response time and, as a result, improving 

the quality of the user experience and saving bandwidth. 
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�  Delta encoding: Web content and resources often change, forcing the retrieval of the now-

modified Web page. However, the modifications and changes are often minimal; if one 

could encode and deliver to the client just the differences between the cached page and 

the new page, in many cases only a few bytes would need to be sent. This approach is 

called delta encoding and is available as a core technology of the Cisco ACE 4710. Thus, 

the Cisco ACE 4710 enables enterprises to dynamically update client browser caches 

directly with content differences, or deltas, resulting in faster page downloads, improved 

employee productivity, and increased online revenue. 

�  Dynamic browser caching: Use of non-cacheable embedded objects causes poor 

application performance, forcing clients to retrieve such objects from the origin server in 

their entirety on each page visit. This process can result in extremely slow download 

performance, especially for remote users with limited bandwidth. Dynamic browser caching 

eliminates the need for users to download these objects for each request. Instead, the 

Cisco ACE 4710 automatically tracks the freshness of each of these objects in real time, 

helping ensure optimal application response times for all users by eliminating another 

source of inefficiency and delay. 

�  Smart Image Optimization: The Cisco ACE 4710 provides advanced image optimization 

capabilities that reduce image file size to optimize image quality, resulting in faster image 

download times, faster page renders, and more efficient bandwidth utilization. The Cisco 

Smart Image Optimization feature strikes a balance between image size and quality by 

using the granular approach of intelligently recompressing only low-detail and low-contrast 

areas within images, helping ensure that image sizes are significantly reduced (by up to 90 

percent) while maintaining rich visual detail.  

Application Offloading  

The processing power required to support Web applications is substantial. Functions such as TCP 

processing, SSL, and content serving affect the capability of servers to process business logic and 

mission-critical applications. The Cisco ACE 4710 also maximizes application and server efficiency 

by offloading application services such as SSL, TCP processing, and static content serving. With 

the Cisco ACE application offload solution, enterprises can obtain up to an 80 percent typical 

reduction in server cycles, greatly increasing the effective capacity in the data center. In addition to 

better overall performance, enterprises can delay or reduce server purchases and minimize the 

purchase of application licenses. 

Cisco ACE 4710 application offloading features include the following: 

�  SSL acceleration: The Cisco ACE solution integrates SSL acceleration technology, which 

offloads the encryption and decryption of SSL traffic from external devices (servers, 

appliances, etc.), thereby allowing the Cisco ACE 4710 to look deeply into the message 

body and apply acceleration and application switching policies. This setup not only allows 

the Cisco ACE 4710 to make more intelligent policy decisions but helps ensure that your 

application delivery platform complies with internal and external regulatory rules. With re-

encryption capabilities, the Cisco ACE solution helps ensure end-to-end encryption of 

sensitive data while providing the capability to apply intelligent policies. The Cisco ACE 

4710 is capable of 7500 transactions per second (TPS) and 1-Gbps bulk SSL throughput. 
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�  TCP offloading: With TCP offloading, the Cisco ACE 4710 takes responsibility for and 

ownership of the overhead for managing network connections with browsers. The Cisco 

ACE 4710 does this by maintaining persistent TCP connections with the Web and 

application servers. To optimize overall performance as traffic levels change, the Cisco 

ACE 4710 intelligently increases and decreases the number of persistent TCP connections 

to the back-end servers as load conditions dictate, further increasing the overall efficiency 

of the application infrastructure. This frees Web and application servers to focus solely on 

content generation, often resulting in a 2X or greater improvement in Web server capacity 

and adding headroom to allow additional server consolidation. 

�  Caching: The Cisco ACE 4710 uses a high-performance, RAM-based caching architecture 

to enable several of its patent-pending optimizations, including delta optimization and 

FlashForward. High-speed caching also directly offloads server requests for frequently 

requested static objects, such as images and applets. This feature is fully configurable and 

enhances overall application performance and transaction throughput. 

�  Dynamic caching: Today’s heavily loaded application servers are forced to process millions 

of requests for dynamic content, even though much of the requested content is the same. 

These dynamic pages must be generated for each request; they typically require multiple 

application server queries and database queries, leading to serious bottlenecks, 

overloaded servers, and poor application performance. Dynamic caching solves this 

problem and further accelerates enterprise application performance, improving server 

system scalability and enabling the Cisco ACE 4710 to fulfill requests for dynamic content. 

This capability enables the Cisco ACE 4710 to intelligently cache parameterized dynamic 

page responses, eliminating the delays associated with application server and database 

requests.  

Cisco ACE Application Acceleration Solution Summary  

The Cisco ACE 4710 is designed to accelerate the application experience for all users, whether 

they are in the office or on the road. It offers the industry’s best set of optimizations to mitigate 

network latency, reduce bandwidth requirements, and offload applications. Acceleration is 

accomplished by reducing the latency and bandwidth required for any given Web application. 

Optimization is achieved by offloading tasks from the server, such as SSL encryption and 

decryption, compression, caching, and TCP processing. These industry-leading features have an 

immediate effect on applications and integrate smoothly with any Web front end without requiring 

changes to applications, servers, desktops, or remote clients. The Cisco ACE 4710 is the first 

system that can be rapidly deployed in any environment and can uniquely control and optimize 

application delivery at the network and application layers. The overall effect is faster application 

performance, greater application scalability, increased capacity for new applications, and lower 

infrastructure costs. 
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