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Cisco I0S IPv6

Standard Access Control Lists

* Cisco IOS IPv6 access-lists are used to filter traffic
and restrict access to the router

 IPv6 prefix-lists are used to filter routing protocol
updates

 IPv6 standard ACL (permit/deny)
IPv6 sourcel/destination addresses
IPv6 prefix-lists

On inbound and outbound interfaces

© 2005 Cisco Systems, Inc. All rights reserved.



Cisco IOS IPv6

Standard Access Control Lists (Cont.)

* Minimum Cisco IOS Software releases are available
from Cisco IPv6 start here manual

www.cisco.com/en/US/products/swl/iosswrel/ps5187/produ
cts confiquration quide chapter09186a00801d65ed.html

Also supported on I0S-XR
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Cisco I0S IPv6 Extended ACL

* Adds support for IPv6 option header and upper
layer filtering

* Only named access-lists are supported for IPv6
* IPv6 and IPv4 ACL functionality

Implicit deny any any as final rule in each ACL
A reference to an empty ACL will permit any any

ACLs are never applied to self-originated traffic
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Cisco I0S IPv6 Extended ACL (Cont.)

* Minimum Cisco IOS releases are available from
Cisco IPv6 start here manual

www.cisco.com/en/US/products/swl/iosswrel/ps5187/produ
cts confiquration quide chapter09186a00801d65ed.html

Also supported on I0S-XR
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Cisco IOS IPv6 e-ACL and IPv6 HW FW

- |IPv6 extended ACL requires the capability for IPv6 hardware
forwarding platforms to parse option headers

Cisco 12000 Engine 3 and Engine 5
Cisco 6500 and 7600 sup. 720

 The hardware may parse as deep as N bytes in hardware
Packets are punt into software path if headers are longer

This configuration is platform dependent

- Packets with hop-by-hop options are also generally punt to
software
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Cisco |I0OS Enhanced IPv6 e-ACL

- Adds support for filtering field inside an IPv6 option
header

Currently routing type only

Used to enable Mobile IPv6 (type=2) but filter source
routing (type=0) traffic

- Initial implementation available on Cisco IOS®
Software Release 12.4(2)T

Implementation has dependencies on hardware for IPv6
HW FW platforms
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Cisco I0S Firewall IPv6 Support

* Introduced in Release 12.3(7)T — now Releases 12.4 and 12.4T
FTP inspection on Release12.3(11)T

- Stateful inspection of IPv6 packets

IPv6 DoS attack mitigation
Fragmented packet inspection

IPv6 DoS attack mitigation; mitigation mechanisms have been implemented in the
same manner as the current IPv4 implementation, including SYN half-open
connections

Tunneled packet inspection; tunneled IPv6 packets terminated at a Cisco 10S Firewall
router can be inspected by the Cisco IOS Firewall for IPv6

Stateful packet inspection of TCP, UDP, ICMPv6, and FTP sessions

Interpretation or recognition of most IPv6 extension header information, including
routing header, hop-by-hop options header, and fragment header.
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Cisco I0S IPv6

Extended ACL Overview

CLI mirrors IPv4 extended ACL CLI
Implicit permit rules, enable neighbor discovery
ULP, DSCP, flow-label, matches

Logging
Time-based

Reflexive
« CEFv6 and dCEFv6 ACL feature support




Cisco I0S IPv6 ACL Implicit Rules

 Implicit permit rules, enable neighbor discovery

The following implicit rules exist at the end of each IPv6
ACL to allow ICMPv6 neighbor discovery

permit icmp any any nd-na
permit icmp any any nd-ns
deny ipv6 any any
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Cisco |0S IPv6 Extended ACL Match

TCP/UDP/SCTP and ports (eq, It, gt, neq, range)
ICMPvV6 code and type
Fragments

Routing header

Undetermined transport

The first unknown NH can be matched against (numerically
instead of by nhame)

Since an unknown NH cannot be traversed, the ULP cannot
be determined
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Cisco I0S IPv6 Extended ACL

* Logging

(conf-ipv6-acl)# permit tcp any any log-input
(conf-ipv6-acl)# permit ipv6 any any log

* Time based

(conf)# time-range bar

(conf-trange)# periodic daily 10:00 to 13:00
(conf-trange)# ipv6 access-list tin

(conf-ipv6-acl)# deny tcp any any eq www time-range bar
(conf-ipv6-acl)# permit ipv6 any any
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