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CiscoWorks Wireless LAN Solution Engine 2.13

OVERVIEW

What is the CiscoWorks Wireless LAN Solution EngindWLSE)?

CiscoWorks Wireless LAN Solution Engine (WLSE) mges Cisco Aironétaccess points operating autonomously and Cisco
wireless bridges. CiscoWorks WLSE can centrally aggnhundreds to thousands of Cisco Aironet acaaassgfor medium-sized to large
enterprises and wireless vertical markets. Ciscd/@WLSE helps to simplify and automate the deplaynaad security of WLANS, to
ensure their smooth operation and dependabiliscd@Works WLSE also provides WLAN Intrusion Detent®ystem (IDS) capabilities
for detecting WLAN intrusions such as rogue acgessts, ad-hoc networks, and excess managemeng$ramthe air that typically
signal a WLAN attack.

What are Cisco Aironet access points operating autmmously?
Cisco Aironet access points that are not centralipaged by LWAPP (Lightweight Access Point Protpeahbled wireless LAN
controllers are referred to as “autonomous” acpegsts.

What are the benefits of CiscoWorks WLSE for managig Cisco Aironet access points operating autonomoy8

CiscoWorks WLSE simplifies network operations amahagement. With CiscoWorks WLSE, several, hundmdhousands of
central or remotely located Cisco access pointsadipgy autonomously can be managed from a singlegement console. This solution
offers configuration flexibility that allows netwomanagers to design networks to meet their spaeeds, whether implementing a
highly integrated network design or a simple oweratwork.

What role does CiscoWorks WLSE perform?

CiscoWorks WLSE provides comprehensive managenoer@@isco Aironet access points operating autonofgo@sscoWorks
WLSE, working with Cisco Aironet access points and/ireless Domain Services (WDS) device, providsibility into the RF network,
including coverage displays, continual “Air/RF” mtmting, network security with intrusion detectiand suppression, simplified
deployment, self-healing capabilities, and netwapkimization. CiscoWorks WLSE also assists netwodnagers by automating
and simplifying mass configuration deployment, fauld policy monitoring and alerting, tracking viass clients, and reporting.

MIGRATING CISCOWORKS WLSE TO CISCO WCS

Can a CiscoWorks WLSE be converted to operate as@isco Wireless Control System (WCS) to support CigcAironet
lightweight access points?

Yes. CiscoWorks WLSE Models 1130-19 and 1133 cacdoeerted to operate aLasco WCSto support Cisco Aironet lightweight
access points. By converting an existing CiscoWdksSE 1130-19 or 1133 to operate as a Cisco WCSpmers can scale their
network to manage hundreds of Cisco wireless LANtm@slers, which in turn can manage thousands s€€Aironet lightweight access
points as part of th€isco Unified Wireless Networkearn more by reading tl@&@scoWorks WLSE Migration to Cisco WCS Product

Bulletin.
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What is the benefit of migrating a CiscoWorks WLSEto Cisco WCS?

By migrating from CiscoWorks WLSE to Cisco WCS, tusers can experience the benefits of@isco Unified Wireless Network
These benefits include easy-to-use WLAN managem&rgased network scalability and reliability, imped troubleshooting for
enhanced productivity and built-in self-configurjrsglf-optimizing, and self-healing network capigi$. The Cisco Unified Wireless

Network also cost-effectively delivers WLAN mobyliservices such as voice over WLAN (VoWLAN), secguest access, powerful
location-based services and innovative Cisco UahifieS/Intrusion Prevention System (IPS) capabditie

DEVICE SUPPORT

How many Cisco Aironet access points can CiscoWork&LSE manage?
CiscoWorks WLSE can manage up to 2500 Cisco Airaneess points operating autonomously for netwakagement and up to
1800 access points when RF management is turned on.

Can CiscoWorks WLSE be used to manage deployment§more than 2500 Cisco Aironet access points?
Yes. Multiple CiscoWorks WLSESs can be deployed smage networks with more than 2500 Cisco Aironeéss points operating
autonomously.

Which Cisco Aironet access points operating autonoously are supported by CiscoWorks WLSE?
CiscoWorks WLSE supports Cisco Aironet 1240 AG,Q 285, 1200, 1130 AG, 1100, and 350 series accagsspdt also supports
the Cisco Aironet 1300 Series outdoor access fidge.

Does CiscoWorks WLSE support Cisco Aironet lightweiht access points or Cisco Aironet autonomous acsgsoints that have
been converted to run LWAPP?

No. Cisco Aironet lightweight access points andc@iautonomous access points that have been codvertan LWAPP are not
supported by Cisco Works WLSE. These devices grpated by th&Cisco Wireless Control System (WCS)

Does CiscoWorks WLSE 2.13 support Cisco Aironet 120and Aironet 350 series access points running VxWiks software?
No. CiscoWorks WLSE 2.12 and above do not suppgWWurks-based access points. Customers that waritinue to manage
VxWorks access points must use CiscoWorks WLSE ar¥arlier releases.

Does CiscoWorks WLSE support Cisco Aironet wirelesbridges?

Yes. CiscoWorks WLSE provides network managemeppait, including configuration, monitoring, and ogging for the
Cisco Aironet 1400 Series wireless bridge and Chiconet 1300 Series outdoor access point/bridgeiieless bridge mode.
CiscoWorks WLSE provides support for the Cisco Agb1300 Series when it is configured in accesatpuodde.

Does CiscoWorks WLSE support IEEE 802.11a, b, and igetworks?
Yes. CiscoWorks WLSE supports IEEE 802.11a, b,gndtworks.

Does CiscoWorks WLSE support the Cisco Wireless IPhone 7920?

The Cisco Wireless IP Phone 7920 is supported bgd®V/orks WLSE as a wireless client. CiscoWorks Wipg&vides
client-association reports and client-tracking surpfor the Cisco Wireless IP Phone 7920. The titeaccking feature can be
used for troubleshooting and finding associateésEpoints.

Does CiscoWorks WLSE support the Cisco Cataly8t6500 Series Wireless LAN Services Module (WLSM)?
Yes. CiscoWorks WLSE interoperates with Cisco WDShe module. Cisco WDS can run on both Cisco Adt@tcess points
operating autonomously and tBéco Catalyst 6500 Series WLSMWDS aggregates radio management informationveddirom the

access points and client devices and sends tlismation to the CiscoWorks WLSE where it is usechtmage, monitor, and control
the RF environment. CiscoWorks WLSE also genenaigsrts for monitoring WLSM clients/mobility groups
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RF MANAGEMENT AND WIRELESS DOMAIN SERVICES

What is WDS?

WDS is a collection of Cisco I0S Software featutest enhance WLAN client mobility, help to ensuré AN security, and simplify
WLAN deployment and management. WDS can be locatesklected Cisco Aironet access points operatit@namously or the Cisco
Catalyst 6500 Series switch with a Wireless LANV&®rs Module (WLSM). Cisco WDS sends RF measuresnen€iscoWorks WLSE
for wireless IDS and RF management.

What platforms can operate as a WDS device?
A WDS device can be a Cisco Aironet 1242 AG, 128 Aironet 1200, Aironet 1130 AG, or Aironet 110f¥ies access point
operating autonomously, or a Cisco Catalyst 6508S&/LSM.

Is WDS required for RF management when a CiscoWork8VLSE is used?
Yes. A WDS device is required for RF managementadn€iscoWorks WLSE is used.

How many WDS devices are required for RF manageme#t

For deployments that use access-point-based WD&asitone WDS access point per subnet is regforddF management of that
subnet. For deployments that use the switch-bade8 dh the Cisco Catalyst 6500 Series WLSM, up ® &ess points per device
across subnets can be supported by a single Cistady§t 6500 Series WLSM.

How is Cisco WDS related to CiscoWorks WLSE?

RF measurements taken by access points (and olfi@isco orCisco compatiblelient devices) within a given subnet are
aggregated by the WDS device and forwarded to @¥&cks WLSE for analysis. Based on the measuremené&ved from WDS device,
CiscoWorks WLSE can detect rogue access poinesfémence from other devices, provide assistedssiteeys, and support WLAN
self-healing for optimal channel and power-levetisg.

Are third-party switches supported for rogue accespoint switch-port tracing and shutdown?
No. CiscoWorks WLSE uses the Cisco Discovery Paltand standard Simple Network Management Prot®i§MP) MIBs
to trace rogue access points to specific switclispand thus supports Cisco switches exclusively.

Can a rogue access point configured on a differeghannel than the access point that is scanning thF~ environment
be detected?

Yes. Cisco Aironet access points can monitor blaghserving channel and nonserving channels, sgueraccess point configured
on a different channel than the access point sogrthe RF environment can be detected.

Is there service disruption to associated clientslven an access point performs air/RF scanning?
No. There is no service disruption to associatehtd when an access point performs air/RF scanning

Can an IEEE 802.11a rogue access point be detectedan IEEE 802.11b/g radio?
No. An IEEE 802.11a radio is required to detectEBE 802.11 rogue access point. Dual-mode IEEEI8GZb/g Cisco Aironet
1230 AG, Aironet 1200, or Aironet 1130 AG seriesems points can be deployed to detect IEEE 802/ledgue access points.

WIRELESS LAN INTRUSION DETECTION AND PROTECTION

Does the CiscoWorks WLSE support a WLAN IDS?

Yes. CiscoWorks WLSE supports a WLAN IDS. WLAN ID8Ips to secure WLANs from malicious and unautteatiaccess. It
detects and suppresses rogue access points, detassociated clients, detects unauthorized nesyarid mitigates network attacks.
The system is deployable as either an integratefédicated solution through Cisco Aironet accesstpo
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What is the Integrated WLAN IDS?

Integrated WLAN IDS uses a Cisco Aironet accessatpaperating autonomously deployed with its rad02.11a, b, or g) placed in
multifunction mode to service client devices anaville WLAN intrusion monitoring. In this configuiah, an access point functions as
both an active 802.11 infrastructure device anadrna802.11 scanning device. Basic WLAN IDS capaédisuch as rogue access-point
detection and unauthorized client network detecsi@supported.

What is the Dedicated WLAN IDS for autonomous accespoints?

Dedicated WLAN IDS uses a Cisco Aironet accesstpmperating autonomously with its radio (802.11a0thg) placed in scanning-
only mode to support only WLAN intrusion monitoring this configuration, an access point functiassan 802.11 scanning-only device
providing continuous, 24-hour monitoring of the Bfvironment. The access point’s full bandwidthaslidated to intrusion detection
RF monitoring.

How do | deploy Cisco Aironet access points operatiy in scanning-only mode?

Cisco Aironet access points operating autonomatslyare operating in scanning-only mode are degpl@s dedicated access points
to detect intrusions. Because scanner-mode aco@#s are not supporting client devices, only alsmanber of access points, with
higher gain antennas, need to be deployed for acampledicated WLAN IDS. Scanner-mode access poamslso be deployed as an
overlay to an existing integrated WLAN deploymemt &dvanced WLAN IDS support.

How does CiscoWorks WLSE contain rogue access pointhat have been detected through air/RF monitoring

CiscoWorks WLSE traces the switch port of the dettcogue access point. It provides an effectivamaef tracing rogue access
points by monitoring and using the clients assedidab rogue access points. When a switch poracett, Ciscoworks WLSE can shut
down the switch port, disabling the rogue from asagg the network.

What is Management Frame Protection in WLSE?

CiscoWorks WLSE also provides Management FrameeBtion (MFP), by which management frames betweeasacpoints are
authenticated, eliminating several potential typE®/LAN attacks that can arise due to spoofingutharized devices. CiscoWorks
WLSE enables MFP in the network and provides Migjtinto network events associated with MFP detedprotection

DEPLOYMENT, MANAGEMENT AND TROUBLESHOOTING

How does CiscoWorks WLSE provide automatic configuation for factory default access point deployment?

Automatic configuration facilitates automatic doaatling of configurations to newly deployed accesiats operating autonomously
and bridges based on customer-defined templatés sithplifies and speeds up the deployment of nexess points. CiscoWorks WLSE
provides a deployment wizard that allows admintetiato define their configuration policies for ass points up front based on the
location. With CiscoWorks WLSE 2.12 and above, desipecific settings such as hostname, channgd@ndr can also be automatically
applied when new access point gets plugged inviibard also simplifies and automates the setuadoess point-based WDS.
CiscoWorks WLSE can automatically designate a psiraad backup access point-based WDS per subnetwgnchatically generate
configurations and credentials.

How does access point automatic configuration work?

The network administrator can use the CiscoWorksS®&Ideployment wizard and specify the access-poinfiguration policies and
setup based on the location (subnet). When theageess point boots, it receives the CiscoWorks WingiEmation from the Dynamic
Host Configuration Protocol (DHCP) server and daals the default configuration. Specific configimatemplates based on device
type, subnet, and software version can be applitzhaatically on authorized access points. With @orks WLSE 2.12 and above,
device specific settings such as hostname, chamaepower can also be automatically applied wheevaaccess point operating
autonomously is plugged in.
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Can shared keys and other security parameters be ofigured using the auto-configuration feature?
Yes. Shared keys and other security parameterbeannfigured using the specific configuration téatgs based on device type,
subnet, and so on.

Can CiscoWorks WLSE be used to archive access poiahd bridge configurations?
Yes. CiscoWorks WLSE can save up to four configaret for each device. Device configuration can tehiged on demand, or
scheduled to run periodically. Users can view,dgaand compare configurations.

Is a client walkabout required for the CiscoWorks WLSE assisted site survey?

No. Client walkabouts are optional for the CiscoWsoWLSE assisted site survey. CiscoWorks WLSE carige optimal channel
and power-level settings based on only the acagiss @ir/RF monitoring phase of the assisted siteey. However, performing client
walkabouts during the assisted site survey is ramended because it increases the coverage for R&gaarent and it makes the surveys
more effective. A Cisco client adapter or a Cisaonpatible client adapter can be used to perfortreatovalkabout.

How does CiscoWorks WLSE support self-healing?

If CiscoWorks WLSE detects that an access poinfditesl, it compensates by automatically adjustimgpower and cell coverage
of nearby access points. Self-healing runs on ikeo®/orks WLSE and uses SNMP to adjust neighbaiugss points in response to the
loss or recovery of a radio. WLAN self-healing nmiizes the outage impact to wireless client devigeb maximizes the availability of
wireless applications.

When CiscoWorks WLSE adjusts the power of access s to cover for a lost access point during WLAN elf-healing, is there
service disruption to existing client devices?

No. There is no service disruption to client desiassociated to access points that have increlasiegpower during WLAN
self-healing.

Can CiscoWorks WLSE be used to track a wireless @nt device?

Yes. CiscoWorks WLSE can be used to discover theciated access point of a specific client dev@ent lookup by MAC
address, user name, and client name are suppbidedname lookup is supported for IEEE 802.1X-stathdCisco LEAP and Protected
Extensible Authentication Protocol (PEAP) running@isco Secure Access Control Server (ACS). Bec'lI38 notifies CiscoWorks
WLSE when a client roams, this information is aablé in near real time as opposed to polling-basedel.

MONITORING

What Extensible Authentication Protocol (EAP) monibring capabilities are provided for Cisco Secure AG?

CiscoWorks WLSE monitors the authentication respdime from the EAP server running on Cisco Se&@§& by performing
synthetic authentication transactions using CisEaR, PEAP, or EAP-Flexible Authentication via Sexliunneling (EAP-FAST).
Administrators can set up response-time fault tiwkts, and receive notifications when response @reeeds specified thresholds.
Generic RADIUS server monitoring is also supported.

How does CiscoWorks WLSE gather fault and performace data?

The CiscoWorks WLSE queries standard SNMP MIBs ffgisto devices whenever possible. Administratorssgeecify polling
intervals and define thresholds for monitored déthen thresholds are exceeded, CiscoWorks WLSE)eaarate northbound alarms and
traps through SNMP traps, syslog messages, andl eatifications. This allows wireless fault infoation from deployed CiscoWorks
WLSES to be consolidated using a higher-level nétweanagement system, such as HP OpenView or ge@iformation Center.

Can there be multiple syslog or trap receivers thateceive messages from the CiscoWorks WLSE?
Yes. Multiple syslog or trap receivers can be dafin
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Does CiscoWorks WLSE receive SNMP traps from the WAN infrastructure?
No. The CiscoWorks WLSE monitors the WLAN infrastiwre using SNMP polling and in turn generates SNMP messages to be
forwarded to other network management applicatigmsn user-defined thresholds are exceeded.

How much historical data can CiscoWorks WLSE store?
The CiscoWorks WLSE can save up to a few weeksstdttical data. Administrators can specify bothraggtion and truncation
frequencies for the monitored data.

Does CiscoWorks WLSE support Multiple Basic Servic&et Identifiers (MBSSID) on Cisco Aironet accessgints?
Yes, CiscoWorks WLSE can be used to configure aoditor MBSSIDs. Security policies for multiple baService Set Identifiers
(SSIDs) can be defined and monitored.

USER INTERFACE

Can a device-level access-point interface be lauredhfrom the CiscoWworks WLSE?
Yes. A device-level Web interface can be launchetlindependently used to configure an access poiatridge from the
CiscoWorks WLSE.

Does CiscoWorks WLSE provide a visual representatioof Cisco Aironet access points operating autonorasly?

Yes. CiscoWorks WLSE provides GUI visualizationGi§co Aironet access points operating autonomaoarstiycoverage displays
with its Location Manager feature. Administratoesmémport a floor plan (.jpeg or .gif formats) aoldce the access points in approximate
locations. A rogue access point’s location is showrthe floor plan GUI.

APPLIANCE

Where should CiscoWorks WLSE reside in the network?
In general, CiscoWorks WLSE should be placed incérgral network operations center. It is typicalbynnected to a
Cisco Catalyst switch.

Can the CiscoWorks WLSE hardware be upgraded?

No. The CiscoWorks WLSE hardware devices CiscoWafk30, Ciscoworks 1130-19, and CiscoWorks 1133 laafixed
configuration. No hardware components of the Cisod® 1130-19 or 1133 can be upgraded or replac#tkifield. As application needs
change, new hardware configurations will be intreetlinto the product family to support changinguieements. This approach enhances
the reliability and supportability of the CiscoWer/LSE.

Does the CiscoWorks WLSE support data backup and sgore capabilities?
Yes. The CiscoWorks WLSE configuration data caméeked up to another device and later restorec Batkup can also be
scheduled to run periodically, to minimize the dats in the event of a CiscoWorks WLSE failure.

Does CiscoWorks WLSE support redundancy?

Yes. The CiscoWorks WLSE supports warm-standbynddocy. A backup server can be configured to take the wireless
management in the case of a primary CiscoWorks Wia8&re. Data on primary and backup servers casybehronized periodically (the
minimum is 15 minutes). Multiple CiscoWorks WLSEmde assigned and referenced by a virtual IP agdoemake this transparent to
the user. Both primary and backup CiscoWorks WLB&g to reside on the same subnet.

Can CiscoWorks WLSE software run on a customer-proided workstation or server?
No. CiscoWorks WLSE software is available only pstalled on the specialized CiscoWorks WLSE hardwar
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What is the CiscoWorks WLSE 1133 appliance and Resttion of Hazardous Substances (RoHS) compliance?

ROHS is a European Union regulation banning theofisex substances—Ilead (Pb), cadmium (Cd), mergdgy, hexavalent
chromium (Cr6+), polybrominated biphenyls (PBBs)d @olybrominated diphenylethers (PBDEs)—in all &tmwic equipment shipped
into the EU after July 1, 2006. The RoHS Directits granted an exemption for lead used in solaerdtwork infrastructure equipment
until the industry finds dependable lead-free altives. CiscoWorks WLSE 1133 is RoHS compliant.

Is CiscoWorks WLSE 1133 RoHS compliant?
Yes. CiscoWorks WLSE 1133 is RoHS compliant. Ciscokd¥ WLSE 1130 and 1130-19 are not RoHS compliant.

INTEGRATION

How does CiscoWorks WLSE integrate with other netwrk management systems?

When network faults are detected or user-definefbpaance thresholds are exceeded, CiscoWorks WieSiErates notifications
through SNMP trap and syslog messages that caorivarded to other network management systems. Gledas WLSE also provides
an Extensible Markup Language (XML) API for expogidevice lists, faults, reports, and other settifog third-party integration and
customization.

What is the integration between the CiscoWrks WLSE and CiscoWorks LAN Management Solution (IMS)?
CiscoWorks LMS provides broad, generalized netvapé&rations management for a wide range of Ciscegvit integrates with
CiscoWorks WLSE in the following ways:

CiscoWorks WLSE can be launched from CiscoWorks Lai§ vice versa.

A list of IP addresses and credentials from themery can be imported and exported between Cisck8\ldMS and CiscoWorks
WLSE. Device import can be automated.

Is CiscoWorks LMS required for CiscoWorks WLSE to work?
No. CiscoWorks LMS is not required for CiscoWork$ 8 to function.

Is CiscoWorks WLSE required for CiscoWorks LMS to manage Cisco wireless devices?

No. CiscoWorks LMS can perform standard maintenapegations on Cisco Aironet access points jugit@ses for any other
Cisco device. However, the operations in CiscoWaMS are generalized, and not specific to the uaifpetors involved in managing
Cisco wireless-aware infrastructure. For compledmagement of wireless technology, CiscoWorks WLSEquired.

What is the integration between the CiscoWorks WLSEand Cisco Secure Access Control Server (ACS)?

Cisco Secure ACS provides role based authenticétionsers logging into CiscoWorks WLSE. Cisco $eddCS groups can be
created with user role mapping. Cisco Secure A@Siges some default roles like Sys-Admin. Operator User roles other than the
default ones available in Cisco Secure ACS nedxbtoreated in CiscoWorks WLSE. The result of thisgration is:

1. Centralized user account management with useréamapping

2.  No user accounts need to be created in CiscoWotksBN

3. No user roles need to be created in CiscoWorks WERE default Cisco Secure ACS roles)

ORDERING

Are hardware and software service support programsavailable? How are they ordered?

Yes. A Software Application Support (SAS) servicatract can be purchased that provides Cisco TeahAssistance Center (TAC)
support, Cisco.com Software Center access, andrmjaates. You can also purchase a Cisco SMARTmatlware service contract that
provides hardware support for the CiscoWorks 11330-19 and 1133. Contact your service represgntfir available options.
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How do | gain access to CiscoWorks WLSE software ujates?
Software patches and updates are posted to the.Gsa Software Center. Customers with existing $8&tracts can also obtain the
latest release of CiscoWorks WLSE 2.13 softwaredigg the Product Upgrade Tooltdtp://www.cisco.com/upgrade

FOR MORE INFORMATION

For more information about Cisco Aironet produetsit: http://www.cisco.com/go/aironet

For more information about CiscoWorks WLSE, vikitp://www.cisco.com/go/wlise

For more information about Cisco WCS, visittp://www.cisco.com/en/US/products/ps6305/indaxrlht

For more information about Cisco Unified Wirelesstiork, visit: http://www.cisco.com/go/unifiedwireless
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