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CiscoWorks Wireless LAN Solution Engine 2.13

Organizations are adopting wireless LANs (WLANSs)rtorease business productivity and accessibNigtwork managers need a solution
that provides them with the control they need featively manage and secure their WLANSs. CiscoWdtkeeless LAN Solution Engine
(WLSE) and CiscoWorks WLSE Express play a key inlthe Cisco Autonomous WLAN Solution for managidigco Airone? access
points. CiscoWorks WLSE can centrally manage hutiglte thousands of Cisco Aironet access pointatetium-sized to large
enterprises and wireless vertical markets. Ciscd@/@LSE helps to simplify and automate the deplaynaad security of WLANS, to
ensure their smooth operation and dependabilisc@orks WLSE also provides WLAN Intrusion detest{tDS) capabilities for
detecting WLAN intrusions such as rogue accesstpoaa-hoc networks, and excess management framibe @ir that typically signal a
WLAN attack.

Also available is the CiscoWorks Wireless LAN SauatEngine Express (WLSE Express), for small- andisined-business or enterprise
branch-office WLAN deployments of up to 100 Ciscimohet access points. CiscoWorks WLSE Express dedithe same WLAN
management features of CiscoWorks WLSE, plus agiated and embedded user authentication and @ation server, making it an
ideal solution for remote branch-office deploymeumith limited WAN bandwidth. Please refer to tGescoWorks WLSE Express data

sheeffor more details.

PRODUCT OVERVIEW

CiscoWorks WLSE is a complete solution for manadiigro Aironet autonomous WLAN networks. As the agament component of
the Cisco Autonomous WLAN Solution, CiscoWorks WLBBvides comprehensive air/radio frequency (RF) device-management
capabilities in ways that simplify deployment, redwperational complexity, and provide administsitgsibility into the WLAN. By
automating several RF and device-management t@saWorks WLSE reduces the costs and time neadelEAN deployment,
management, and security.

Through a WLAN intrusion detection system (IDS)s&iWorks WLSE quickly and securely detects, locgagure 1), and disables
unauthorized (rogue) access points, helping torerthiat security policies are applied consistetiipughout the network. The latest IDS
addition is the Management Frame Protection (M®R)ch authenticates management frames between $\&mats, eliminating several
WLAN attacks that arise due to spoofing of authedizlevices. WLSE enables MFP in the network andiges visibility into network
events associated with MSP detection/protectiosc@orks WLSE .further enhances the security ofMé&N by monitoring for
unplanned (ad-hoc or peer-to-peer networks) netsyarkauthorized WLAN client networks, client spogfi and other WLAN attacks
that may introduce security openings in the netwdHese capabilities can benefit any organizaiimeiuding those that have not formally
deployed WLANSs but want to guard against intruders.

CiscoWorks WLSE also supports Voice over WLANSs hglgling the deployment of voice with call admissgamtrol. This enables
access points to prioritize/optimize WLAN bandwiditin voice traffic. It also monitors the healthtb® voice network, including calls
with degraded QoS and jitter/loss.
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Figure 1.  CiscoWorks WLSE Location View Displays Rouge Access-Point Location
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CiscoWorks WLSE provides dynamic RF managemenugticelf-healing, which enables a Cisco Aironetasgoint to adjust its cell-
coverage area automatically when an adjacent apo@ssbecomes disabled or fails. It also helpsnoige performance by detecting and
locating RF interference while proactively monitgriusage and faults.

CiscoWorks WLSE's deployment wizard enables effitizccess point deployment through contextual gonditions that are

automatically applied to access points as theyplgged into the network. Specific access poinfigonations can be applied depending
on flexible deployment criteria. Device (AP/Bridggecific settings such as hostname, radio powechannel can be imported into
CiscoWorks WLSE, via a comma separated (CSV)Wilth unique Ethernet MAC addressing mapping. ThHsas CiscoWorks WLSE to
automatically apply device specific settings withtmuching each AP for configuring device speqgifarameters. This reduces deployment
times, increases security and configuration coascst, while reducing user-caused configurationrerro

CiscoWorks WLSE may be transparently integratett wther network management systems, operationosugygstems, and CiscoWorks
applications through syslog messages, Simple Né&tiManagement Protocol (SNMP) traps, and an Extémsitarkup Language (XML)
interface. CiscoWorks WLSE's secure HTML-based usrface provides access anywhere, includingudindirewalls.

KEY FEATURES AND BENEFITS

Deployment
CiscoWorks WLSE speeds deployment by automatinggunation and setup, reducing the overall cogtrimvision WLANS. The result
is superior return on investment and enhanced ptody.

Automatic access-point configuratierCiscoWorks WLSE can automatically discover and icaumé newly deployed autonomous
Cisco Aironet access points using Dynamic Host @ométion Protocol (DHCP), with the flexibility tassign different configurations
based on the access-point device type, its soutmees, and its software version. CiscoWorks WLS&jates an easy-to-use
deployment wizard to specify the configurationemié up front. This allows administrators to autterdeployment and simultaneously
maintain control in rapidly expanding environmefitse deployment wizard also simplifies and autoséte setup of the Wireless
Domain Services (WDS) that plays an important noldhe Cisco Autonomous WLAN Solution for seamlessbility and RF
aggregation services. For deployments that useo@isonet access points as a WDS device, CiscoWBHkSE can automatically
designate a WDS access point and apply the rigifigroration to it without requiring manual setup.
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Assisted site surveysComplete and reliable WLAN coverage is achieved avith a detailed site survey. CiscoWorks WLSE kdIp
managers to perform cost-effective site surveylsanse without being experts in RF propagation aedsurement. The assisted site
survey tool automatically determines optimal fregmeselection, transmit power, and other settinggch the administrator can then
apply. The coverage areas can be defined to coWgispecified areas. CiscoWorks WLSE also provalesutomated re-site survey
that periodically assesses the performance ofehgark with respect to baseline site-survey sestivghen radio settings in the network
are no longer optimal, CiscoWorks WLSE generatest#ication allowing the administrator to quickdypply newer, more optimal radio
settings.

OPERATIONS

CiscoWorks WLSE automates a wide range of repetitime-consuming tasks, simplifying the manageméiisco Aironet access
points and bridges to enhance productivity for mekaadministrators.

Centralized firmware updatesAccess point and bridge firmware may be updatedass. Updates may be assigned to a specific device
or to groups. Tasks may be scheduled or executeldimand.

Mass configuration changesConfiguring a group with hundreds of devices reggiino more effort than configuring a single device.
Configuration tasks may be scheduled or executedkeamand. CiscoWorks WLSE supports all the confitjomesettings available on
Cisco Aironet access points, including Wi-Fi Pro¢eicAccess (WPA) and Wi-Fi Protected Access 2 (W2 urity settings.
Configuration updates are done using Secure SB8H] Protocol. Specific RF settings such as ChaamelPower as recommended by
the CiscoWorks WLSE Site Survey Wizard can alsajiygied to devices based on a schedule.

Dynamic grouping-The Device Groups feature makes administering th&M/more effective and intuitive. Devices may bgamnized
into hierarchical groups defined by the administraGroups may span multiple subnets.

Automated discoveryrCiscoWorks WLSE automatically discovers Cisco Agbaccess points, bridges, and switches connezted t
access points using Cisco Discovery Protocol. Risgomay be scheduled or run on demand.

Configuration archive-The CiscoWorks WLSE is able to store the last fmnfiguration versions for each managed accesg,poin
allowing configuration tasks to be undone.

VLAN configuratior—VLANS on access points may be configured and meadtoallowing differentiation of LAN policies and
services, such as security and quality of serdaredifferent users on enterprise and public-act4s5Ns.

Multiple Basic Service Set Identifier (MBSSID) soqpp-CiscoWorks WLSE supports the configuration of nplétibroadcast Service
Set Identifiers (SSIDs). It supports up to eighadafcast SSIDs per access point radio.

Customizable thresholdsAdministrators may define different faults and penfiance thresholds for specific sites and groups
accompanied by specific actions and fault pricsiti& centralized fault screen simplifies quick desion of problems. Various WLAN
health indicators such as network load, RF usagerse and client associations can be monitored.

Fault status—CiscoWorks WLSE provides a centralized tree viewalb&ccess points and device groups. Color codirdygroup icons
indicate fault status. Faults may be filtered amdesl by priority to facilitate viewing and resalg problems.

Fault notification—Fault notification and forwarding are implementeithveyslog messages, SNMP traps, and e-mail.

Switch monitoring—Switches connected to access points are monitoreaiailability and the utilization of ports, CP&hd memory.

SECURITY AND WLAN INTRUSION DETECTION

Organizations need to protect their RF environnaewt data networks from unauthorized access. Undméib(rogue) access points
installed by employees or intruders create secbriéaches that put the entire network at risk. WLUBI$ quickly detects, locates, and
automatically shuts down rogue access points. @isrks WLSE provides effective rogue access-poiritchiaport tracing by monitoring
and using the clients that are associated to ragoess points, thus providing a means of contaithiagogue access point by shutting
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down the switch port connected to the rogue aqeesg. Rogue access points can be filtered by Redesignal Strength Indicator
(RSSI) threshold to avoid triggering alarms foresscpoints that might be in a neighboring netw@ikcoWorks WLSE will also
periodically monitor for changes in the statusagfue access points that are marked “Friendly” ¢ot dhe administrator in case its
location and RSSI values change.

CiscoWorks WLSE detects unauthorized WLANSs, andtes and identifies which wireless clients areigigting in the network. It also
detects clients spoofing authorized MAC addresadsg@gnerates notifications. CiscoWorks WLSE mosifmer-channel excess wireless
management frames such as excess associatiorsaigd®on, probe requests, responses, and authgéoti@nd deauthentication frames
that may signal WLAN attacks such as denial-ofiserand “man-in-the-middle” attacks. EAP over LARAPOL) flood-message
monitoring provides a means to detect excess atithéon requests by an intruder.

CiscoWorks WLSE provides a WLAN IDS dashboard #ws as a launch pad for all WLAN IDS features. @hshboard provides a
summary of all WLAN IDS alarms. In addition, it gdlays WLAN IDS reports pertaining to rogue accesieifs, unauthorized networks,
and unregistered clients, which can be exportetgusimma separated value (CSV), PDF, and XML fogniEtese reports provide
detailed information including the estimated locatof the WLAN IDS fault, which access point degettt, its channel, and its basic
service set identifier (BSSID). Administrators calect and enable specific WLAN IDS events theyiterested in through a WLAN
IDS profile. These WLAN IDS profiles can be custaed per location to provide greater flexibility acmhtrol. Notifications can be sent
through e-mail, syslog, or SNMP trap messages.

WLAN IDS protection can be tailored to suit indivia needs:

Integrated WLAN IDS-Standard Cisco Aironet access points are deploygudtie radio (IEEE 802.11a, b, or g) placed in
multifunction mode to service client devices angtovide WLAN intrusion monitoring. Intrusion detam information is gathered
from the access points that scan the RF environr@tionally, Cisco client cards and Cisco compatitlient devices provide
additional information about the RF environmentgRe access-point detection, unauthorized WLAN dietiecand excess
management-frame detection are supported usinigtihgrated WLAN IDS.

Dedicated WLAN IDS-A dedicated access-point-only WLAN is deployed wifth access-point radio (802.11a, b, or g) placeddio
scan mode to support WLAN intrusion monitoring. Ass points configured for dedicated IDS do not supgients. This solution
provides continuous monitoring of the RF environtmétive-but-unassociated client device monitorisgupported to minimize the
risk of clients associating to rogue access pantsto protect the network from malicious intrudersbing the RF environment for
weaknesses.

Other security features of CiscoWorks WLSE include:

Security policy monitoring-All access points on the network are monitoreccforsistent application of security policies. Aleats
generated for violations and can be delivered hya#; syslog, or SNMP trap notifications. Severaligies including SSIDs, security
schemes (Open, EAP), encryption, and telnet andRH3éftings can be monitored for enforcement.

Monitoring of IEEE 802.1X server availabilitylEEE 802.1X Extensible Authentication Protocol (EAfRrvers, including Cisco
Secure access control servers (ACSs), are moniforedsponse time. Cisco LEAP, EAP-Flexible Auttieation via Secure Tunneling
(EAP-FAST), Protected EAP (PEAP), and generic RABlalithentication types are supported.

Secure user interfaceCiscoWorks WLSE provides a secure HTML-based ugerface that may be accessed anywhere, even throug
firewalls. In addition to the Web-based GUI, a coamai-line interface (CLI) like that in Cisco 10S Sw@dire provides direct console,
Telnet, or SSH access for basic configuration analieshooting. CiscoWorks WLSE communicates witteas points using HTTP
Secure Sockets Layer (SSL) sessions for management.

Role-based access modeCiscoWorks WLSE has a flexible, role-based useeskenodel. For example, help desk personnel can be
limited to viewing reports and faults. Several coomauthentication modules are supported, inclu@ifGACS+, and RADIUS.
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WLSE also enables centralized user administratiomiegrating with Cisco Secure ACS. Users candfendd and mapped to a user
role centrally on Cisco Secure ACS.

Management Frame ProtectioerCiscoWorks WLSE also provides Management FramesBtion (MFP), by which management
frames between Access Points are authenticatedipaling several WLAN attacks that arise due too$ipg of authorized devices.
CiscoWorks WLSE enables MFP in the network and idiesyvisibility into network events associated WP detection/protection

PERFORMANCE OPTIMIZATION AND HIGH AVAILABILITY

Interference detection and location is criticaitaintaining a reliable WLAN. RF measurements ser@@iscoWorks WLSE include
measurements for both 802.11 and non-802.11 inggrde. If the interference exceeds an administdafined threshold, a fault is
generated so that the administrator can quicklgtimand suppress the source of the interference.

Air/RF scanning and monitorirgCisco Aironet access points are multifunctionathviduilt-in RF scanning and measurement
capabilities. CiscoWorks WLSE analyzes these RFsomemnents, provides notification if performancerddgs, and displays air/RF
coverage (Figure 2). It also analyzes RF measurenfiem Cisco Aironet and Cisco compatible clieatides. Client air scanning and
monitoring provide 10 to 20 times more RF measurdrdata than access-point RF measurements alonaue WLAN clients can
freely move about all areas of a building, the &ddiof client scanning and monitoring extends Rbnitoring into areas most likely to
contain rogue access points while allowing for meeurate detection.

Figure 2.  Assisted Site Survey, Access Point Scan Mode
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Interference detectiorCiscoWorks WLSE catalogs the physical locationlbfreanaged access points and creates a site nthp of
WLAN installation. This allows the wireless-awaretwork to detect points of interfering RF energgttaffect network performance.
The source of this energy could be a rogue aca@as @r a device that operates in the same frequearge, such as a cordless
telephone or leaky microwave oven. Interferencedtn and location is critical to maintaining éiakele WLAN. Administrators can
define thresholds to generate fault notificatiomew detected interference levels are exceeded.
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Self-healing WLANs-CiscoWorks WLSE can detect and compensate for e@sagoint that has failed by automatically indreathe
power and cell coverage of surrounding access foliite self-healing process provides contiguousmame to maximize the available
coverage of the WLAN and minimize client impact.

Automated re-site surveysCiscoWorks WLSE automatically reassesses radiaitiirput and performance to provide notification if
performance falls below administrator-defined thedds. New optimal settings can be found by runniregsite survey wizard, and can
then be applied to the network.

Support for 802.11h/Dynamic Frequency Seleetid®hen Cisco Aironet 802.11a access points detear taghsmission on the same
channel, they change the frequency to not intexétte the radar frequency. CiscoWorks WLSE willrigtified of this and update its
RF data model and Location Manager GUI coveragaaljso reflect the changes.

Warm standby redundaneyCiscoWorks WLSE supports redundancy through a pyiraad backup mechanism. If the primary WLSE
fails, the backup WLSE automatically takes overtaDauch as performance data, fault messages, dimdseans between the primary
and backup WLSE is synchronized on a user-definthial to minimize the loss of collected data whdrackup WLSE takes over. A
notification is generated during the switchover.

REPORTING, TRENDING, PLANNING, AND TROUBLESHOOTING

Real-time client tracking is a powerful tool footibleshooting client network-access issues. Usithg @ client name, user name
(supported for Cisco LEAP and PEAP), or MAC addréss easy to determine which access point atleassociated to in real time. In
addition, the previous 10 associations for thentled associated access points can be accesaigdiicroubleshooting.

CiscoWorks WLSE provides several reports to morthierhealth of the network. Information about netwesage, client association and
usage, historical and current client-usage stesis€isco Aironet access point Ethernet and rad&rfaces status, and error details are
displayed in both graphical and tabular form. Reporay be generated both at the individual dewdeelland the group level. All reports
may be scheduled, delivered by e-mail, or expante@SV, XML, and PDF formats.

CiscoWorks WLSE also provides comprehensive coeedigplay overlaid on floor maps to provide vistgiinto the RF environment.
The CiscoWorks WLSE Location Manager tool can aig@ graphical view of radio coverage by data aat signal strength.
CiscoWorks WLSE also supports RF management fectiimal antennas. Details about device settimgd ding channel and power, can
be overlaid on the coverage display.

CiscoWorks WLSE also provides reports to moniter ilealth of the Cisco Wireless LAN Services ModiWli&.SM) including the clients
on each mobility group, client roaming summary &ideless LAN Domain Services (WDS) status.

DEPLOYMENT AND MONITORING OF VOICE OVER WLANS

CiscoWorks WLSE enables wireless network admirtistsato easily support voice over WLANSs throughvaite Express” configuration
template. This enables the correct QoS and Calligslon Control (CAC) configurations to be deployedupporting access points and
wireless phones that support the WMM T-Spec stahftaroptimizing/prioritizing voice over data.

CiscoWorks WLSE monitors call statistics relatecdmission control, including rejected calls anisda progress, which provide
visibility into bandwidth usage for voice. It alsapports Voice Traffic Stream Measurements froni la@tcess points and CCX v4 clients,
which provide valuable information on roaming deleglls with degraded QoS etc to aid in troublesingo

CiscoWorks WLSE provides client-association repartd client-tracking support for the Cisco Wirel#3$2hone 7920. The client-
tracking feature can be used for troubleshootirdyfaming associated access points.
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INTEGRATION

When network faults are detected or user-definefbpaance thresholds are exceeded, CiscoWorks WigBEgenerate notifications
through SNMP trap and syslog messages. Integraifitmthird-party network management systems is jgied through these event
messages. As part of the CiscoWorks network manageproduct line, CiscoWorks WLSE integrates with €iscoWorks LAN
Management Solution (LMS) and other CiscoWorks iapfibns to increase the efficiency of managingaverged wired and wireless
network. Device inventory and credentials, for eglamcan be imported or exported between CiscoWMkSE and CiscoWorks LMS's
Resource Manager Essentials (RME) tool, an appicdhat provides broad network management fordewange of Cisco devices. If
desired, device discovery may be turned off tovalmitomatic inventory synchronization with CiscoWsRME. CiscoWorks WLSE uses
the same default user roles as CiscoWorks LMSitlalibws customization. CiscoWorks WLSE can benlched from the CiscoWorks
LMS desktop.

CiscoWorks WLSE also provides an XML API for expogtdata and for third-party integration. Deviceghe network, detected faults
and alarms, reports, and information collected ftbexnetwork using SNMP can be exported to othtareal systems for customization.

CiscoWorks WLSE itself is a manageable device wBigbports SNMP MIB-Il. CPU and memory utilizatioh@iscoWorks WLSE can

be monitored using SNMP.

FEATURES AND BENEFITS

Table 1 summarizes the features and benefits ab@isrks WLSE.

Table 1. Features and Benefits

Feature

Benefit

WLAN IDS with rogue access-point detection, switch-port
shutdown, client MAC spoofing, and WLAN attack detection

Eliminates security threats posed by malicious intruders and
by employee-installed unauthorized access points

Automated Cisco Aironet access point deployment using the
CiscoWorks WLSE deployment wizard

Allows for rapid deployment and expansion of the WLAN

Interference detection

Notifies administrators quickly about conditions that may
affect network performance

Self-healing adjusts cell coverage area to compensate for
disabled or failed access points

Increases WLAN availability and optimizes WLAN
performance

Assisted site survey tool

Assisted site surveys performed by IT personnel reduce the
costs, skills, and time required to make optimal radio settings
for best network performance

Automated re-site surveys

Maintains peak WLAN performance and reliable WLAN
coverage by periodically reassessing the performance of
optimal settings in the network

Automated configuration and bulk firmware updates

Simplifies daily operations and management

Access point and bridge security-policy misconfiguration
detection and alerts

Enhances security by monitoring consistency throughout the
network

Proactive fault and performance monitoring

Increases WLAN availability

Access-point-group usage reports

Fast troubleshooting improves user satisfaction

XML data export

Facilitates integration with third-party applications

SUPPORTED CISCO DEVICES

For up-to-date device support information, pledsi:v

http://www.cisco.com/en/US/products/sw/cscowork@ikR products

device_support_tables_list.html
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TECHNICAL SPECIFICATIONS
Table 2 outlines the technical specifications fescGWorks WLSE.

Table 2. Technical Specifications

Core Logic CPU Intel Prescott, 3.4 Ghz, 1M Cache
Front side bus 800 MHz

Drives Hard drives SATA I, 80GB, 7200RPM
CD-ROM drive Slim type, low-profile IDE CD-ROM drive
Disk drive One 3.5-inch, 1.44-MB disk drive

Ports Serial One 9-pin connector
usB One USB connector in front and two in

rear

RJ-45 Two RJ-45 connectors for connection to

two 10/100/1000 Ethernet controllers

Power AC power supply wattage 280W

AC power supply voltage 100-127V at 47-63 Hz; 200-240V at 47-

63 Hz

System battery CR2032 3V lithium coin cell
Physical Rack mountable 1 rack unit

Height 1.68 in.

Width 16.8 in.

Depth 21.5in.

Weight 28.6 b (13 kg) maximum
Environmental Operating temperature 50 to 95F (10 to 35°C)

Storage temperature -40 to 149F (-40 to 65°C)

SUPPORTED WEB BROWSERS
CiscoWorks WLSE is accessible through the followimgwsers:
Mozilla Firefox 1.0.6

Microsoft Internet Explorer Service Pack 1

ORDERING INFORMATION

To place an order, contact your Cisco Sysfesades representative. For more information, dattim//www.cisco.com/go/wlsand
http://www.cisco.com/go/integratedwireless
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