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CISCOWORKS CAMPUS MANAGER 4.0

Today's networks are critical business assets, and require robust tools for administering, monitoring, and configuring their
foundational connectivity services. The CiscoWorks LAN Management Solution (LMS) with Campus Manager d  elivers on
those needs. Designed for operational use, CiscoWor ks Campus Manager provides powerful tools for confi guring, managing,
understanding, and visualizing the complex physical and logical Layer 2 infrastructures.

CiscoWorks Campus Manager includes the followirgso

¢ User tracking (and end-host tracking)

« Discrepancy reporting

« Topology services

* VLAN, private VLAN (PVLAN), and VLAN Trunking Protool (VTP) management
¢ Spanning-tree management and visualization

* ATM management

« Path analysis

« Data-extraction engine

KEY FEATURES AND BENEFITS
CiscoWorks Campus Manager features include:

« Intuitive workflow and dashboard user interfacasdasy data access and administration

« Intelligent discovery and display of large Layem&tworks on browser-accessible topology maps, iedégnt of VTP server

» Configuration of VLAN/LAN Emulation (LANE), PVLANand ATM services and assignment of switch porthése services
« Link and device status display based upon Simptevbilx Management Protocol (SNMP) polling

« |dentification of Layer 2 configuration discrepaegiand many other new physical and logical discreipa

« Diagnostic tools for connectivity-related problebeween end stations, and Layer 2 and Layer 3 dgvic

« Automatic location and correlation of information osers by MAC, IP address, NT login, or UNIX hnatme, with their physical
connections to the switched network

« Visibility and launch point of Cis¢oCallManager from topology services as well askirag of phone handset to IP, MAC address,
and switch port

» Layer 2 and Layer 3 path trace between source astihdtion handsets

« Export of topology maps to Visio

¢ Java plug-ins to improve GUI performance

« New lightweight HTML-based user interface for thser Tracking and Campus Administration functions

« Ability to form hierarchical groups in Topology \Miebased on criteria like SysLocation, SysName, [@haddress or subnet mask with
unlimited levels of nesting

¢ Support for Spanning Tree Protocol—Per VLAN Spanfiinge Plus (PVST+), Multiple Spanning Tree Protd®48TP) support for
configuration, recommendation reports, and Visadian reports for modeling Spanning Tree Protocwoifiguration in offline mode

« Secure communication between the client browselGiscbWorks Campus Manager using Secure Sockeer (8L )
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« Support for Time Delay Reflectometry (TDR) to detiwlts in a cable and locate open circuits, shivcuits, sharp bends, crimps, kinks,
impedance mismatches, and other such defects

« Support for SNMP Version 3 (SNMPv3)
« Support for Cisco Secure Access Control Server (AtzSed user roles
« Support for dual stack devices using IPv6 or IPv4

User Tracking

CiscoWorks Campus Manager includes a user-tradkiolgthat assists in locating end-station connestiat the access-switch level for quickly
locating and troubleshooting end-user connectidsser tracking is useful for troubleshooting enatish communication issues because of its
ability to perform extensive connectivity analysfdhe network. Through automated acquisition bdeta@f end-user stations and Layer 2
connection information is constructed. This talzle be sorted and queried, allowing administramesasily find users on the network. Users can be
identified by name, IP handset, MAC and IP addrassyell as the switch port and switch that theycamnected to, along with VLAN and VTP
assignment by port address. Predefined reporth, asiduplicate MAC addresses per switch port, pfickte IP addresses, help managers to locate
mobile users or violations in port policies.

In addition, the user-tracking tool supports seieuatomizable options such as layouts, the altititpredefine queries and quick queries, along
with new reports like switch-port usage reportfie Teports help identify switch ports that haverbexently used, unused, or disabled.

Discrepancy Reporting
This feature offers reports on network inconsisiEfncanomalies, or configuration errors in the pdaisand logical constructs of the discovered
network, making it easy to identify configuratioma¥s such as:

¢ Link-speed mismatch

¢ Link-duplex mismatch

¢ Trunk mismatch

¢ UpLinkFast disabled

« BackboneFast disabled
« High Availability disabled

Topology Services

The topology-services tool allows you to view, ntoniand configure the physical and logical serviteyour network.

Features include:

« View detailed network information by devices, linksid ports

« Display physical and logical services

¢ Launch network-management tools like CiscoWorks®@ew and Resource Manager Essentials (RME) ftoemetwork views
« Configure, manage, and monitor ATM devices

« Segment your network logically and manage workgsahpat use VLANs

» Create and manage LANE services to extend VLANgsacATM devices

« View port, device, and trunk attributes along wathrt information by VTP domain for simplifying VLANonfiguration

« View reports on inconsistencies or misconfiguratiofithe physical or logical network setup

« Simplify topology views through the creation of fsirchical groups by SNMP SysLocation, SysName,|Bratdldress or subnet mask with
multiple levels of nesting
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VLAN, PVLAN, and VTP Management

CiscoWorks Campus Manager provides an easy-to-UBdde creating, modifying, or deleting VLANs, LANElements, or assigning switch ports
to VLANs. As VLANSs are created or modified, portchuser changes are instantly updated and traeshtdtthe switches, eliminating the need to
update and configure each participating switchviidially. As VLANSs are selected, the table viewplays the participating ports, port status, and
switch information. The topology map can be laurkctoegraphically highlight participating devicesddimks of the VLAN connections. Additional
mapping tools allow the user to show spanninggtates, VTP trunks, switch-port links, and existi®NE service elements.

CiscoWorks Campus Manager features include:

¢ Tabular summary views of VLANs showing participatiports, devices, links, and port-status informatio
¢ Graphical setup of VLANS (including transparent M8) and VLAN membership to simplify administration
« Integration of LANE-configuration services in VLAdbnfiguration tools for more efficient operatiormald engineering practices

* A separate interface for administrators to quidéwprch using a variety of criteria, and assigncsateswitch ports, individually or in bulk,
to VLANSs

« Logical display of VLAN configurations to easilystialize switch connections

« Automated discrepancy reports highlighting conmecproblems and link mismatches

« Automated VLAN membership registration, reducingnadstration and configuration requirements

« Support for PVLAN creation and deletion; promiscsi@orts; and creation of isolated, community, ar-tmay community

« Inter-VLAN routing on Route Switch Modules (RSM) ulfilayer Switch Feature Cards (MSFC), Layer 2 &8rdkvices, and external routers
e VTP support for domains, VTP v3 support, VTP repoUTP views

Spanning-Tree Management
CiscoWorks Campus Manager provides advanced cipehtb manage spanning-tree protocols in a camptwork such as Per VLAN Spanning
Tree (PVST), Multiple Spanning Tree Protocol (MST&)d Multi-Instance Spanning Tree Protocol (MISTP)

Features include:

< Configuration of spanning-tree protocols througla8png Tree Protocol parameters
« Reports on spanning trees in the network deployment
¢ Visualization of spanning tree on the topology maps

« Recommendation reports on Spanning Tree Protocagtmal root recommendation, instance-reductemommendation, and VLAN-to-
instance mapping recommendation

« The Spanning Tree Protocol Visualizer allows therts model and test Spanning Tree Protocol pasmsbanges before actually applying
them to the network

ATM Management

CiscoWorks Campus Manager offers a graphical tmohfanaging complex ATM networks, simplifying theonfiguration and monitoring their
performance. ATM networks are displayed on the kmgpmap and the logical VLAN and ATM domain viemovide graphical representations
of ATM switches and LANE elements.

Features include:

¢ Autodiscovery of ATM switches, including switcheittual circuit (SVC) and permanent virtual circ(l/tVC) connections
¢ Connectivity checking of SVCs and PVCs

« End-to-end virtual-circuit path tracing and anaysvhich assists in connectivity diagnostics

* LANE troubleshooting and performance analysis

Quality of service (QoS) templates for simplifyitige configuration of typical traffic such as videoconstant-bit-rate (CBR) service
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« Simple configuration of soft PVCs
« ATM remote monitoring (RMON) data collection andabysis

Path Analysis

Path analysis is an operational and diagnosticttadltraces the connectivity between two specifiedces on the network, including the physical
and logical paths taken by packets flowing betwhese points.

Path analysis uses user-tracking, topology-servaes real-time spanning-tree information to deteenbayer 2 and 3 connectivity between two
end points, or IP handsets, in the network. Theltiag trace is presented in graphical topologywaehat illustrate the Layer 2 and 3 devices, path
direction, and link types, and in tabular formétattprovide specific interface, IP address, VLANd dink-type information.

Data Extraction Engine

This utility provides servlet and command-line asctn CiscoWorks Campus Manager application dafer uacking, topology, and discrepancy),
and allows you to extract data in Extensible Markapguage (XML) format.

ORDERING INFORMATION
CiscoWorks Campus Manager is part of the CiscoWbAdd Management Solution (LMS). The CiscoWorks LMSavailable for purchase
through regular Cisco sales and distribution cheswverldwide.

To place an order, visit thHeisco Ordering Home Page

SERVICE AND SUPPORT

Cisco Systenfsoffers a wide range of services programs to acatleustomer success. These innovative serviogsams are delivered through a
unique combination of people, processes, tools pamthers, resulting in high levels of customeiséattion. Cisco services help you to protect
your network investment, optimize network operasgiceind prepare the network for new applicatiorextend network intelligence and the power
of your business. For more information about Cisexvices, se€isco Technical Support ServicesCisco Advanced Services

FOR MORE INFORMATION

For more information about the CiscoWorks Campusdd@r application, vishttp://www.cisco.com/go/lmer contact your local Cisco account
representative or send an email to the Product sty group atiscoworks@cisco.com
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