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HPC Networking: The Foundation for Networked Superc = omputers

The term “cluster” is used to describe computer sys tems where two or more computers collaborate to inc rease application
performance or availability. High-performance compu ting (HPC) is a relatively new class of cluster tha  tis used to support

a wide variety of performance-intensive parallel appl ications that are widely recognized as having the m ost demanding
performance characteristics. This document discusse s the different classes of clusters that are availa  ble, and takes a closer
look at HPC clusters in terms of network connectivi ty and the different considerations that are necess ary to evaluate network
technologies when building HPC clusters.

INTRODUCTION

Many enterprises now use high performance compidf€] clusters to run commercial HPC applicationgravide faster “time to enlightenment”
that can affect an enterprise’s profitability armnpetitiveness. These applications offer significdvantages, especially when the amount of time
saved to generate a result is considered, as tyigeduce the risk of development, or enable imrests to be better aligned and spent, or bring
products to market faster.

Traditionally, parallel applications have run onmotithic supercomputers that have been prohibiiepensive for many companies to acquire
and operate. A recent development that uses mecsatime principles as traditional supercomputersiB@ clusters. HPC clusters are made up
of multiple, sometimes many thousands, of industayndard computers that use cluster software agfdpgerformance network interconnects to

run parallel applications at a fraction of the anfstraditional supercomputers.

A key element of HPC clusters is the network. A kieart of parallel computing is the ability to lkange messages with other nodes within the
cluster, referred to as interprocess communicatfi#1S) that requires a high-performance networfatilitate these exchanges. However, other
communications are required within the HPC clusgtech as how files are accessed and managedyéhaiten overlooked. Additionally, HPC
applications have differing requirements such ag fiequently and how much data is exchanged dwekegution of the application and
understanding these requirements is critical wheosing a particular HPC solution.

Clusters, HPC Clusters, GRIDS, and Supercomputers T axonomy

The term cluster is used to describe a multituddiféérent strategies for improving the performacavailability of an application. Within HPC,
GRIDs and clusters are often used interchangealdgscribe multiple computers providing a spedifitction even though they are not the same
thing. The following terminology is used throughahis document to provide a common baseline aramisvide definitions for terminology that
is often used within the context of HPC and sup@mating.

Supercomputers, Federations, and Constellations

The term supercomputer can be applied to sevamaisfof computers that, from an external perspective a single application—fast! A
supercomputer can be a single, highly tuned synicratultiprocessor (SMP) server; it can be a setivar consists of a humber of processors,
often referred to as a massively parallel proce@d&P); or it can consist of a number of intercartad supercomputers commonly referred to
as a federation or constellation. A relatively reagevelopment is the use of HPC clusters of ingesthndard computers interconnected using a
high-performance network to provide scalable supaputer performance. Examples of supercomputerbedound at the Supercomputer Top
500 Websiténttp://www.top500.org/
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Figure 1. Supercomputer to Networked Supercomputer
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Clusters

HPC clusters are an evolution of the federatiorceph except that the processor nodes are indstngard servers interconnected using a high-
performance network and standards-based messagjagpasd transport protocols. Due to the pricefperince and scalability of clusters, clusters
are the fastest growing segment of the supercommaeket.

The term cluster, loosely defined, generally refera collection of multiple compute resources uritie control of a single administrative
authority. Although the cluster is made up of npléiicompute resources, from an external perspedtieecluster appears to be a single system.
Clusters are typically geographically bound dutatency or administrative reasons.

The term cluster is used to describe many diffetygmes of collaborative operations between serverthis respect, clusters can be generically
broken down into the four (4) types described below

- High-Availability Cluster —An HA cluster provides non-stop, or as near nop-st®is possible, application availability. There several
strategies that may be employed to achieve HAjrbgeneral one server is the master node and ome@ servers provide back-up services
if the master node fails. This type of cluster tglliy uses interserver heartbeats that periodi@dthange node health information. HA clusters
are not inherently CPU or network-bandwidth intgasand are not latency sensitive.

- Load-Balanced Cluster—A load-balanced cluster may be used to scale tiferpgance of an application by dividing user sessiamong
servers within the server farm. In the event thatresources in the server farm become exhaustditiomal capacity can be added without the
users being aware of the changes. Again, thereagi®us strategies that can be employed; for exanipe Ciscd Content Services Module may
be used to load-balance sessions across multiplerselt should be noted that load-balancing elsstan also provide high availability
if application level persistence, for example ceskbr Java session persistence is used. Load-bajasiasters are not inherently CPU or
network-bandwidth intensive as adding more sereansaddress capacity problems, and are not latsrgitive.
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- High Performance Computing Cluster—HPC clusters refers to two, or more, computersahatsed to solve a single problem. HPC clusters
consist of a single master node and multiple stendes that are interconnected using a high-perfocmaetwork. Depending upon the
application, HPCs can be divided into three sulegates:

— Parametric execution—Parametric execution is used for applications ¢thanot be parallelized, and consequently the atjmic runs on
a single compute node. What parametric executieeréges is that, although the application cannatesinformation between nodes, if
different input data is sent to different nodesning the same application, the nodes can competeittfformation in parallel, thereby
speeding up the operation. As parametric execult@s not exchange messages between nodes, a paraxetution HPC cluster is
latency insensitive, but may be bandwidth intensigpending upon the application.

— Loosely coupled applications—Loosely coupled applications require minimal int#i@n with other cluster nodes as they can perform
the entire computation autonomously. Loosely cadiplasters are generally latency insensitive and @Rensive, and require moderate
to high bandwidth network interconnects. Other camiy encountered classifications are massivelyllghrambarrassingly parallel and
nearly embarrassingly parallel. These applicatgirese the much same characteristics as looselyamapplications, although there are
variations on sensitivity to latency and bandwidtimsumed.

— Tightly coupled applications—Tightly coupled applications require informationkte periodically exchanged with other nodes—either
all nodes or subsets of nodes—in the form of messagghtly couple applications are generally latesensitive and CPU intensive, and
generate bursty, unpredictable traffic patterndada is exchanged. Because time spent communidattige spent not processing data,
tightly coupled applications require low latencyddrigh bandwidth network interconnects.

- Transactional applications—Transactional applications such as decision sugystems typically refer to database clusters.t€ting
improves transactional performance by dividing base queries among several database servers. tHirasaservers use some form of
middleware—for example Oracle RAC—to distribute thiery to perform the database lookup. It shouldditeahthat transactional clusters are
neither HPC nor HA/load-balancing clusters, evexutth most implementations have inherent load-baigrend HA capabilities. Transactional
clusters are not inherently CPU or bandwidth intemand adding more servers can address capaoityeons; however, low latency and high
bandwidth are required to maintain database recondistency (cache synchronization, etc) and toranwdate the size of database response,
respectively.

GRID

The concept of GRID computing has been interprigtedany ways. A GRID generally refers to a pooheferogeneous compute resources that
may be under the control of several administragivnorities. A GRID may be made up of several poblesources—storage, compute, etc.—and
may be formed of multiple geographically distribditdusters. From an external perspective, GRID teigddre allows resources within the GRID

to be scheduled to perform compute tasks.

Many enterprises are looking towards GRID computmmgnable sharing of information, such as paeroéxtended supply chain management
agreement, or for research and development purplsttes context GRID is often associated witHityticomputing, where compute resources can
be scaled-up or down—according to demand, and wdmmpute power can be purchased on a $-per-CPUhquerbasis. GRIDs are also
associated with scavenger-type applications su¢folng@home and Seti@home, which use spare Celdxygn distributed PCs to perform
computations.

HPC NETWORKING

As stated above, HPC clusters are an evolutioheoféderation concept in which the processor nadeidustry-standard servers interconnected
using a standards-based, high-performance netwaficemmunications protocols. A key aspect of HP@opmance is the characteristics and
performance of the network that provides commuiooatbetween nodes within the HPC cluster. Althosgberal proprietary interconnects exist,
Infiniband and Ethernet based supercomputer depaysrare growing in the Supercomputer Top 500 sopgputer list fittp://www.top500.0rYy
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Within HPC, each node within the cluster needsa@ble to communicate with different resources—sgmréor example—and to other nodes for
control and inter-process communications. Gendyicabmmunications within a cluster can be brokewnd into four operations:

- Access network—The access network provides user access to thieictosallow job scheduling and viewing of graplhidata. The access

network may also provides connectivity to remosoreces such as network attached storage (NASher olusters within the context of
a GRID.

Management network—The management network is the clusters commana@muol network that enables the master node tedide, start,
checkpoint, and stop work that is executed on th&ter, and also allows the nodes to be monitosedréubleshooting purposes.

- Storage or I/0O network—In most HPC environments the cluster nodes downttzda from an external NAS or SAN into their lodak and

then perform the necessary calculations beforengrihe result back to the NAS or SAN. This regsiinggh-speed access between the NAS/SAN
systems and the cluster nodes.

Interprocess communications (IPC) network—The IPC network provides high-speed connectivityveen cluster nodes such that IPC
messages can be exchanged. Because the IPC netvesdcteristics have the most effect on applicatieniormance, the IPC network uses high-
bandwidth and low latency network technologies.

Figure 2. HPC Connectivity

Typically, smaller HPC clusters collapse all contivity onto a single Gigabit Ethernet switch. Howeevarger clusters require careful consideration
as to the requirements of each network is requaed,many of the Top 500 clusters use differentvaidts for IPC, access, management, and
storage. This can, however, have significant raraifons as larger servers may be required to acoalata the number of interfaces. A discussion
of the considerations for selecting the technolibgyt addresses the connectivity requirements fd4R@ cluster follows.

Access Network

The I/0O network provides access to and from ressuticat are external to the HPC cluster nodes.ilVHRC typically only the master or head
node communicates with an external user. All otfeetes are slave nodes that are controlled and redriggthe master node. The programming

interface for the master node is typically basednu@ remote shell command line environment usigefeSSH, or BPROC (Beowulf) to initiate
a particular job.
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Although the management access protocols (SSH,cetly. consume a few Kbytes of bandwidth, otherraanivity requirements may require
higher bandwidth. For GRID applications, where mallster jobs are executed, depending upon thgdedithe message passing interface (MPI)
collectives, slave nodes may be required to comoat@iwith other nodes in remote clusters. Additignd graphical, real-time representation of
the data is required, considerable bandwidth magomsumed. As an example, real-time visualizatic?barames per second on a 1,024 x 1,024
resolution screen will consume about 600Mbps oflbadth.

The overriding characteristic of the access netvimtkat the resources accessing, or being accasgéide cluster may be geographically remote
and, although bandwidth may be a consideration |&&ncy typically isn’t required. However, as exi, potentially untrusted, devices may be
accessing the cluster, security, QOS and avaitaiécome considerations as they directly impaetiger's experience of the “service”. Given
these attributes, Gigabit Ethernet and TCP/IPdealicandidates for access network connectivithe provide high bandwidth, ubiquitous
transport that supports robust services such as §gg8rity, and IP multicast.

Management Network

The management network provides communicationsdmtthe master and slaves nodes that enable thermade to determine the operational
status of the slave nodes, schedule work for #hees| and start, checkpoint, and stop jobs as s@ges he management network also provides
mechanisms whereby each node can periodically répdrealth and operational status—using heartinessages—to the master node. Many
management tools—for example Platform Rocks, Gan8tali's Manage, and IBM's cluster systems manager(CSM) and extreme cluster
administration toolkit (xCAT)—are available.

The overriding characteristics of the managemetwork are that the resources being accessed aegailgriocal to the cluster and neither high
bandwidth nor low latency is a consideration, amtkgree of over-subscription can be tolerated. iGtliese attributes, Gigabit Ethernet and IP
are ideal candidates for access network connectigidditionally, IP Multicast may be a requireméntP multicast is used for reporting statistics
to a master node*.

It is fairly common practice in small to mediumeidPC clusters to consolidate the access and manesg@etworks as bandwidth and
latency are rarely an issue, and traffic patteressach that they do not cause congestion. If problwith congestion are encountered, QoS can
easily be implemented to address this problemiagéatively simple to classify HPC managemeatffic and user access traffic accordingly.
Security may also be a concern if the access amagesnent network are combined. Again, securitybeafairly easily provided using access-
control lists (ACL) and/or firewalls to control dter node access.

* Reporting node statistics can reduce clusteciefficy, as the slave node must suspend the abtigad to report information to the managementatatn many
HPC environments, the timers are set to reportistand activity at relatively long intervals—30 mi@sior more—to reduce CPU overhead associated with
context switches and network communications.

Storage Network

The storage network provides access to the datasttmbe computed by the master and slave nodbgwhe HPC cluster. Within HPC, there are

several strategies that may be employed with ré¢pdmw data is stored and accessed by the HPEsnéd the lowest level, data may be accessed

in one of two ways: at the file level using an ente file system, commonly referred to as netwattkehed storage (NAS), or at the block level
using either direct attached storage (DAS), whitiuides the server physical hard drive, or stoeaga network (SAN) using either fiber channel

or InfiniBand attached storage using the SCSI 08ISRDMA protocol (SRP) respectively.

File access is familiar to most people and is inegit simple. A user of an application requestsagipular file from a NAS. The NAS is responsible
for retrieving files, file locking, and determinivghere the file is saved to on the physical hasgliBy contrast, block-level storage requires the
application to manage where the file is physicatiyred on the hard disks. Most applications usedfiicess and file managers to manage how the
files are saved to hard drive. For example, des&myications such as Microsoft Word save filemgss meaningful name and the Windows
operating system NTFS writes the file to the phgisitisk.
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Block-level access is used for DAS and SAN attadtethge using SCSI as an access protocol. Blogk-teecess can achieve higher transaction
rates that are typical in decision support syst@atabases) clusters, but can present problemdilgithecurity and locking, and making the file
content available to other nodes.

Although Fibre Channel is the most widely deplogéatage area networking (SAN) technology, it iscamhmonly implemented on the HPC
cluster slave nodes as it requires another intertigze to be supported that may require largereseto accommodate the Fiber Channel host bus
adapter (HBA). Block access can also used to adnéisiBand storage using the SCSI RDMA ProtocdRB. InfiniBand attached storage high-
speed block access to storage that provides signifadvantages for transactional applications asatatabase clusters. Another option for block-
level access to remote storage is to use iSCSIIByadthough this has not been widely adopted.

By contrast, file-level access enables an apptioat simply request a file, or sub-set of a fitem the NAS, which then returns the file to the
requestor. This is a simpler model for applicati@velopers as the application does not need togeadmaw data is written to the storage disk
arrays and simplifies file sharing, locking andwecfile access. NAS can also be used as a coasolidpoint for file storage and can be deployed
with different storage redundancy options, sucRAHD, to provide data protection and disaster rergvNAS also provides a central point at
which files can be managed to provide archivalisessin the event that data needs to be retriewefilifure analysis. Another advantage is that
because NAS protocols are based upon IP, theyBkems can be placed anywhere within the network.

Table 1.  Storage Access Protocols and Technologies

Storage Type Block or File Access User Access Technology Storage Access

NAS File Ethernet: GE or 10GE Fiber Channel or Infiniband

SAN Block N/A Fiber Channel, Infiniband or iSCSI
Parallel File System File Ethernet: GE DAS, Fibre Channel or Infiniband

However, if a large number of HPC nodes are aacegshie NAS, this can present a significant probienerms of data input/output (I/0O) and
bandwidth if large volumes of data are requiretiécserved. To enable the 1/O throughput of the KABe scaled several strategies may be
employed. One solution is to utilize multiple NA®linterfaces (or I/0 nodes) and load-balancingnéues to improve performance. Another
solution is the use of parallel file systems. Ugiagallel file system, the file data—which may behia order of PetaBytes—is broken down into
discrete chunks and distributed across a numbserekrs called 1/0 nodes. A meta-data server marthgedistribution and location of the chunks,
and also manages data redundancy by striping tlaeadeoss multiple disks. When a file is requedteel meta-data server respond with the location
of the file and the requestor then reads the fdenfthe location specified within the responseabelrfile systems provide a relatively low-cost,

high throughput file sharing solution for HPC arahrHPC file systems by using multiple standardetaservers as 1/0 nodes. Although NFS is
widely used for NAS access, many HPC clusterszetitiarallel file systems such as parallel virtilaldystem (PVFS), IBM’s general parallel file
system (GPFS), Lustre, or iBrix to scale stora@egérformance.

Although it is fairly simple to characterize thecass and management networks, the storage netwas&nis a large number of choices that,
depending upon the application, requires diffesatitions. Consequently, the choice of network nedtgy can only be made in the context of
understanding the application requirements. Inréspect, InfiniBand, Ethernet, and Fiber Chanray all play a role as part of an HPC storage
solution as either access technologies, or apartNAS or SAN solution.

The most common HPC storage solution is NAS that beaaccessed by the HPC nodes across the manageeheark or using a dedicated
Ethernet interface. The NAS in of itself may implma SAN using Fiber Channel to manage disk attacdh, although this is entirely transparent
to the HPC nodes. Fiber Channel is the most widdtpted SAN network fabric due to the maturitytaf products and broad industry support.
InfiniBand attached storage is a relatively newdmat offering that delivers high-speed access sk thsources that is well suited to high-
performance file servers and database clusters.
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Interprocess Communications (IPC) Network

The IPC network provides the connectivity requiredransfer information between the HPC clusterasodiuring run time. The amount of
information transferred between the nodes usingsagEs in terms of bandwidth and frequency is dptitependant upon the application type

and the application communication patterns. Haeimgod understanding of the application traffidgrats, and how those patterns may be affected
by using a different message-passing model cangehtire choice of IPC technology, over-subscriptaips, and the design of the IPC network.

In the context of HPC, end-to-end message latemaykiey metric in determining the efficiency ofatgular technology. Message latency is
defined as the time it takes to transfer a single-payload message from one processor to anothegssor, and includes all elements within
the transmission path: communications stack lateintgrface card latency, serialization delay, rekswitching latency, etc.

Although it is widely assumed that network latecyhe biggest delay component, the latency intcediby communications stack processing and
data movement within the servers can be signifigagreater than network switch latencies. For naggtlications, the effects of the host protocol
stack latency are masked by the application prawgstelays; however, within HPC these latenciessignificantly affect the efficiency of the
cluster and add hours, or even days, to large ctatipos.

Within most servers, 1/O operations require dataganoved between the ingress interface to mag@ethémory that is then transferred to user
space memory, all under the control of the CPUs Thhighly inefficient, as the CPU must also pescall TCP operations—acknowledgements,
TCP windowing, resequencing of packets, checksuouledion, etc.—and then move the received data fiteerl/O memory to user-space
memory. This also requires the server to suspetinkatreads and perform context switches to enomely responses to other processes, which
can be very inefficient.

The affect of this operation is that the CPU, iadtef processing the application, must suspenddtiee thread and switch context to process the
communications thread. For IPC within HPC environtagtime spent communicating is time spent not@ssing, and even short interrupts-in the
10s of microseconds-can add significant additialeddys if job execution times are measured in days.

Figure 3. Non-RDMA vs RDMA Communications

RDMA changes this by enabling a server to writeead data directly to user space memory, therebyrelting multiple copies of the same data
being transferred between different memory spaeddtze associated CPU interrupts. Because RDMAad# data movement overhead from the
CPU, the CPU can execute other tasks and gredi@erty can be realized. When used in combinati@th InfiniBand, or Ethernet NICs that have
RDMA and TCP offload engines (TOE), nearly all spart protocol processing and data movement carifloaded from the central CPU to the
interface hardware, thereby realizing significaetfprmance gains.
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Another area of focus, especially within HPC anthdase cluster environments, is the communicapoot®col. As many database and HPC
applications require low latencies to provide optiperformance, specific protocols such as usectiaccess programming language (UDAPL)
and the message passing interface (MPI) providddeemcy protocol stack implementations that alfast IPC communications. The most widely
adopted protocol within HPC is MPI, due in parthie open nature of the protocol and the rich fumality contained within the implementation.

Another consideration is how the network is prawisid with respect to bandwidth. For many campug@emments, bandwidth over-subscription
of 20-30:1 is acceptable due to the bursty natfiteser-application communications. For data centbeslevel of over-subscription drops to
between 4-2:1, as most traffic is destined for mpfibn servers hosted within the data centerhéngvent that bursts of traffic coincide and exceed
the available bandwidth, interface buffering absdte burst to prevent packet loss. Depending tippdepth of the buffers this can vary from 10s
to several 100s of microseconds that, for mostiegibns, are masked by the overall network defet-inay be in the order of 10s of milliseconds-
or by application processing delays.

Within HPC, however, additional delays can leathtweased communications times and lower CPU efiicy, and very low oversubscription
rates- for example, 1:1, may be required. Howedepending upon the application, computations magilided into smaller computational tasks
that can be used to localize the IPC traffic comications, and oversubscription rates can vary 8agritly. This factor can have a significant
bearing on the cost of a solution as different vedbgies and network topologies may become vialtderatives.

In summary, understanding application charactesstiith respect to whether the application is tight loosely coupled and the application
communications patterns are critical consideratishen selecting an IPC network technology. Addiilbn each component of the path, including
interface cards, server bus architecture, protsiaaks, buffering, and application traffic pattermsst be considered to reduce end-to-end latency.
Although RDMA is most often associated with Infirild, Gigabit and 10Gigabit Ethernet RDMA enable@&Napproach the transport efficiency
offered by InfiniBand. Lastly consideration as mahthe HPC environment will scale to meet futurguieements, and the operational
characteristics of the network are also criticdthdugh collapsing connectivity into larger chassisften advocated, considerations with respect to
inter-rack cabling, ease of management, impacofiivare or hardware upgrades, ease of expansiomeetd to be taken into account.

Table 2. Comparison of Ethernet and InfiniBand
Gigabit and 10 Gigabit Ethernet InfiniBand
Pro’s Con’s Pro’s Con’s

Low latency, high
bandwidth switching

Standards-based, well-known
protocol

Inexpensive Gigabit Ethernet
technology-Free LOM

RDMA, iWARP, TOE, and
iSCSI technology available

Robust and mature
product availability

Sophisticated traffic management
(QoS) security, HA, etc.

Slightly higher latencies than
specialized transport protocols,
eg InfiniBand, Myrinet

Relatively new and expensive
10GE RNICs

High CPU load if TOE and RDMA
technology is not supported

No standard implementation
for RDMA over Ethernet
currently available

Ultra-low latency, high-bandwidth
switching

Sophisticated traffic
management: QoS and
Flow control

Relatively inexpensive
10G support

Native storage now available

Native RDMA and SRP support

SDP enables legacy IP to
leverage InfiniBand RDMA
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Expensive, distance limited
(17m), and bulky cabling
limits topology

Centralized InfiniBand subnet
manager slower to converge
than distributed protocols (IEEE)

Relatively new and complex
protocol requires training, etc.

Limited management and
support tools

Tightly coupled switch and
HCA implementation requires
careful upgrade and
interoperability testing



Gigabit and 10 Gigabit Ethernet InfiniBand

Pro’s Con’s Pro’s Con’s
Simple cabling Industry standards based

Available management and
support tools

As with the storage network, the choice of IPC rgkatechnology and design is not clear cut. Sewdifdrent factors need to be considered before
making decisions as to what technology is the toest particular implementation. For many applicas, Gigabit Ethernet is a good choice for IPC
network connectivity as it is relatively inexpersitigh-speed network technology. However, it isttvimvesting in Gigabit Ethernet switches that
have low-latency characteristics, such as the G@atalyst 4948 or Catalyst 6500 as they providgitde benefits in terms of application run-time.
As the HPC environment grows or if applications tieguire ultra-low latency IPC are deployed, IiBiand technology that offers high density
10G, very low latency switching becomes an viabtéhhology. A table of the pro’s and cons of Gig&ttiternet and InfiniBand are shown in

Table 2.

Choosing an Interconnect

The choice of network to meet the application regpaents for access, management, storage, and éP@tianately dictated by performance. Of
real interest to the HPC user is the time to cotepeparticular operation, the efficiency of thestér nodes, and the required time to completion.
However, if a user is able to accept slightly Iov@&U efficiency, or slightly longer run times, theifferent decisions can be made with respect
to technology.

As an example, for loosely coupled applicationsaBigEthernet is a good IPC network solution, dlaea slightly lower CPU efficiency than
InfiniBand, caused by slightly higher network swiittg delays (1Gbps vs. 10Gbps** serialization).asypothetical example, if 32 nodes using
InfiniBand as an IPC network completes a computaiticfour hours, but would require 36 nodes to clatgpthesamecomputation in theame

time using Gigabit Ethernet as an IPC network, théy be an acceptable trade off in terms of ceste ®f use, and familiarity to the user. However,
if a computation ran for 12 hours on 1024 InfiniBaattached nodes and required an additional 408shtmdcomplete the same computation using a
Gigabit Ethernet IPC network, the additional costarms of compute nodes and attendant power aslthganay outweigh the cost benefits of
Ethernet.

An additional consideration is the size of the ®uslf the HPC cluster is small, a single Etheswitch may be adequate to support the
performance and connectivity requirements requioe@ particular application. For larger clustexsparate network interfaces and networks may
be required to meet the performance required td theeapplication and business requirements. UtgigaHPC cluster technology design
decisions are based upon the performance requirdgtié particular application. The following sectidescribes the considerations to determine the
best technology to address HPC connectivity requerds.

** Note that InfiniBand data rate is 8Gbps due BYBOB encoding and not 10Gbps.

Access and Management Network

The choice of technology for the access and managenetworks is simple: Ethernet. These network® Im® specific latency requirements and
are used for intermittent bursts of traffic that aot particularly bandwidth intensive. In thispest, because at least one Gigabit Ethernet icterfa
is included for free on most server platforms, araking use of this interface makes good econonicpaactical sense.

The Cisco CatalyStfamily of multilayer switches provides rich sericsuch as security and QoS that can be enableduviaffecting the high-
performance and low latencies offered by thesecgsviThe Cisco Catalyst 3750 Series switches astb@atalyst 4948 Switch are ideal for top-
of-rack deployments where high-performance anddowling and power footprint are critical. For higliensity deployments, the Cisco Catalyst
6500 multilayer switch offers unparalleled serviaesl connectivity options that enable very denskhaghly available connectivity.
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Storage
For storage access there are several choicesahditecmade that include NAS, Fiber Channel SANSISEMd InfiniBand attached storage, which
are discussed below.

- Network Attached Storage—Network attached storage (NAS) is used extensiwglyin HPC as it provides centralized managemedtligh
bandwidth access to files. Another popular straisgarallel file systems that deliver highly dilstrted NAS functionality, albeit in a slightly
different fashion, that leverages the hard diskithefseveral nodes to provide high-performancesfilgems. As NAS protocols are IP centric—
NFS, FTP, etc.—Ethernet connectivity is the de fatémdard for this type of storage access. In stases the NAS may be accessed using the
management and user access network, or may baatetlinterface, with the key decision factor reiyag consolidation being the amount of
bandwidth that will be consumed by data retrieltahould be noted that data retrieval is not tboended, and combining the management and
storage networks is an acceptable strategy. If gemant traffic response times are a concern, Qo®smanagement and storage traffic to
be classified high and low priority and scheduledoadingly, and is relatively simple to implement.

- Fiber Channel—In the context of HPC, Fiber Channel SAN interfacesirs a “slot tax” and may make the system mapeasive by
provisioning a Fiber Channel HBA, as the server megd to be a larger form factor (4RU instead df,Rind may also have ramifications
for performance if PCIx servers are used. In pcactriber Channel is not widely used for HPC naatenectivity, although it is used for scaling
NAS disk capacity and reliability.

- iISCSI—Although iSCSI is a viable technology, it is raralyever used within HPC environments; howeve€ $$ can easily be incorporated into
HPC using the Ethernet management network or stanagvork.

- InfiniBand Attached Storage—Today, InfiniBand attached storage is a recent ldgweent and holds the promise of high bandwidth lamd
overhead access to storage. For applications #eat to move large volumes of data, an Ethernettegthparallel file system in combination with
InfiniBand attached storage and SDP can delivey kiggh performance file transfer. An added advaataigthis approach is that the inherent
storage mechanism is NAS (file based) with alllikaefits that NAS accrues combined with InfiniBdmigh bandwidth and low stack overhead.

Ethernet provides an ideal technology for acce$$A8 as it provide high bandwidth—10 Gigabit Etheératached NAS—and location-
independent services. For less demanding HPC ciyst®rage access may be combined with the aaoceéssianagement networks. The use of
distributed parallel file systems also enable lifand-attached storage to be used to deliver Highughput data retrieval.
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Figure 4. Cisco HPC Storage Solutions

For Fiber Channel environments, the Cisco MDS a®d@ilayer SAN switches delivers intelligent netiarervices such as virtual storage-area
networks (VSANS), comprehensive security, advanatic management, sophisticated diagnostics,arfied SAN management. The MDS
9000 family of products also support advanced featsuch as iSCSI gateway functionality, write Eregion and network accelerated serverless
backup.

Inter-Process Communications Network

The IPC network is the essence of an HPC clustiémasvides the connectivity required for the glanodes to exchange messages that enable
parallel processing of complex computations. Inggah the IPC network requires low latency and Highdwidth to enable optimum IPC
communications, although the definition of “low”dthigh” need to be carefully defined in the cortekthe application.

Referring to the taxonomy detailed at the beginmhthis document, applications can be charactdr@eparametric execution, loosely coupled,
tightly coupled, and transactional.
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Table 3. Loosely Coupled Applications

Enterprise Vertical Requirement Applications Notable Characteristics

Energy Seismic and geophysical modeling Geoquest, Geodepth Applications have little or no IPC traffic and
although latency is not generally an issue,

Financial Financial Analytics (Monte Carlo) Barra, Sungard, RMG S g )
bandwidth is a key consideration.

Digital Media Digital image rendering, animation Discreet, Pixar Renderman

In general, these characterizations enable soneztsspf the application to be determined, sucheasisvity to latency. For example, loosely
coupled applications and parametric execution Higleeor no IPC communications and are conseqyenit sensitive to IPC latencies because
there are very few, if any, IPC messages. At thsjte end of the scale are the tightly couplediegons that have frequent IPC communications
to exchange information, which are very latencysgiere, as time spent communicating is time sp@bfonocessing.

Table 4. Tightly Coupled Applications

Enterprise Vertical Requirement Applications Notable Characteristics
Manufacturing Crash simulation, Aerodynamics Fluent, Powerflow Low latency is important to minimize IPC
Life Sciences Disease research, drug design, Amber, Blast, Charmm communications overhead.

finite element analysis, etc

There are several areas that need to be addresssdlice latency. In the context of the network-latency switches and high-bandwidth
connections reduce switch and network serializatielays. For many applications and smaller HPCtetasGigabit Ethernet is a good choice
for the IPC network, as modern Gigabit Ethernetdvas deliver low switching latencies and high heidth.

Careful consideration of the actual Gigabit Ethesvdtch used is required, as not all Gigabit Etleeswitches have low latency switch
characteristics. An example of a low latency Gig&hernet switch is the Cisco Catalyst 4948 Maytdr Switch which has a measured latency
of 4.8 microseconds. While this genre of low-lateswitches may attract a premium when comparedrterdSigabit Ethernet switches, the
performance gain in terms of HPC efficiency mom@nticompensates for the additional cost.
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Figure 5. Cisco Gigabit and 10 Gigabit Ethernet HPC Solution

For larger HPC clusters and more demanding apjditsitInfiniBand provides an ideal solution of alow latency and high bandwidth using
10G InfiniBand 4X host connectivity and uplinks.€f@isco SFS 7000 Series InfiniBand Server Switctdpet family switch latencies are in
the order of 100s of nanoseconds, which provideifstgnt application performance gains in termsiwfe to result.

Figure 6. Cisco InfiniBand HPC Solution

Although it is tempting to eliminate as many switadps from a design and collapse switch layersfiwe@r and larger switches, consideration of
the effect of a switch failure, cabling complexétyd volumes, and power and cooling need to be tateraccount. As an HPC cluster grows in
size, top-of-rack solutions using central aggregeswitches may make installation, scaling, opernati and maintenance simpler. Additionally,
using a different technology, such as InfiniBanstéad of Gigabit Ethernet may also reduce latendyemables the benefits that top-of-rack
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solutions provide in terms of fault isolation, mgament, etc. As most HPC server vendor solutionsisbof a rack of servers, a top-of-rack
switch provides a foundation for large, scalableCHiRusters using 10GE, or 4X InfiniBand uplinksaiggregation layer switches.

By far the largest impact on latency is gained inithe HPC compute nodes by using communicatioaspol offload, Remote Direct Memory
Access (RDMA), and communications offload to th€ lifetwork interface cards. RDMA provides a mechartisat offloads the CPU of any
requirements to move data between user and 1/0 myemtthin HPC clusters, MPI is able to leverage tinderlying data movement offload
capabilities of the InfiniBand HCA, or RDMA-capall#Cs. RDMA also supports robust security and kebypass and is very efficient in terms
of CPU overhead.

As a technology, RDMA is transport independent ezud be applied to Ethernet HPC environments. How&tlernet is slightly more complex
as considerations for TCP/IP processing also neée taken into consideration. In this respect, D@Bad engines (TOE) embedded on the NIC
provide a way of offloading all or some parts of A @rocessing from the CPU to the TOE NIC.

If performance is a consideration for Ethernet-HadPC, investing in TOE, or TOE + RDMA-capable NI@sovides performance in terms of
CPU efficiency approaching those offered by Infiaigl technology. A table of commercially availab@1D0/1000 and 10GE RDMA+TOE
enabled NICs are shown in Table 5.

Table 5. RDMA-Capable Ethernet Network Interfaces Cards (RNIC)

RNIC Vendors 10/100/1000 10GE LOM Chip Sets
Broadcom (Siliquent) Yes Yes Yes

Chelsio 1000Base-T Yes No

Neterion No Yes No

Currently, InfiniBand has an advantage over Ethigoeeause 10G (4X) InfiniBand HCAs and high-dendiyinfiniBand switches are widely
available at comparatively low prices compared@GE RNICs and 10GE switches. This dynamic is likelghange with volume production
of RNICs and as RNIC-enabled LAN-on-Motherboarddiees available.

So, which IPC network technology is right for myppation? This question can only be made with adgonderstanding of application
characteristics, the size of the HPC cluster, fiieation traffic patterns, target CPU efficierssietc. In general, Gigabit Ethernet is a good
choice for many HPC environments where the appdinatare not particularly latency sensitive and s@mall node CPU inefficiency, or more
nodes, can be used for that application. If thdiegiion is sensitive to latency, or benefits fra@G connectivity, InfiniBand is the good choice
for these types of HPC applications and is alsdiegige to the situation where HPC node densitiedikely to be high, or a mix of HPC
applications may be encountered.

SUMMARY

The network is a critical component of HPC. AlthbudPC design is often focused on the requiremamtthe IPC component of the HPC
cluster, other connectivity must be taken into @eration such as storage, management and usersaéaditionally, as HPC has now moved
into mainstream Enterprise deployments consideratinich as the security, scalability and availghif the HPC network components must all
be considered.

Ciscd Systems, the world leader in Networking, powersiynaf the Top 500 HPC supercomputers by providimgraplete Network solution
that meets the requirements for high performancepening (HPC) and GRID Applications.

The Cisco SFS 7000 server switch family of industandards based InfiniBand switches and InfiniBE@As that deliver the performance,
availability and scalability to support the mostridending HPC IPC network environments.
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The award winning Cisco Cataly$i500 and Catalyst 4948 Multilayer switches delweprecedented performance, availability and fumetiity
required for the most demanding HPC environmertig. Catalyst 6500 and Catalyst 4948 proven highopadnce, low latency GE and 10GE
Ethernet switching enables the Cisco Catalyst $w@ido support IPC, storage and management netwadkitionally, the Cisco Catalyst switches
also support sophisticated security features thable the Catalyst family of products to providewe access to the HPC cluster.

The Cisco MDS 9000 Multilayer SAN switches delivaighly available, scalable storage services bylinmg a robust and flexible hardware
architecture with multiple layers of network andrage-management Intelligence. These attributdsletiae Cisco MDS 9000 to deliver advanced
security and unified management, and lower thé tatst of ownership for the most demanding stomggronments.
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