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Customer Case Study

Insurance Company Deploys In-depth Network Defense

EXECUTIVE SUMMARY

CIGNA Corporation

Philadelphia, Pennsylvania,
United States

28,000 employees worldwide

Business Challenge

Strengthen security while simultaneously
enabling access for customers and
partners to just the information they
require. Protecting EPHI data during
network transmission and strengthening
network security controls are primary
objectives.

Phase out obsolete technology, improve
operational efficiencies and increase
availability.

Enable future business application and
network services to be delivered over
the network, such as voice and video

Network Solution

Implemented Routed Access architecture
to support network segmentation

Updated network foundation to support
new services

Business Results

Deliver significant competitive advantage
with in-depth security defense

Enable IT to isolate network threats
before they enter the core network

Support separation of applications,
data, and users

CIGNA Corporation uses a Cisco Routed Access soluti on for enabling

innovative security controls and improving manageab ility.

BUSINESS CHALLENGE

CIGNA Corporation provides employee benefits plfarorganizations and offers health
care, and disability and life insurance coveragelpcts and services in 30 countries. The
company relies heavily on its network to provideess to information for members,
members’ employees, care providers, and businesseps With the high volume of
privileged information that it maintains, CIGNA niiomply with Health Insurance
Portability and Accountability Act regulations thtgavern information privacy, as well as
with Sarbanes-Oxley requirements. And like mangdasrganizations, CIGNA faces an
ongoing barrage of viruses, worms, and other thriesits network and information assets.

“We wanted to deploy in-depth security defensesobom legacy network infrastructure
made it extremely difficult to deploy and manage $kecurity measures that we wanted
while allowing us to easily add new business artd/ok services in the future,” says
Michael McKenna, Director of Information Protectifor CIGNA.

After performing an extensive network assessmel@Na developed a list of
requirements for its new infrastructure. It hadéoable to provide secure guest access
privileges for consultants and vendors, as wedleasire zones and remediation LANs to
minimize the impact of viruses and other threatse Metwork had to be hardened to add a
network layer of security control, support loggemd auditing capabilities for meeting
compliance requirements. Future plans called fiveléng voice and video over the
network and adopting Multiprotocol Label Switchil@ased on these requirements,

CIGNA developed a new network architecture andtifled specific solutions that would meet the comya current and projected needs.

“We have been a Cisco customer for many years enidield to evolve our network to meet our new reguents,” says Craig Shumard,
chief security officer for CIGNA. “Interoperabilitgnd manageability were important, especially \ligh security strategy that we planned

to adopt. We chose Cisco solutions again.”

NETWORK SOLUTION

The new network architecture was designed to stpI&NA’s innovative security approach. CIGNA idigied multiple levels of risk
associated with various applications, data sousn@s,user groups and then segmented access tadiseseces based on the associated
risk profile. Appropriate security controls arertedded to specific applications, data, and users.

Data is further classified into categories, eadtw&iunique risk profile. Highly sensitive dataludes financial-reporting or business-
planning information. Restricted data includes mendata. Proprietary data contains internal doctsnamd public data is everything
that can be posted on the company’s public Web&itthin each category, additional controls are ienpénted.
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Each application may require data from multiplerses with differing risk levels, so existing appliions are being converted to Service
Oriented Architecture (SOA). Using a SOA applicatapproach will enable CIGNA to deploy fine-grairssturity controls to its
infrastructure, applications, data, and users abehe these controls across the entire enterprise.

To support this segmented approach, CIGNA chosmptement a Cisc® Routed Access solution using the Open Shortest Fiegt
(OSPF) routing protocol in its wiring closets. ReditAccess distributes network intelligence to taevork edge, allowing CIGNA to
extend multiple security layers and defenses tgtiet where users first enter the network.

“It made more sense to immediately authenticatautiee certificate at the edge switch prior to eseabling the port, rather than waiting
until a potential threat hits the core networkysdohn Balzano, senior director of InfrastructDetivery Services for CIGNA. “For
example, if a user has a virus on his or her PCplungk into our network, it can be caught at thisvoek edge, denied access to
production network and isolated to a security Zimneemediation before affecting core business gsses.”

CIGNA will use Cisco Cataly&t3750 Series Switches in closets and branch offw@splement its Routed Access solution. In these
locations, the solution can also be used to raaféa between multiple separate Virtual LANs (VLAN For example, guest visitors can
be authenticated and placed on a VLAN separate GE&NA employee users. With routing capabilitieshet closet, CIGNA can provide
guest users with filtered Internet access foreeinig email from their home networks and limitedwark services while never gaining
visibility or access to CIGNA applications. Intetngers can be segmented on separate VLANS, Yidake advantage of collaborative
applications through the Routed Access solutiortaBse the network employs Routed Access in thetspsaffic is load balanced across
the network more effectively, which contributesnioreased network resiliency.

“The functionality of our Cisco products allowstasimplement a segmented network and applicatiohitecture efficiently,” says
McKenna. “The infrastructure will be all new andesil appropriately, so it will deliver the high duadility, scalability, and management
capabilities that are integral to our design.”

Today CIGNA locations are connected through a FrRelay service and point-to-point connections. Delireg on each branch office’s
size and function, it will receive a Cisco Catal§SD0 Series or 3750 Series Switch, Cisco Intedragrvices Router with a security pack,
and a variety of servers. VPNs are used to proagdess for doctors, care providers, member emppgad hospitals through externally
facing portals.

“The new network enables us to minimize the number of steps that any user
can take into the network to get what they absolute ly need. The fewer the
steps, the less risk to the network and to the comp any. At the same time, we

gain high manageability and the ability to deploy f uture functionality.”
—Craig Shumard, Chief Security Officer for CIGNA

BUSINESS RESULTS

The new network will give CIGNA the ability to quily isolate viruses and threats—even down to a fipdmiilding or floor—and
prevent them from affecting other parts of the meknor locations. With Routed Access deployed atrtetwork edge, CIGNA can
provide guests with convenient access while elitimigathe need to install external broadband conoest—which represent risky
“back doors” to the network.

By using a common protocol like OSPF, the Routede&s solution also simplifies network managemedtteosubleshooting, because
fewer tools are required and the network is lessptex. As CIGNA adds new services, such as voiceviaeo, the Routed Access
solution will allow them to easily scale enterpvisge.
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“Much of what we are doing today is enabling neeht®logy,” says Shumard. “With the new network,cae deploy appropriate
controls, based on risk, and build a whole sectiréignework around that. Highly sensitive data eoete to protect, so with the ability
to put the right security around the right datéimately, we will improve control and reduce itsstd

The new architecture also makes it easier for CIGdIArove that the company meets the approprigigatory requirements and
demonstrate to customers that their informatiosafe. CIGNA customers actually audit CIGNA'’s netkao the ability to prove
compliance, document security, and demonstrate dighability is a significant competitive advangaigr the company. With the
segmented network approach and risk-based secorityols in place, CIGNA expects to significanthhance its information offerings
to members, allowing them to ultimately gain mooatcol over their healthcare.

NEXT STEPS

CIGNA expects the new infrastructure to be compléte the end of 2007. As vital core infrastructisrdeployed, branch offices will be
upgraded as well—approximately 28 locations are ebggkto be upgraded by the end of 2006, with theaneing 117 completed in 2007.

“The new network enables us to minimize the nunafeteps that users can take into the network tevgat they absolutely need,” says
Shumard. “The fewer the steps, the less risk toéieork and to the company. At the same time, &ir gigh manageability and the
ability to deploy future functionality. With thoskree pieces, it really made sense to do it tha mgy.”

FOR MORE INFORMATION
PRODUCT LIST
To find out more about Cisco Solutions and Serviessst: http://www.cisco.com

Routing and Switching
Cisco Catalyst 6500 To learn more about Cisco Security and VPN Solsiensit: http://www.cisco.com/go/security
Series Switches
Cisco Catalyst 3750 To learn more about CIGNA HealthCare, vigittp://www.cigna.com
Series Switches
Ciscojssonjsencsiintegiarcd This customer story is based on information proditlg CIGNA HealthCare, and describes how
Services Routers HSEC Bundle ) o ) )

Security and VPN that particular organization benefits from the dgpient of Cisco products. Many factors may
Cisco IDS Services Module have contributed to the results and benefits desdriCisco does not guarantee comparable
for Cisco Catalyst 6500 | | h
Cisco PIX® Security Appliances results elsewhere.
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