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University of California Delivers Broadband Connect

Residence Halls

Executive Summary

Customer Name

The University of California at Santa
Barbara

¢ Santa Barbara, California
e 19,799 students

Industry

Education

Business Challenge

¢ Increase bandwidth available to
students for Internet access

* Provide wireless Internet and LAN
connectivity

* Manage network security and limit risk
from user noncompliance with Digital
Millennium Copyright Act

Network Solution

¢ The University deployed a high-
capacity LAN and extensive wireless
coverage for its residence halls

Business Value

* More than doubled the number of
broadband ports supported to 7500

¢ Increased bandwidth available to each
connection to 100Mbps full duplex

* Reduced impact of peer-to-peer
application traffic on network and
limited University’s liability

Network Solution

ions to

The University of California chose Cisco solutions
broadband connections and security in residence hal

for providing and managing
| network.

Business Challenge

In addition to its reputation for academic excetienfive Nobel Prize winners, and top
research centers, the University of Californiaatd Barbara (UCSB) is considered one of
the most beautiful campuses in the United Statdsfamost popular for students who surf
and ski. The number of applicants has doubledemtist decade and enrollment has
increased to 19,799 students in 2004-2005. Withf@@8ty members, UCSB offers more
than 200majors, degrees, and credenti@iough five schools and its graduate degree

programs.

Students have access to many of the computing nietwtoat link departments, administrative
offices, professors’ Websites, as well as to deditinternet connections in the on-campus
residence halls. In 2001, approximately 3800 sttedmrsided on campus. Internet access was
provided by the University’s Housing and Residdriervices (H&RS) Network, or

RESNET. At the time, UCSB had a 20 Mbps Interneingxtion and it was apparent that
more bandwidth was going to be needed — soon.

Daxter Gulje, UCSB’s manager of H&RS Network Seegichad just joined the university,
inheriting a mixed-vendor network infrastructurattheeded upgrading. With a goal of
providing residence hall students with “one pornt pidow” over RESNET, he set about
upgrading the existing network and simplifyingritanagement. The network already
included Ciscb Catalyst 6009, Catalyst 5009, and Catalyst 4006 switchasGuilje decided
to eliminate other vendors’ switches and replaeenthvith Cisco Catalyst 3550 switches.

“When | started here, we had an excellent relatigne/ith Cisco and the Cisco account
team,” says Gulje. “When it was time to upgradertavork and increase the bandwidth
available to students, the obvious choice was paea with technology from Cisco Systéms
and simplify network management and administrat{onr: Cisco sales team was extremely
helpful, which made the choice to stay with Cisasye”

Gulje continued to adapt RESNET to meet new demasadsternet traffic volume grew and peer-to-pggaliaation traffic, frequently used to
download music and other media, began to appeaeinetwork. Today, RESNET is built on a one-gigabtwork backbone, with an OC-
12C/STM-4 (622-Mbps) link to the Internet througiotmajor carriers. Dual Cisco Catalyst 6506 swischee connected with a one-gigabit
Ethernet connection, providing a high-capacity shetd backbone. The Cisco Catalyst 6506 Switch ésadnthe Cisco Catalyst 6500 Series of
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switches, which offer the highest levels of avallgband integrated services capabilities for adit range of deployments. For UCSB, the
Catalyst 6506 Switch provides increased port digissio handle high traffic volumes and diverse $ypktraffic. Rapid failover capabilities
ensure that the network is always available toesttsd

Gulje initially equipped each switch with dual Gis€Catalyst 6500 Series Supervisor Engine 2 modiites.Supervisor Engine 2 offers Layer
3-7 services, such as server switching, multipratozuting, and quality of service (QoS), as walltao gigabit uplink ports, full Internet
routing table support, and Hot Standby Routing &uok (HSRP) for high availability and load balargitde plans to upgrade these to Cisco
Catalyst 6500 Series Supervisor Engine 720 modateadditional resiliency, even higher switch eifficcy, and the ability to support
hardware-accelerated features such as IPv6.

One port on each Catalyst 6506 Switch is dedicatechffic bound for the main campus backbone, Wiiécalso based on Catalyst 6500 Series
switches. In addition, dual Cisco F1%15 security appliances provide firewall servifmsadministrative applications and other Layerafic
remaining within the Housing and Residential Sexsiadministrative network, which is physically dogically separate from RESNET. This
network serves 300 users who predominantly relg-omail, although reporting and facilities managenamplications are also used.
Administrative traffic is aggregated through thealgst 6506 switches and routed to users over e@0@8601 Multiservice Platform. UCSB

also uses Cisco Catalyst 6500 Series switchesotad® 1-Gbps and 10-Gbps edge routing connectmitset National LambdaRail network,
which is used by research institutions around thddivfor sharing bandwidth-intensive research datgh as that generated in physics
research.

RESNET's distribution layer is comprised of Ciscat&@lyst 3550 switches. From one to three switchesl@ployed in each residence hall,
depending on the number of students housed. Tho® Ciatalyst 3550 Switch is a stackable, multilasxeitch for campuswide access. UCSB
can deploy industry-leading intelligent serviceg;lsas advanced QoS features, rate limiting, agl-performance IP routing, while
maintaining the simplicity of traditional LAN switing.

Cisco Catalyst 2950 Series switches provide edgeegation for Layer 3 activity and are connecteth®Catalyst 3550 switches with one-
gigabit Ethernet links. The Cisco Catalyst 2950e3e8witch is a fixed-configuration, stackable g&lone switch that delivers wire-speed
Gigabit Ethernet connectivity and can support datéce, and video services. The Catalyst 2950 swia@re deployed differently in each
residence hall, depending on the building confijara In some cases, one switch per wing is deglpyeothers, one switch per floor.

“Even as the network has grown, the ease of adminis tration is unparalleled. Standardizing on one vendo r and a minimal

number of platforms makes network management so muc h easier.”
— Daxter Gulje, Manager, H&RS Network Services

“Our network is certainly capable of handling quatbit,” says Gulje. “However, while each user ad90-Mbps full-duplex port available, if
a dedicated denial-of-service (DDoS) attack ocalritecould quickly disable RESNET. We rate-limiteey end-user port to 10 Mbps full
duplex to mitigate that possibility.” Another challge is peer-to-peer application traffic, whicinireasingly commanding bandwidth at the
expense of other applications. The University domsforbid users from running these kinds of alans, but Gulje limits the bandwidth
available to it to 128 kbps per connection.

In 2003, Gulje deployed a wireless LAN to providiealess access for residence hall students. Coethds30 Cisco Aironét1200 Series
wireless access points, the wireless network isgpetvusing the Catalyst 6506 Switch’s Power oveeiiet (POE) capability.

Gulje uses CiscoWorks LAN Management Solution (LIMS3uite of powerful management tools, for sinytifj switch configuration,
administration, monitoring, and troubleshootingingsCiscoWorks LMS, he can quickly and easily sthasvn all ports on a switch or router if
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necessary. Cisco Clean Access software enablestiverk to automatically detect, isolate, and cliedected or vulnerable devices that
attempt to access RESNET. The software also idestifhether networked devices such as laptopspparsligital assistants (PDAs), and
even game consoles are compliant with UCSB’s nétwecurity policies. It can then block noncompliaréchines, a feature that is
convenient for helping Gulje and the Universityuee risk to the networks from potential Internesdxhthreats.

Product List
¢ Cisco Catalyst 6506, 3550 Series, and 2950 Sesigshes

¢ Cisco Aironet 1200 Series

¢ CiscoWorks LAN Management Solution and Cisco Claacess

Business Value
The “one port per pillow” goal has long been exezkdiccording to Gulje. Today RESNET supports aliib80 broadband connections,
serves 5800 students, and accommodates devicaagdram desktop and laptop computers to Xboxeasy®tations, and PDAs.

“Even as the network has grown, the ease of adtratiisn is unparalleled,” says Gulje. “Standardigom one vendor and a minimal number
of platforms makes network management so muchreaGialje says the quality of service he is ablel&diver to students has also improved.
By streamlining all Layer 3 activity and switchinger one-gigabit links, he eliminates multiple hafts in the network, improving access
performance and bandwidth utilization.

The network has also provided Gulje with optionsdealing with the growing problem of peer-to-ptraffic. Approximately 85 percent of

the UCSB residence hall traffic can be attribute@eer-to-peer file sharing, games, and Web braydihe remaining 15 percent is Instant
Messaging, e-mail, File Transfer protocol (FTPjeinet Relay Chat (IRC), and occasionally, voicerel? (VolP) traffic. Because he can now
limit available bandwidth and identify devices amgkrs that do not comply with system managementypot the U.S. Digital Millennium
Copyright Act, Gulje is also able to limit the Ueiity’s liability for users who break the law.2003, the University received almost 300
complaints from music and movie production studind industry organizations, and UCSB’s experiesg®i unusual, as many colleges and
universities struggle with the same problem. Howewéth Cisco Clean Access and other built-in sitgdeatures, Gulje can identify the user
and the University terminates his or her Interrmetrection for 30 days. In 2005, the number of caimpé dropped to approximately 30.

Overall user satisfaction is high — and Gulje ha®p In an annual survey of students that seed@difack on the quality of residence hall life,
Gulje included questions about network servicesa@nale of one to five, with five being the bestr 3000 students across all of the
residence halls rated network services at leastia f

Next Steps

Gulje plans to expand the UCSB residence hall es®deployment, increasing the number of accessspioom 30 to 90. Thanks to the
scalable Cisco Catalyst 6506 switches, he can pthese new access points from the same chassiseaging the University’s return on
investment.

In the 2005-2006 school year, students’ computigags will be required to meet a certain minimewel of security. Using Cisco Clean
Access, the network will identify infected traffi@g it, and install a “no route” for that partiaulP address. The affected student can type a
URL in a Web browser and check to see if he onislrefact “no routed” or if there is another pretsl. If they’re “no routed,” students must
bring their computers to a campus service centbetoeaned up and made compliant.
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Gulje says he can judge how well the network i<fioming by asking himself, “How busy is my staff® they constantly have to monitor
things? Are they being called late at night? Aer¢hweekend crises that bring people back to thee@f Are administrators or residential
students unhappy?” With the new Cisco solutiondaje over the past two years, managing such asiveetwork has never been easier.

For more information
To learn more about Cisco switching solutions,tvisitp://www.cisco.com/go/switching

To learn more about Cisco routing solutions, visitp://www.cisco.com/go/routing

To learn more about Cisco wireless solutions, Migtp://www.cisco.com/go/wireless

To learn more about Cisco security solutions, vigip://www.cisco.com/go/security

To learn more about the University of CalifornieSainta Barbara, visilittp://www.ucsb.edu

This customer story is based on information provided by the University of California at Santa Barbara and describes how that particular
organization benefits from the deployment of Cisco products. Many factors may have contributed to the results and benefits described; Cisco does
not guarantee comparable results elsewhere.

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING THE
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties, therefore this disclaimer may not apply to you.
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