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Customer Case Study

University of Pisa develops trail-blazing approach for cost effective
compliance and protection of large city campus networks

Cisco Network Admission Control provides powerful new security enforcement capabilities
that work together with existing security components to create a Self-Defending Network

EXECUTIVE SUMMARY

Customer Name
University of Pisa

Industry
Education

Location
Italy

Number of network users
In excess of 10,000

Challenge

- Satisfy new mandatory security requirements
- Improve protection of the campus network

- Position the network as the platform for growth

Network Solution

- Cisco Network Admission Control automates the
assessment, authentication, authorisation and
remediation of endpoints across all access
methods, including LAN, WAN, wireless connectivity
and remote access

- Based on Cisco's vision of the Self-Defending
Network, it provides an architectural approach that
allows an organisation to optimise, rather than
replace, its existing technology investment

Results

- Deployment is the first of its kind in ltaly, setting new
standards in managing security across vast campus
networks using limited IT resources

- Cost effective strategy for regulatory compliance
and risk mitigation against the contraction and
propagation of worm and virus infections

- Reduction in downtime and the potential for
disruption to teaching, study and research -
ensuring quality of service for users and better use
of available IT resources

- Extensibility to support the planned rollout of a new
citywide wireless network

Background

At today's colleges and universities, a growing number of
research, communications, and basic educational functions
are supported and enhanced by the campus network. But with
thousands of users, endpoints and applications active at any
time, campus networks are becoming more difficult to protect.
Propagation times are also shrinking, as is the window for
responding to an attack before it causes widespread damage.

A survey conducted by Gartner' and The Chronicle of Higher
Education revealed that nearly all respondents had
experienced virus and worm attacks in the past year, with 73
per cent saying that those attacks are accelerating. Not only
that, but attacks are becoming more malicious. Some 53 per
cent reported that attackers had tried to cripple campus
networks and 41 per cent confirmed that hackers had
succeeded in penetrating their systems.

Challenge

In Italy, the University of Pisa understands these challenges
only too well. Its campus network provides a collaborative
education and research platform that unites 55,000 students
and around 4,500 personnel spread across 11 faculties, 55
departments and 130 sites. With over 9,000 km of fibre optic
cable, the wholly owned backbone infrastructure also plays a
wider role in the community. Managed by Serra - the
university's telecommunications arm - it forms a number of
virtual private networks that serve homogeneous communities
of users throughout the region.

Under this innovative business model, the network is shared
between processes or communities with different levels of
criticality: from high-level confidentiality (for example, health or

" Best Practices for Justifying and Allocating Higher Education Security
Resources, 14th February 2006, Gartner

All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 10of 5



Customer Case Study

government), to others that require significant reliability (electronic surveillance,
remote monitoring), and those that are institutional, i.e. connected with teaching
and research, environments that are notoriously open and dependent on
exchange and reciprocity. Despite sharing infrastructure, the network must be
able to guaranteee each community or process the security required by their
inherent characteristics.

For the university, security has recently taken on added importance. Arise in
global criminal and terrorist activity has seen the introduction of new laws in Italy
for the protection of networks and information. As a result, there is now greater
obligation - known formally as the decreto Pisanu' - placed on providers to know
exactly who is using their network, when and for what reason. This includes a
mandatory requirement to log IP addresses, times, dates and user behaviour.
These records have to be kept for a period of up to five years.

Stefano Suin, Director of Network Services, explains: “With such a high number of
diverse users we wanted to mitigate risk by taking a more holistic approach to
security. We simply could not do this using proprietary products and open
source software. This model was expensive to maintain, difficult to scale, and we
were unable to enforce centrally managed policies right across the network.”

“With such a high number of diverse users we wanted to
mitigate risk by taking a more holistic approach to security.
We simply could not do this using proprietary products and
open source software. This model was expensive to
maintain, difficult to scale, and we were unable to enforce
centrally managed policies right across the network.”

—Stefano Suin, Director of Campus Network Services - SERRA

Network Solution

Like many educational institutions, driving up academic excellence while lowering costs is a constant focus for
the University of Pisa. Therefore, high on its list of requirements was a solution that would ensure high availability
and would equally be cost effective. “Getting the business case to commercially stack up was essential.” Stefano
Suin continues, “We needed to protect our ICT investment so the new solution had to complement - rather than
substitute - our existing security, network and management solutions.”

Having thoroughly scouted the market and after looking carefully at the possibilities offered by open source
software, the university eventually selected Cisco® Network Admission Control (NAC) - a key building block for
Cisco's vision of the Self-Defending Network and its distributed intelligence approach to security. The foundation
for this approach is enabling organisations to identify, prevent, and adapt to threats by providing a common
security architecture that is:

- Integrated: Every element in the network acts as a point of defence.
- Collaborative: Various network and security components work together to provide new means of protection.

- Adaptive: Innovative behavioural methods automatically recognise and adapt to new types of threats as they arise.
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Cisco NAC Appliance is a powerful security enforcement solution. It allows network administrators to
authenticate, authorise, evaluate and remediate wired, wireless and remote users and their machines prior to
network access. NAC Appliance identifies whether networked devices such as laptops, IP phones or game
consoles are compliant with security policies and repairs any vulnerabilities before permitting access to the
network. Best of all, the solution is designed to help organisations sweat assets - either taking advantage of an
existing base of Cisco network technologies or interoperating with existing multi-vendor security products.

Unlike open source freeware products, the university was able to use the off-the-shelf solution to achieve new
levels of scalability backed by instant access to a pool of technical expertise and support. A team of Cisco
security specialists and system engineers helped to develop an enterprise-class solution to meet the unique
requirements of the campus network. This was followed by a phased implementation, which involved successful
proof of concept and a six-month trial involving 1,500 users to fine-tune software configurations. The solution is
currently being rolled out across some 100 sites to over 30,000 users.

With one single, granular view of network and a set of dynamic security features at its disposal, the university
can now:

- Recognise users, their devices and their roles in the network - at the point of authentication before malicious
code can cause damage.

- Improve endpoint visibility and automate assessment to ensure that managed, unmanaged, guest, and rogue
devices meet corporate security policies. This can include specific antivirus or anti-spyware software,
operating system updates or patches.

- Apply different rights to different user types, device types or operating systems. This can be used, for
example, to address the diversified needs of lecturers, administrators, students and visitors.

- Enforce security policies by blocking, isolating and repairing non-compliant machines.

Business Results
Building on its reputation for technology leadership, the University of Pisa has developed a blueprint to show
how a huge campus network can be effectively secured and managed using limited IT resources.

This is made possible by the way Network Admission Control has helped to achieve regulatory compliance
while significantly reducing the complexity, risk and costs associated with protecting networks of this size. One
example of this is the way automatic device repair and updates have replaced the need for technicians to visit a
site and carry out localised patching. With less time spent on administrative tasks, the IT team is now free to
focus on activities that will deliver increased value to the university.

Reducing the ability of virus or worm attacks to penetrate the campus network will help to minimise downtime
and disruption to teaching, study and research. In addition, NAC has provided a governance model and
contingency plan for managing peaks in demand for network services. With increased capabilities for security
enforcement, the university can now reprioritise users, in the event of traffic peaks, in order to make best use of
available resources and maintain quality of service.

“Getting the business case to commercially stack up was
essential. We needed to protect our IT investment so the
new solution had to complement - rather than substitute -
our existing security, network and management solutions.”

—Stefano Suin, Director of Campus Network Services - SERRA
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Next Steps

The transition to NAC has also provided a solid platform for growth. The university plans to leverage its
investment by extending the solution to manage a new citywide wireless network. This will help to provide
service to even more users through the centralised deployment of 150 wireless access points, while ensuring
security and management remain intact.

Stefano Suin concludes: “The Cisco NAC Appliance solution is extremely effective and robust, offering highly
reliable redundancy configurations. It ensures tighter integration of our security systems and devices and is very
easy to deploy. Also, because it is part of the Cisco Self-Defending Network, it provides us with a logical platform to
evolve to advanced security services without having to carry out costly technology refreshes or forklift upgrades.”

“The Cisco NAC Appliance solution is extremely effective. It
ensures tighter integration of our security systems and
devices and is very easy to deploy. Also, because it is part
of the Cisco Self-Defending Network, it provides us with a
logical platform to evolve to advanced security services
without having to carry out costly technology refreshes or
forklift upgrades.”

—Stefano Suin, Director of Campus Network Services - SERRA

Technical Blueprint

Cisco Network Admission Control helps organisations reduce risk by preventing vulnerable hosts from obtaining
and retaining normal network access. NAC helps ensure that all hosts comply with the latest corporate antivirus,
security software and operating system patch policies prior to obtaining normal network access. Vulnerable and
noncompliant hosts may be isolated and given reduced network access until they are patched and secured,
thus preventing them from being the targets of, or the sources for, worm and virus infections. NAC is beneficial to
organisations - irrespective of size - that are intent upon restricting access to their environments only to
approved and compliant assets, or with requirements to audit and monitor all endpoint access within the
networked environment. It spans across all of the access methods that hosts use to connect to the network,
including wireless local area networks (WLANSs) and remote access.

For More Information
The Cisco Self-Defending Network

http://www.cisco.com/go/sdn

Cisco Network Admission Control
http://www.cisco.com/go/cca

Product List
- Cisco NAC Appliance
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