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WHITE PAPER 

UNDERSTANDING THE LIGHTWEIGHT ACCESS  
POINT PROTOCOL (LWAPP) 

There is a trend in the WLAN space toward centralized intelligence and control. In this new architecture, a WLAN controller 

system is used to create and enforce policies across many different lightweight access points. By centralizing intelligence 

within these devices, security, mobility, quality of service (QoS), and other functions essential to WLAN operations can be 

efficiently managed across an entire wireless enterprise. Furthermore, by splitting functions between the access point and 

the controller, IT staff can simplify management, improve performance, and increase security of large wireless networks.

Figure 1. Lightweight WLAN Systems Centralize Intelligence for Enterprisewide RF Management and Policy Control 

 

As more vendors migrate to a hierarchical design, and as larger networks are built using lightweight access points, there is a need for a standardized 

protocol that governs how lightweight access points communicate with WLAN systems. This is the role of the Internet Engineering Task Force’s 

(IETF’s) latest draft specification, Lightweight Access Point Protocol (LWAPP). With LWAPP, large multivendor wireless networks can be 

deployed with maximum capabilities and increased flexibility. 

WHY A LIGHTWEIGHT ACCESS POINT? 

Traditional WLAN solutions distribute all traffic handling, RF control, security, and mobility functions to the access point itself. However, this 

architecture limits visibility of 802.11 traffic to an individual access point only. This means: 

• Individual access points, when used without a management device, must be managed individually, which can increase operations costs and 
staffing requirements 

• Networkwide attacks and interference are not visible across a system 

– Single point of enforcement for security policies across Layer 1, Layer 2, and Layer 3 

– Unable to detect and mitigate denial of service (DoS) attacks across an entire WLAN 

• A system cannot correlate or predict activity across an enterprise 

– Limits the ability to enable optimized, real-time load balancing 

– Clients cannot perform fast handoffs, which are required to support real-time applications such as voice and video 
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• There is an inherent security risk if an access point is stolen or compromised 

Figure 2. Peer-to-Peer WLAN Architecture Limits Performance, Manageability, and Security 

 

 

Numerous equipment vendors have responded to the limitations of a peer-to-peer WLAN architecture (Figure 2). Many of these vendors have 

announced new architectures that centralize WLAN intelligence for better performance and efficiency. 

THE NEED FOR STANDARDIZATION 

As more products emerge that use lightweight access points with centralized WLAN intelligence, there is a need for an industry standard that 

governs how these devices communicate with one another. The LWAPP is a draft being considered for standardization within the IETF working 

group to address this issue. Authored initially by Airespace (acquired by Cisco Systems in March 2005) and NTT DoCoMo, LWAPP standardizes 

the communications protocol between access points and WLAN systems (controllers, switches, routers, etc.). The goal of this initiative, as described 

in the IETF specification, is to: 

• Reduce the amount of processing within an access point, enabling the limited computing resources within these devices to focus on wireless 
access, as opposed to filtering and policy enforcement 

• Enable a scheme whereby traffic handling, authentication, encryption, and policy enforcement (QoS, security, etc) can be centralized for an entire 
WLAN system 

• Provide a generic encapsulation and transport mechanism for multivendor access point interoperability, either by means of a Layer 2 infrastructure 
or an IP routed network 

 

The LWAPP specification works to address these issues by defining the following types of activities: 

• Access point device discovery, information exchange, and configuration 

• Access point certification and software control 

• Packet encapsulation, fragmentation, and formatting 

• Communications control and management between access point and wireless system device 
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Widespread LWAPP adoption would give enterprise customers choices in interoperable access points and wireless system devices, allowing them to 

make decisions based not on whether pieces of gear work together, but on the capabilities of individual access points and wireless system devices. 

Gaining industry acceptance of LWAPP will decrease single-vendor proprietary lock-in that requires that access points only to be connected to their 

WLAN system devices to work optimally. LWAPP also provides an open standards solution for providing secure Layer 2 and Layer 3 networking 

services across multivendor centralized WLAN architectures. And with LWAPP, third-party vendors have a common architecture for application 

development. 

PUTTING LWAPP TO WORK 

When LWAPP was first introduced to the WLAN industry in 2002, it revolutionized the way WLAN deployments were managed with the concept 

of a “split MAC” the ability to separate the real-time aspects of the 802.11 protocol from most of its management aspects (Figure 3). In particular, 

real-time frame exchange and certain real-time portions of MAC management are accomplished within the access point, while authentication, 

security management, and mobility are handled by WLAN controllers. The Cisco Centralized WLAN Solution, which uses LWAPP, was the first 

centralized WLAN system to use the split MAC. 

Figure 3. Cisco 1130 AG Lightweight Access Points 

 

Combining LWAPP with Cisco’s intelligent RF management capabilities brings numerous benefits to customers. 

Management 
• Dynamic, systemwide RF management, including a host of features for smooth wireless operations, such as dynamic channel assignment, transmit 

power control, and load balancing. 

• Single graphical interface for enterprisewide policies, including VLANs, security, and QoS. 

Security 
• Enterprisewide security policies that encompass all layers of a wireless network, from the radio layer through the MAC layer, and into the network 

layer. This makes it easier to provide uniformly enforced security and QoS or user policies that can address the particular capabilities of different 
classes of devices, such as handheld scanners, PDAs, or notebook computers. 

• Discovery and mitigation of DoS attacks, and detection and denial of rogue access points. These functions occur across an entire Cisco 
Lightweight Wireless LAN Solution. 

Mobility 
• Cellular-like fast handoffs. 

• Excellent support for real-time, mobile applications such as voice over WLAN. 
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Printed in the USA 

LWAPP is an essential building block for business-critical wireless networks. It is a foundation upon which large-scale, heterogeneous WLANs can 

be constructed. By providing a standardized approach for RF internetworking, LWAPP protects companies’ WLAN investments, simplifies RF 

management, and optimizes wireless networking for small, medium-sized, and large-scale WLAN deployments. 
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