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SECURING NETWORKS WITH CISCO PIX AND ASA SECURITY
APPLIANCES

This authorized Cisco Systems® course (SNPA) teaches the knowledge and skills needed to configure, maintain, and
operate Cisco® PIX® 500 Series security appliances and Cisco ASA 5500 Series adaptive security appliances. SNPA
is recommended training for the Cisco Certified Security Professional (CCSP™) certification.

DURATION
Five Days

OBJECTIVES
Upon completion of this course, students will be able to perform the following tasks:

o Describe the security appliance features, models, components, and benefits

e Discuss Adaptive Security Algorithm (ASA) and ASA security levels

o Configure a security appliance for basic network connectivity

o Configure the security appliance to send syslog messages to a syslog server

e Describe how TCP and User Datagram Protocol (UDP) function within the security appliance

e Describe how static and dynamic translations function

o Explain the security appliance Port Address Translation (PAT) feature

o Configure and explain the function of access control lists (ACLs) and Network Address Translation (NAT) 0 ACLs

o Configure active code filtering (ActiveX and Java applets)

o Configure the security appliance for URL filtering

o Describe the object grouping feature of the security appliance and its advantages

* Name the authentication, authorization, and accounting (AAA) protocols supported by the security appliance

o Define and configure cut-through proxy authentication and tunnel access authentication

o Define and configure AAA accounting

e Install and configure the basic Cisco Secure Access Control Server function

o Describe how the security appliance implements FTP and HTTP protocol inspection

o Describe how the security appliance implements remote shell (rsh), Structured Query Language (SQL), Simple Mail Transfer Protocol
(SMTP), Internet Control Message Protocol (ICMP), and Simple Network Management Protocol (SNMP) inspection

o Identify the tasks and commands to configure security appliance IP Security (IPSec) support

o Describe and configure the Easy VPN server and remote using the Cisco VPN client

o Configure WebVPN general parameters, servers, URLSs, and port forwarding

e Monitor and maintain transparent firewall mode

o Configure and manager a security context

o Define the security appliance hardware failover requirements

o Install Adaptive Security Device Manager (ASDM) and use it to configure the security appliance

o Configure the AIP-SSM setup parameters

o Configure a security policy on an ASA security appliance using ASDM

o Configure Telnet and SSH access to the security appliance console

o Recover the security appliance passwords using general password recovery procedures
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o Use Trivial File Transfer Protocol (TFTP) to install and upgrade the software image on the security appliance

TARGET AUDIENCE

Cisco customers who implement and maintain Cisco PIX security appliances and ASA security appliances; Cisco channel partners who
sell, implement, and maintain Cisco P1X security appliances and ASA security appliances; and Cisco Systems engineers who support the
sale of Cisco PIX security appliances and ASA security appliances.

PREREQUISITES
CCNA® equivalent experience as taught in the Interconnecting Cisco Network Devices (ICND) course. Skills include the following:

e From the command-line interface (CLI), configure a Cisco IOS® Software router and switch, to include navigating, interfaces, VLANS,
routing, and so forth

o Configure and enable static and dynamic routing, including Routing Information Protocol (RIP) and Enhanced Interior Gateway Routing
Protocol (EIGRP) on a Cisco 10S Software router

e Troubleshoot a Cisco 10S Software device using the appropriate show and debug commands

o Configure standard and extended access lists to manage traffic access

COURSE OUTLINE

o Cisco Security Appliance Technology and Features

e Cisco PIX Security Appliance and ASA Adaptive Security Appliance Families
o Getting Started with Cisco Security Appliances

e Translations and Connections

e Access Control Lists and Content Filtering

e Object Grouping

¢ Authentication, Authorization, and Accounting

e Switching and Routing

e Modular Policy Framework

e Advanced Protocol Handling

¢ VPN Configuration

e Configuring Cisco PIX Firewall Remote Access Using Cisco Easy VPN
e Configuring ASA for WebVPN

e Configuring Transparent Firewalls

e Configuring Security Contexts

o Failover

o Cisco Security Appliance Device Manager

o AIP-SSM—Getting Started

e Managing Security Appliances

LAB OUTLINE

e Lab 1: PIX Security Appliance and Executing General Maintenance Commands

o Lab 2: Configuring Access Through the Security Appliance

e Lab 3: ACLs on the Security Appliance

e Lab 4: Object Groups

e Lab 5: AAA on the Security Appliance Using Cisco Secure ACS for Windows 2000

e Lab 6: Configuring and Testing Advanced Protocol Inspection on the Security Appliance
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e Lab 7: Security Appliance Site-to-Site VPN

o Lab 8: Secure VPN Using IPSec Between a Security Appliance and a Cisco VPN Client
e Lab 9: ASA Security Appliance for WebVPN

e Lab 10: Security Appliance Transparent Firewall

e Lab 11: LAN-Based Failover

e Lab 12: Configuring the Security Appliance with ASDM

e Lab 13: Initializing the AIP-SSM

e Lab 14: Managing the Security Appliance

REGISTRATION INFORMATION

For more information about schedules and registration for this course, please contact aeskt_registration@cisco.com.

For more information on Advanced Services Education course offerings, as well as Curriculum Planning Services and
custom training options, refer to the AS Education Website at www.cisco.com/go/ndm.
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