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Cisco Incident Readiness and Response Services  
  

Improve incident preparedness and response to protect critical assets and equip staff to quickly resolve security 
intrusions 

SERVICE OVERVIEW 

Recognizing the potential enormous costs of a devastating security breach, your organization 
has invested substantial resources in technologies and processes designed to secure your 
business network. The way your organization manages such incidents – and the degree to which 
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This assessment provides an evaluation of your organization’s network security architecture and operations to determine if effective incident 
detection, containment, and response procedures are in place to allow a prompt, effective response to security intrusions. Expert Cisco engineers 
provide technical and operational recommendations customized for your organization’s environment, based on industry best practices for threat 
preparation and response and accepted security models, including International Organization for Standardization (ISO) 17799. 

During an assessment, Cisco security experts review your network security architecture to determine if it effectively and efficiently supports 
your organization’s security requirements for incident management. A review of your organization’s security management procedures and tools 
is also performed to determine if your operations staff has the necessary tools and procedures to effectively monitor, detect, and respond to 
anomalous traffic that can indicate the first signs of an attack. (See Table 1.) 

Table 1. Cisco Incident Readiness Assessment Service Activities, Methodology, and Deliverable 

Activities Methodology and Deliverable 

Methodology 
● Collect operational, network, security design, and management 

information  
●  Perform onsite interviews and design reviews  
●  Analyze data to identify incident readiness gaps in security 

architecture, operational processes, and security management 
tools and procedures  

●  Provide detailed recommendations for improving incident readiness 
and response policy, procedures, architecture, design, and 
configuration  

●  Present executive findings and recommendations 

Define Risk Criteria 
●  Define the criteria (areas of evaluation, level of risk tolerance) used 

to assess the incident readiness of the network 
Gather information 
●  Gather network architecture and device information, including 

scans of device configurations  
●  Understand network monitoring tools and operational procedures 

used to detect, contain, and respond to security incidents 
●  Gather information about attack mitigation tool design and strategy  
Perform Analysis 
●  Assess the design of the security infrastructure to determine how 

effectively the network is protected from intruder access and 
typical classes of risk (for example, virus outbreaks, DoS attacks, 
and so on)  

●  Analyze network operations and procedures for incident readiness 
and response  

●  Analyze device configurations for security vulnerabilities  
●  Analyze security management controls for incident monitoring and 

management  

Deliverable 
Detailed Incident Readiness Assessment Report. This deliverable 
typically:  
● Provides a detailed analysis of your organization’s state of incident 

preparedness 
● Prioritizes the discovered vulnerabilities and identifies the most 

critical findings 
● Provides recommended actions to enhance incident readiness and 

response capabilities and decrease the effect of network attacks 

 

Benefits 
As part of the plan phase of the Cisco Lifecycle Services approach, the Cisco Incident Readiness Assessment Service allows your 
organization to:  

● Understand and improve the level of incident readiness needed to better protect you against security incidents 

● Use a proactive, industry-leading incident management methodology to decrease the severity of network attacks 

● Decrease the risk of a successful attack by identifying known vulnerabilities 

● Empower your network operations teams to better detect and more effectively react to security incidents  

● Limit the damage caused by viruses, worms, DoS attacks, and other network security threats by using existing network security capabilities 

● Lower your operating costs through deployment of consistent operational policies and procedures 



 

All contents are Copyright © 1992–2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 6 
 

CISCO INCIDENT READINESS DESIGN DEVELOPMENT SERVICE 

Upgrade Security Architecture and Operational Procedures to Help Decrease the Risk of Security Intrusions  

After your organization has assessed its incident readiness and has identified potential security vulnerabilities, the next step is to strengthen your 
network security infrastructure and operations to safeguard against attack. With the Cisco Incident Readiness Design Development Service, 
Cisco security experts turn a prior assessment of your organization’s incident preparedness into specific design recommendations for building, 
improving, or reengineering network security to strengthen network defenses.  

As part of the design phase of the Cisco Lifecycle Services approach, the Cisco Incident Readiness Design Development Service provides 
detailed guidance from Cisco network security experts with extensive knowledge of advanced security technologies. This team combines expert 
network security research and industry-leading practices to assist your organization in developing detailed designs for improved incident 
management.  

Designing Network Security for Proactive Incident Readiness 
During a Cisco Incident Readiness Design Development engagement, Cisco engineers work closely with your network security specialists to 
design and deploy the improved policies, procedures, or technology solutions necessary to build a best-practices defense against network threats. 
This security design takes into consideration the need to:  

● Protect network endpoints  

● Provide robust perimeter control  

● Deploy an effective network admission control solution 

● Provide comprehensive intrusion detection and prevention 

● Prevent infections from spreading through your network infrastructure  

● Monitor and manage network incidents in an efficient, comprehensive manner  

● Include effective incident readiness and response policies and procedures  

Cisco engineers work with your staff to set goals and prioritize security requirements for network solutions, including intrusion detection, 
admission control, remote access, host protection, perimeter control, and VPNs. Cisco experts also help your organization develop a design for 
implementing and managing the solution, including improvements to network topology, device placement, and connectivity.  

Taking into consideration all the aspects of network security – including, scalability, performance, and manageability – Cisco security experts 
deliver detailed recommendations for protocol, policy, and feature improvements for individual security components. Specific design work 
can include detailed security network diagrams and sample configurations that allow for easy integration into the network environment. (See 
Table 2.) 
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Table 2. Cisco Incident Readiness Design Development Service Activities, Methodology, and Deliverable 

Activities Methodology and Deliverable 

Methodology 
● Conduct a design workshop to gather data and initiate the 

development of the incident readiness design  
●  Analyze existing network security architecture against your 

organizational strategy and requirements and industry best 
practices 

●  Develop a network security design specification that meet 
customized IT and security requirements  

●  Present executive findings and recommendations 

Define Goals 
● Work with your security and network leaders to define project goals 

and tasks 
Perform Analysis 
●  Perform detailed analysis of your existing network architecture to 

identify vulnerabilities in the infrastructure, design, and 
implementation 

●  Jointly define the architectural, topological, and functional 
requirements for security enhancements 

Specify Design 
●  Work with your staff to design improved processes and procedures 

for incident management 
●  Jointly develop a detailed design, including network topology 

diagrams and sample configurations for protocols, policy, and 
features 

●  Specify hardware and software requirements, including network 
security management tools 

●  Provide recommendations for the ongoing management and 
maintenance of the incident management infrastructure 

Transfer Knowledge 
● Mentor your staff with regard to changes that improve the level of 

readiness for future security incidents 

Deliverable 
●  An Incident Readiness Design Development Report that outlines 

the overall strategy and plan for security and operation 
improvements and defines the security design topology, 
components, and functions, including network diagrams and 
sample configurations  

 

Benefits 
With the Cisco Incident Readiness Design Development Service, your organization can: 

● Reduce the threat of loss or disruption to critical business assets or services caused by security intrusions 

● Design and deploy technical improvements to your security infrastructure to more effectively mitigate the risk of viruses, worms, and DoS 
attacks 

● Develop improved security management tools and procedures to help your operations staff better detect, monitor, and respond to security 
incidents  

● Improve operational skills of your internal staff to increase effectiveness of incident detection and response activities 

● Use Cisco expertise across a broad set of network security technologies to design a more robust incident management system 

● Shorten implementation times for new security solutions for incident management through proper design 

CISCO INCIDENT RESPONSE SERVICE 

Expert Assistance to Quickly Respond to and Resolve a Security Breach or Malicious Code  

Because malicious network intruders constantly innovate, your organization must try to ensure that defenses are in place to protect against both 
known and unknown threats. By detecting and neutralizing new threats as they occur, your organization can decrease an attack’s duration and 
severity and limit the damage to your business and network operations.  
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As part of the operate phase of the Cisco Lifecycle Services approach, the Cisco Incident Response Service provides 24-hour-a-day, 7-day-a-
week advice and assistance from Cisco engineers for the duration of a security incident. Whether the attack involves unauthorized access, DoS, 
or malicious code activity, Cisco engineers team with your security and operations staff to quickly identify and mitigate or contain the attack 
until normal business operations resume. Cisco security experts also conduct post-incident reviews to evaluate response team performance and 
to plan strategically for future incidents. (See Table 3.) 

The Cisco Incident Response Service offers two levels of service. Engineers can provide incident consulting and reactive procedural advice 
remotely, by phone. Or Cisco engineers can support your organization both remotely and onsite, working directly with your network operations 
and security teams.  

Table 3. Cisco Incident Response Service Activities, Methodology, and Deliverable 

Activities Methodology and Deliverable 

Methodology 
● Periodically review network and security changes 
●  Analyze information during an incident to identify and classify the 

attack 
●  Work with your staff to resolve the incident 
●  Conduct a detailed post event analysis of lessons learned through 

the course of the security event 
●  Present executive findings and recommendations 

Access to a Cisco security expert during a security incident to: 
●  Deliver procedural advice and mitigation techniques to contain or 

eradicate the problem 
●  Develop workarounds or fixes 
●  Deploy new functions that prevent reinfection 
●  Provide guidance for escalating the incident to additional technical 

support resources, if necessary  
●  Log all events 

Work with your organization after an event to: 
●  Provide post-event analysis 
●  Educate staff and strengthen incident response capabilities 

Deliverable 
●  Detailed Incident Response Report 

Benefits 
With the Cisco Incident Response Service, your organization can: 

● Access real-time, expert help to more quickly and effectively respond to intrusions, exposures, and malicious code activities 

● Prevent or decrease network disruption and outages of critical services 

● Reduce the costs associated with damage to your network infrastructure, data assets, and corporate image 

● Improve the proficiency of your security and network staff to manage future network incidents 

● Improve the technical capabilities of your network infrastructure to detect and respond to security incidents 

● Use post-incident evaluations to continually refine and improve incident detection and response capabilities 

WHY CISCO 

Hackers and other malicious parties intent on compromising network security never rest. Neither can your network security systems. In order to 
preserve critical business services and assets, safeguard customer trust and loyalty, and decrease the costs of future network attacks, you must 
employ a vigilant, ongoing, and proactive approach to network security.  

As part of the Cisco Lifecycle Services approach, Cisco Incident Readiness and Response services help protect your organization throughout the 
planning, design, and operations stages of your network. Equipped with these services, organizations can more effectively prepare for, manage, 
and react to network security incidents.  
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AVAILABILITY AND ORDERING 

Cisco Incident Readiness and Response services are available through Cisco and Cisco partners globally. Details may vary by region. 

FOR MORE INFORMATION 

For more information about Cisco Incident Readiness and Response services or the Cisco Lifecycle Services approach, contact your Cisco 
representative. 

 
 


