
Cisco Security Planning and Design Service 

A Network That Supports Your Goals
Cisco brings together technologies that enable 
employees, customers, and partners to securely access 
mission-critical services and applications and take 
advantage of new business models. But, supporting new 
business models that foster broader collaboration and 
greater productivity requires an organization to balance 
business transformation with the protection of network 
access and assets, while also making sure of availability 
and supporting regulatory compliance. 

Cisco SecureX™ is a context-aware, network-centric 
approach to security that enables organizations to 
embrace the new network security landscape while 
protecting business assets, critical services, and 
employees. Central to protecting the network from 
security intrusions is a comprehensive security solution. 
Integrated, dynamic security controls protect the 
network infrastructure against ever changing threats 
and vulnerabilities, while also supporting alignment with 
evolving security policy and compliance requirements. 

The Cisco Security Planning and Design 
Service
Building a robust security defense for your organization’s 
network begins with a clear understanding of the 
current vulnerability state of your network, applications, 
systems, and network-connected devices. Designing 
and deploying a multilayer defense solution require 
more than in-depth knowledge of security products 
and leading practices; it  also requires extensive 
knowledge of the network infrastructure that supports 
the security solutions.

Security Technology Readiness 
Assessment 
By assessing your requirements and current network 
state early in the planning process, Cisco can identify 
gaps and recommend changes to your network 
infrastructure that will improve the effectiveness of your 
Cisco security solution, reduce deployment costs and 
duration, and allow for smooth solution integration. 

Security Design Development 
Your custom security design will reflect 
recommendations made as part of technology 
readiness assessment and represent the best use of 
available Cisco security technology features to meet 
your requirements and to most effectively protect 
your business. An effective security design helps your 
organization to better protect business assets and 
services, to more cost-effectively deploy new security 
solutions, and to avoid costly delays and disruptions 
during implementation. 

Security Implementation Engineering 
Improve deployment efficiency, accuracy, and success 
with support from Cisco security engineers using an 
in-depth, detailed implementation process based on 
leading practices. Cisco security engineers guide and 
assist your team before, during, and after deployment. 

Security Knowledge Transfer
Prepare your staff to effectively operate, optimize, 
maintain, and manage your Cisco security solution with 
formal and informal training and ongoing consultation. 

A ROBUST SECURITY SOLUTION DEPLOYED QUICKLY AND COST EFFECTIVELY
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The Cisco® Security Planning and Design Service 
helps you develop and implement an effective 
yet flexible solution with four activities that Cisco 
security experts have identified as essential for 
successful security deployments: 

•	 Security technology readiness assessment: 
Reviews your security policies, assesses your 
network, and identifies business requirements 
to prepare for the design of a network 
security solution that aligns with your business 
objectives. 

•	 Security design development: Develops the 
security design and documents the solution 
architecture with detailed designs and system 
test plans. 

•	 Security implementation engineering: Improves 
and supports deployment success. You 
receive support before, during, and after 
implementation. 

•	 Security knowledge transfer: Instills in your staff 
the knowledge and skills to operate, optimize, 
maintain, and manage your enhanced security 
solution. 



Why Cisco Services 
Realize the full business value of your technology 
investments more quickly with intelligent, personalized 
services from Cisco and our partners. Backed by 
deep networking expertise and a broad ecosystem of 
partners, Cisco Services enable you to successfully 
plan, build, and run your network as a powerful business 
platform. Whether you are looking to seize new 
opportunities, to meet rising customer expectations, to 
improve operational efficiency,to lower costs, mitigate 
risk, or accelerate growth, we have a service that can 
help you. 

Availability and Ordering 
The Cisco Security Planning and Design Service is 
available globally and can be purchased from Cisco and 
Cisco certified partners. Service delivery details might 
vary by region. 

For More Information 
For more information about Cisco Security Services, visit 
www.cisco.com/go/services/security or contact your 
local account representative.
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