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Abstract:

IT business leaders are being confronted with a choice.
Either embrace users’ freedom or liberty to choose a
mobile endpoint and applications that they deem
appropriate to support their work, or dictate a limited
number of supported mobile endpoints and
applications in which employees must choose? At the
center of this decision is security concerns and control
as the number of mobile endpoints connecting into
enterprise networks skyrocket. A larger secondary
effect is that employees are downloading low cost (99
cents to $4.99) mobile applications, which is changing
the mix of corporate application portfolios without IT
visibility but user request for support. At the same time
video communications is expanding throughout the
enterprise and the endpoints it supports. IT business
leaders can avoid this difficult choice and offer users
freedom to choose the mobile endpoint and
applications of their liking and still maintain security
and control by deploying a Borderless Network. In this
industry white paper, we review market dynamics
shaping mobile computing plus video communications
and how a Borderless Network offers user choice, IT
management control and in the process, a more
productive and agile workforce.

Networks Without Borders

It's been over eighteen months since Cisco introduced
the concept of Borderless Networks. Within this short
time frame Borderless Networks has expanded to
support Cisco’s EnergyWise, TrustSec, CleanAir,
AppVelocity, Medianet and AnyConnect. These
innovations added energy conservation and
monitoring, security, mobility, application optimization
and visibility, video communications and secure remote
access to corporate networking. With its fourth-major
release, Borderless Networks is by far the most
comprehensive approach to computer networking that
breaks down silos, boundaries and in the process,
eliminates user friction by offering access to IT assets
on any endpoint independent of geographic location
and time. Cisco has expanded the borderless concept
more broadly with new network management and
video communications enhancements while delivering
powerful policy management that puts access control
back into the hands of IT. In the latest investments in
Borderless Networks, Cisco is adding context aware
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security and policy plus the ability to deliver video
communications to any enterprise endpoint and
providing IT the tools to manage the delivery of these
technologies. Borderless Networks delivers user
freedom with IT controls and in the process creates a
borderless organization that's equipped to respond
quickly to market dynamics.
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Post-PC Era

Borderless Networks has become very popular as IT
business leaders intuitively understand the concept
and requirement to connect anyone, anywhere, at
anytime, on any endpoint device. The hard part is to
deliver this flexibility securely, reliably and seamlessly.
Borderless Networks is aligned with fundamental
trends shaping IT as IT transitions to a post-PC era
where networks connected desktop/laptop computers
to data centers and the internet give way to mobile
endpoints accessing private and public clouds. In fact,
at the latest CES trade show between 80-to-100 new
tablets were introduced. Networking has evolved in
step with major changes in computing. Centralized
mainframes drove SNA, distributed mini computing
drove DECnet/OSlI, personal computing drove PC
LANs which drove the internet and remote access. All
of these networks and their management evolved as
silos requiring energy/technology/personnel to move
between them. Now mobile and cloud computing plus
video is driving a new IT paradigm and once again is
changing networking.

Borderless Networks is breaking down these silos and
in the process, boundaries, which simplifies: 1) user
access as they transition between networks, 2)
management integration and 3) support of multiple
networks and media, especially video communications.
Simply put, Cisco is the only networking firm that has
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communicated and financed this vision of networks
without borders.

The Value of Borderless Networks

Borderless Networks has a far greater meaning than
just the unification of networks and management. The
value corporations gain is found in what happens when
they deploy a Borderless Network. Yes, there are
strong financial reasons to build a Borderless Network
that reduce IT capital and operational spend, but the
real value is found in Borderless Networks’ impact on
corporate performance. There is a borderless
experience that employees gain. A borderless
experience has attributes of less friction to access
information, increased productivity, freedom and full
choice of the type of endpoint that is best suited to their
needs and greater options of communications,
especially video collaboration.

As employees are equipped with a Borderless Network
and experience its attributes, behavior starts to change
and what is referred to as a borderless organization
starts to take root. An organization becomes more
productive and agile, responding faster to market
dynamic changes as boundaries are eliminated where
business processes flow faster throughout the
corporation. A Borderless Network organization starts
with freedom and liberty of employees to access IT
assets on endpoints of their choice. To meet business
objectives and security concerns, business processes
are governed by policy and policy is now able to
unleash the power of highly-productive employees.

Borderless Networks focuses on delivering to
executive management a solution that allows anyone
to access IT assets on any device securely, reliability
and seamlessly. To deliver a borderless organization,
Cisco is introducing new technologies in the area of
centralized policy, unified management and capabilities
that automate the delivery of media content across the
enterprise network and beyond. Central to a
borderless organization is to embrace the
democratization of IT, where employees choose the
endpoint of their liking, being it an iPad, Motorola
Zoom, etc., and having it supported by IT. Employees
expect to use these mobile devices anywhere to
access any application both corporate and personal.
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Mobile Application Downloads Drive Fastest Rate
of Change of Corporate Application Portfolio

Device flexibility and liberty is fundamentally changing
how applications are being deployed within
corporations. For example, the Apple App Store has
shifted how IT thinks about application provisioning.
Many employees are now downloading productivity
enhancement applications such as inventory
management, or customer resource management from
the App Store, at low prices such as $4.99 without IT
involvement. This new application delivery model is
changing a corporation’s application portfolio mix at
perhaps the fastest pace ever.

This change in application delivery is shifting the IT
control boundaries. IT control is quickly moving toward
the individual at the pace of mobile endpoint and
Android plus Apple store sales. Mobile and video
communications are getting away from IT, creating a
challenge to secure these devices, deliver network
connectivity anywhere and to maintain application
quality/experience across the network.

IT’s Mobile and Cloud Computing Challenge

The burden IT is under is the difficulty to keep up with
the rate of change occurring in the mobile and cloud
computing markets, which are driven by
consumerization of IT and its associated low price
points. IT sees its users equipped with the latest
mobile endpoints, downloading applications they have
no visibility into, cloud services making it easy and low
cost for users to consume applications, server
virtualization in the data center, etc. What Borderless
Networks seeks to do is to embrace this change and
make it easier for IT to add value and manage while
introducing simplicity. With estimates of 80% of IT’s
time spent on mundane processes that are yet
operationally core, the ability to decrease this time
spend will free up IT to deliver new and exciting
projects. To get this time back, simplicity needs to be
added to IT operations.
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In Borderless Networks, simplicity is delivered in three
key areas:

1) Centralize policy across the network by
breaking down silos of how policy
typically is enforced,

2) Unify management across networks by
removing silos and simplifying
operations,

3) Automate how the network responds to
applications, especially video based
applications and communications.

These three areas strive to reduce operational time
and expense through advances in efficiency and
automation.

Centralized Policy Definition-Distributed
Enforcement

A centralized policy engine whose rules are enforced
throughout the network offers IT operations
simplification. Any person and the associated endpoint
may be offered access to network resources
anywhere, but only if certain rules are followed and
enforced. Cisco’s SecureX architecture provides the
framework and tools for context based policy rule
definition, user and device authentication, profiling and
posture assessment plus troubleshooting and ongoing
monitoring of policy enforcement. What's new is
Cisco’s Identity Services Engine or ISE and TrustSec
2.0. ISE is a new centralized policy engine that
combines much of the policy features and attributes of
Cisco’s ACS (Access Control Server) and NAC
(Network Access Control) profiler, guest, manager and
server simplifying policy rule definition and
enforcement. It also offers a unified view of policy
management. TrustSec 2.0 is the enforcement
mechanism of policy rules into network elements
enabling wide distribution of policy enforcement.

Cisco SecureX Architecture enforces security policies
based on the full context of the network access
situation. This next-generation, context-aware

security architecture meets the evolving security needs
of borderless network environments. For example,
contextual information such as user and endpoint
identity, application(s) being used, time-of-day and
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location is used to determine if network access is
allowed or denied.

With centralized policy defined via ISE, TrustSec 2.0
provides access control plus encryption. Within access
control, a device’s security posture is assessed, the
end user is identified, and the device is profiled, all of
which is used to make an intelligent decision to grant
or deny network access. In addition, the network can
“tag” a user’s data stream, so that as the stream
transverses throughout the enterprise IT infrastructure,
the network can enforce defined policy independent
upon the stream’s destination(s). For example, once
the user has passed access control, should this user
decide to search for a payroll server location, the
network may recognize that he/she is not allowed
access, thanks to defined policy, and the network can
drop the requests and log the event.

Access Control and Contextual Information

With trusted systems on the inside of an enterprise
network providing enforcement through policy of mostly
fixed endpoints, such as desktops and IP phones, the
question on most IT business leaders’ minds is how to
extend these protections to the exponentially-growing
mobile community and non-user network devices. To
protect IT assets, IT leaders are seeking a process in
which all devices connecting to the network,
independent upon inside or outside the perimeter, are
profiled to analyze device function and apply
appropriate policy. For example, an IP camera may be
identified during profiling and then a policy applied that
allows IP cameras to transmit data, but not allowed to
request data. In addition, during post access control,
the network then monitors the IP camera to assure
policy is applied while the IP camera is connected to
the network.

This type of contextual information builds another level
of defense and is also extended to the virtualized data
center environment. For example, once a virtual server
comes online, policy can be applied to it, which is then
communicated to the entire infrastructure. Policy may
allow a virtual server to pass traffic between Virtual
Machines (VMs) on a select number of hypervisors. In
addition, these VMs may also recognize that the new
virtual server can do X and Y with these VMs but not Z.
This level of control granularity enables SecOps to
define virtual environment behavior in a meaningful
way.


http://www.cisco.com/en/US/prod/vpndevc/ps6032/ps6094/ps6120/context_aware_security.html
http://www.cisco.com/en/US/prod/vpndevc/ps6032/ps6094/ps6120/context_aware_security.html

Deploying and Managing Pervasive Enterprise Mobile Endpoints and
Video Communications with Borderless Networks

The Network Is The Firewall

Clearly policy management via ISE is an integral
component of Cisco SecureX. ISE will assume the
policy features of the above Cisco ACS and NAC
products offering posture assessment, remediation and
quarantine functionality. Device profiling for non-
authenticating devices such as IP Cameras, printers,
WLAN access points, etc., are to be placed on guest
services with triple-A check. The aggregate of these
features with the ability to create centralized policy that
can be pushed out to the entire network infrastructure
creates a highly distributed logical firewall. A firewall’s
job is to allow or deny access to IT resources; Cisco’s
SecureX then turns the entire network into a highly
distributed firewall, where every component of the
network is now analyzing and processing traffic.

While the above addressed network access security to
assure policy enforcement, post access or ongoing
monitoring is also required. Further, there will be times
when access is denied but policy needs to be
overruled, therefore troubleshooting access problems
is also required.

Why Define Policy?

Defining policy and exploiting the network to enforce it
improves security and compliance with regulations,
presidential orders and legislation. A centralized policy
engine permits or denies network access based upon
policy rules. In doing so, IT will have enhanced
employee satisfaction thanks to increased freedom and
liberty for them to use any endpoint device and
application dynamically with consistent policies.
Therefore, policy gives users flexibility to control their
work environment and IT control to build appropriate
defenses against exploits and bad behavior. By
centralizing policy creation and scaling enforcement,
time to deploy is reduced.

So how may this context aware policy enforcement
work? Policy may state: “When you’re inside the
network, there’s one set of rules. But if you leave the
network, policy moves and perhaps changes with you.”
For example, an exchange between two users may be
allowed while both are inside the network. The network
could allow certain content to pass between the users.
But if one moves outside the network, then the network
could stop some content from moving between them.
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An example of enforcement due to anomalistic
behavior could be a user logging in from within his/her
New York network while another login request comes
in from the same user located in Shanghai, China; the
network needs to make a decision about which one of
these users is authentic and what action to take upon
both users.

Unified Management and Simplified Operations

IT departments need to be able to effectively manage,
secure, and scale their networks, services, and
applications. Many IT departments have found that
their management operations are too complex or
inefficient to meet their needs. Cisco is simplifying
management and unifying operations with the
introduction of Cisco Prime™ for Enterprise. Managing
networks should be easier with Cisco Prime for
Enterprise products thanks to a consistent user
interface and automated tools based on proven best
practices that cut across network borders

Cisco Prime for Enterprise is a strategy and portfolio of
management products with a common look and feel
plus user interface design that is consistent across
network management products. This unified design
supports easy configuration, troubleshooting, and
monitoring of networks and services. It helps NetOps
to be more productive and effective as well as hastens
the learning curve by simplifying navigation within and
between Cisco management products. Cisco Prime for
Enterprise supports integrated lifecycle management of
the networks, services, and endpoints for Cisco
Borderless Networks, data center, and collaboration
architectures.

The Cisco Prime for Enterprise strategy is built on a
service-centric foundation and common operational
attributes that provide an intuitive workflow-oriented
user experience. Six common operational attributes
are supported across the products including integrated
Cisco best practices, day-one device support, and a
new capability called Cisco smart interactions for self-
help troubleshooting and auto-generation of TAC
(Technical Assistant Center) cases.
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The Cisco Prime for Enterprise product portfolio
includes four products:

e Cisco Prime Network Control System (NCS)
1.0 offering user and access management
across wired and wireless networks to support
endpoint and policy visibility with complete
wireless lifecycle management. Cisco Prime
NCS supports monitoring of the Cisco ISE.

e Cisco Prime LAN Management Solution (LMS)
4.1 delivers management of Borderless
Networks and services including EnergyWise,
TrustSec, and medianet with full wired lifecycle
management.

o Cisco Prime Network Analysis Module (NAM)
5.1 provides application plus performance
visibility to optimize network resources and
troubleshoot performance problems.

e Cisco Prime Collaboration Manager (CM) 1.0
supports intelligent media diagnostics to
monitor, troubleshoot, and report on video
collaboration sessions and media paths —
including telepresence.

Cisco Prime Network Control System (NCS)

Cisco Prime NCS focuses upon endpoint, user, and
policy visibility for wired and wireless networks while
Cisco Prime LMS continues to provide management
for the wired network and network services such as
medianet and Energywise. Cisco Prime NCS policy
integration further enhances visibility by easing
troubleshooting and making IT more efficient.

With troubleshooting client connectivity issues being
one of the biggest IT pain points, Cisco Prime NCS
offers access to crucial information speed resolution.
For example, when a user calls a help desk with the
issue of not being able to access information needed,
all the help desk representative needs to do is enter a
search for the individual’s user name. This is far
simpler than relying on the end-user to provide a Mac
or IP address that often requires time-consuming help
desk intervention.

Based on the user name, Cisco Prime NCS displays
the number of devices associated with the user and
reveals which devices, wired or wireless, have
potential problems. This streamlined process
minimizes the guesswork associated with finding the
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cause of the problem. Faster troubleshooting enables
first-tier support to solve more problems, without
escalation, which allows end-users to get back online
faster, thus maintaining employee productivity. This is
the power of converged user and access visibility for
wired and wireless networks with identity integration,
enabled by Cisco Prime NCS and Cisco ISE.
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Automated Delivery of Video and Voice
Communications

The third component of Borderless Networks is the
automation of video and voice communication delivery
over the enterprise network, where video is the new
high growth application. In short, Borderless Networks
is adding network intelligence for video delivery from
any video enabled endpoint to another as seamlessly
as possible. What’s being added to Borderless
Networks is support for branch video conferencing,
auto configuration of network resources to support
video, increased visibility of video traffic plus reporting
and troubleshooting tools.

These innovations fall under the Borderless Networks
Medianet Services and include enhancements to the
MXE or Media eXperience Engine, and ISR G2. New
Medianet endpoint technologies such as the Media
Services Interface or MSl is client software that
provides basic network intelligence into the endpoint to
assist it in auto-configuration and improve user video
experience.

To deliver high-quality video throughout the enterprise
and beyond, Medianet delivers three key capabilities:

Media Monitoring: First, to provide a consistent end
user experience, Cisco has developed Media
Monitoring. There are three capabilities within the
Media Monitor: IPSLA Video Operation (IPSLA VO),
Performance Monitor, and MediaTrace. Performance
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Monitor evaluates the network traffic which gives
NetOps visibility of running video streams over the
network to observe network impact/load. Another
feature within Media Monitoring is MediaTrace, which
provides a tool for NetOps to traverse the network hop-
by-hop following the real-time flow of video traffic
through the network to aid in troubleshooting and
problem resolution. To assure the network can support
a video session being requested, IPSLA VO transmits
synthetic traffic, without probes, over the network to
assure the network possesses the capacity to transmit
video in high-quality. This is in essence the ability to
launch a real-time pre-planning tool.

Cisco Prime Collaboration Manager: Second,
simplified video collaboration visibility and
troubleshooting is enabled through Cisco Prime
Collaboration Manager or CM 1.0. Cisco Prime CM
provides end-to-end visibility and isolation of video
issues for TelePresence sessions, endpoints and the
network. In addition, Cisco Prime CM provides a
complete inventory of all video related assets, including
endpoints, network devices, and service infrastructure
which helps control costs and aids in network planning.
Cisco Prime CM supports Cisco TelePresence System
(CTS) end points with support planned for Cisco
TelePresence System C Series and EX Series in future
releases.
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Media eXperience Engine: The Media eXperience
Engine (MXE) appliance, provides any-to-any media
adaptation and analytics for endpoint video
interoperability. Those with TelePresense are familiar
with MXE, but it is an important enabler of video to a
wide variety of devices and part of the strategy to
enable video and collaboration on mobile devices.
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Video Conferencing on ISR G2: Separate from
Medianet, Cisco is adding video conferencing to the
ISR G2 with its packet voice/data module (PVDMS)
DSP (Digital Signal Processor) to provide ad-hoc video
conferencing at the branch level. This optimizes
resources within the branch office for video
conferencing and avoids video conferencing traffic over
the network.

For example, when video conferencing is made
available to branch offices multiple video streams are
forced to traverse the wide area network (WAN) on
route to a centralized MCU (Multipoint Control Unit) for
mixing being controlled by UC Manager. The result is
that the WAN can easily be consumed with video traffic
especially in the branch where WAN bandwidth is at a
minimum with user experience suffering. With
Medianet, ISR G2s are equipped with PVDM3, which
provides local mixing, keeping video traffic local in the
branch, assuming participants are local. Further, video
is controlled by CUCM and CUCME. In addition
PVDMS3 also provides ad-hoc and MeetMe
conferencing too enabling spontaneous video
conferencing sessions to occur.
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Medianet Example

To bring Medianet to life, consider a Cisco use case.
Cisco Borderless Networks IT uses Media Monitoring
to expand the use of video conferencing throughout the
network. They especially benefit from the ability to
monitor the conditions on the network without the use
of probes, which helps them make better business
decisions and make more efficient use of resources.
Cisco is rolling out Media Monitoring to enhance its









