
The Cisco® Service-Oriented Network Architecture1 
(SONA) provides a foundation upon which network-
based services can enrich business solutions with 
network-embedded functionality previously not avail-
able to applications. When deployed as part of a Cisco 
network, these services transform reliable transport into 
a strategic asset that increases efficiencies and enables 
new business processes. This At-a-Glance provides 
an overview of the Cisco ACE XML Gateway2 service, 
which is part of the acceleration and security domains of 
the SONA framework and plays an integral part in other 
enterprise domains.

Optimize Web Services
The Cisco ACE XML Gateway greatly facilitates secure, 
scalable deployment of XML applications and Web 
services. By offloading non-business, computationally 
intensive operations directly to the network infrastructure, 
the Cisco ACE XML Gateway enables a shared-service 
environment, reduces end-to-end latency, and enables 
business services to scale to meet capacity impera-
tives while improving server utilization. A rich and open 
API allows users to implement custom access control, 
message transformation, and extend the protocol-
handling capabilities for the system, allowing it to deliver 
its benefits in any enterprise environment.

Drive XML and SOA Business Services
The rich feature set included in the Cisco ACE XML 
Gateway allows it to support service-oriented archi-
tecture (SOA) environments implemented using Web 
services technologies and to accelerate, secure, and 
scale XML applications out of the box. 

Cisco ACE XML Gateway Services Architecture
Cisco ACE XML Gateway Services architecture (Figure 1) 
is designed to scale with your enterprise and enable you 
to reuse and repurpose the services for integration of 
multiple applications in support of business processes. 
The Cisco ACE XML Gateway services architecture is 
comprised of the following components:

Cisco ACE XML Gateway appliance•	
Control client•	
Acceleration and Virtualization services•	
Routing services•	
Security services•	
Software development kit (SDK)•	

Figure 1: Cisco ACE XML Gateway Services Architecture

Summary

The Cisco ACE XML Gateway solution offloads 
computation-intensive XML message processing from 
the servers, improving application performance. It helps 
ensure that XML messages can be processed without 
compromising security, interoperability, or reliability and 
allows quick provisioning of Web services to customers 
and partners.
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1 http://www.cisco.com/go/SONA
2 http://www.cisco.com/go/ACE 



Cisco ACE XML Gateway Services Interface
Cisco ACE XML Gateway services are part of the accel-
eration and security services of a Cisco Service-Oriented 
Network Architecture (SONA) design. Customers and 
third-party developers may need to extend the features 
of the Cisco ACE XML Gateway with a software devel-
opment kit (SDK) to optimally address their particular 
implementation environment. The Cisco ACE XML 
Gateway API allows users to implement custom access 
control, message transformation, and extend the proto-
col-management capabilities for the system, allowing it 
to deliver its benefits in any enterprise environment. The 
Cisco ACE XML Gateway solution offers these benefits:

Maximizes XML application and Web services •	
scalability

Improves XML application security•	
Accelerates performance of XML applications and •	
Web services

Cisco ACE XML Gateway SDK Components
The following section provides an overview of the Cisco 
ACE XML Gateway SDK components. Please refer to the 
complete API documentation1 for details. 

The SDK is made up of sample code, javadoc, and 
libraries for developing Gateway extensions. The core of 
the SDK is the Cisco ACE XML Gateway API library, which 
provides the following features: 

Ability to customize service access decision-•	
making logic and credentials 

Read and write access to message headers, body, •	
and attachments 

Store-and-forward message handling interfaces •	
for manipulating messages that are too large to be 
directly handled in cut-through mode 

In-depth information on the source and destination •	
of the message

The SDK includes sample extensions that demonstrate 
how to use these and many other features, and allow 
developers to start creating extensions quickly. 

The SDK empowers developers to create extensions that 
allow the Cisco ACE XML Gateway to fit into any applica-
tion and messaging environment in the enterprise.

Cisco ACE XML Gateway Classes and Interfaces
The Cisco ACE XML Gateway classes and interfaces are 
contained in two packages. 

The key interfaces and classes of the API can be 
organized into the following categories:

SKDExtension and related interfaces and classes: •	
These usually form the starting point for an exten-
sion implementation.

ExtensionContext and related interfaces and •	
classes: These provide access to runtime informa-
tion such as request/response message and 
extension configuration data.

Miscellaneous interfaces and classes: These •	
include important classes and interfaces of the API 
not related to the previous two extensions.

Cisco ACE XML Gateway Extension Types
The Cisco ACE XML Gateway SDK is a Java-based 
software development kit for building extension modules 
that add to the built-in system capabilities. The SDK allows 
customers to create the following types of extensions:

Transformation extensions modify messages •	
passed through the Cisco ACE XML Gateway in 
a predetermined way, enabling transformation 
between XML and non-XML messages, standards, 
and proprietary formats.

Access control extensions supplement the existing •	
authorization and authentication capabilities of the 
Cisco ACE XML Gateway, switching and bridging 
XML messages across data, transport, credentials, 
and security standards. The Cisco ACE XML 
Gateway can be integrated with any existing access 
control solutions implemented by customers.

I/O extensions allow the Cisco ACE XML Gateway to •	
support new protocols for handlers and service descrip-
tors, extending protocol processing stack capabilities.

Summary
Developers who need to extend the features of the Cisco 
ACE XML Gateway get a powerful toolset with the Cisco 
ACE XML SDK. The SDK allows users to implement 
custom access control, transformation, and input/output 
modules for the system, allowing it to provide accelera-
tion, scalability, and security benefits in any environment, 
adapting to any custom protocols, security, and XML 
message transformation requirements. This allows the 
Cisco ACE XML Gateway to offer system capabilities 
when it comes to securing, scaling, and accelerating 
XML and heterogeneous, custom application environ-
ments. Cisco also offers development support through 
its Cisco Developer Technology Program2.
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