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The Cisco® Service-Oriented Network Architecture
(SONA,) provides a foundation upon which network-
based services can enrich business solutions with
network-embedded functionality previously not avail-
able to applications. When deployed as part of a Cisco
network, these services transform reliable transport into
a strategic asset that increases efficiencies and enables
new business processes. This At-a-Glance provides an
overview of the Cisco VFrame Data Center Orchestration
Service, which is part of the virtualization domain of

the SONA framework and plays in integral part in other
enterprise architecture domains.

Orchestrate Network Resources Dynamically
Coordinating, provisioning, and repurposing physical
and virtual infrastructure services comprised of network,
storage, and compute resources are key capabilities

of Cisco VFrame Data Center Orchestration Services'.
Deployed over a Cisco Service-Oriented Network
Architecture (SONA)?, the services allow administrators
to rapidly commission infrastructure environments in
support of new application deployments across shared
pools of resources. A rich and open API provides the
ability to integrate the services with a wide spectrum

of business and workflow applications to facilitate the
orchestration of services using the ubiquity of the network.

Orchestration Services Enable Custom Provisioning
Cisco VFrame Data Center Orchestration Services allow
businesses and partners to enhance existing network-
resource orchestration applications or create customized
applications that interface with the network for dynamic
provisioning of virtualized resources across the network
fabric. Business processes and workflow applications can
be made more efficient, yielding a wide range of benefits:

Operational costs savings
Greater IT agility
Increased business responsiveness

" http://www.cisco.com/go/vframe
2 http://www.cisco.com/go/SONA

Cisco VFrame Data Center Orchestration
Services Architecture

Cisco VFrame Data Center Orchestration Services have a
simple architecture that is designed to scale with your enter-
prise and enable you to reuse and repurpose IT resources
to support multiple business processes. The architecture
(Figure 2) is comprised of the following components:

VFrame appliance

— The central orchestration and provisioning
controller that connects to the Ethernet and Fibre
Channel networks of the data center

— System-level high availability using automated
failover between them

Administrative GUI

— Java-based administration client

— Secure access through role-based access
control (RBAC)

— Graphical topology views of the network and
connected devices

— Locally run client downloaded through a Web
browser

Web services interface and software development kit

— Applications that can configure, query, monitor, and
control all resources managed by the appliance

— Integrate with third-party or in-house manage-
ment applications

Host agents

— Server “heartbeat” communication to the Cisco
VFrame data center appliance to enable rapid
server failover

— Capacity utilization metrics that feed into
dynamic policy-based triggers to add or delete
servers based on load

— Graceful shutdown of servers at the OS level
during dynamic provisioning

VFrame macros
— Allow for automated actions of custom provisioning
— Include server and disk management functions

Figure 1: Cisco VFrame Data Center Orchestration Services Architecture
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Summary

Well-orchestrated, virtualized infrastructures with highly
available pools of resources offer clear competitive
advantages. Business process changes become

faster and easier to implement, allowing an enterprise
to respond to changing requirements more easily. [T
becomes an enabling partner in business-continuance
planning and risk-management initiatives. Examples
include time savings in application roll-out, increased
utilization of existing assets, and utility-based high-
availability resource pools. Cisco has partnered with
several companies to form complete business solutions,
but in addition provides rich APIs that can integrate with
any business application to drive innovation.
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Orchestration Services Interface

Orchestration services are part of the virtualization and
fulfillment services of a Cisco SONA design. The rich
and open APl allows integration of these services with
business applications to increase agility in provisioning
business applications and resiliency. Cisco has stan-
dardized on Web services SOAP/XML as the interface
for integrating existing operations frameworks that
manage, query, and execute orchestration services.

Orchestration Services Message Types

Cisco Orchestration Services use Web Services
Description Language (WDSL) SOAP over HTTPS as the
communication mechanism and contain the following
message types:

Request: sent from the client to the server to set or
get information.

Response: sent from the server to the client in
response to a request.

Notification: sent from the server to the client
asynchronously upon a particular server event
occurring. A client application must register for
notifications based on a set of criteria defined in the
request for notification.

Orchestration Services Functions

The following section provides an overview of the Cisco
Orchestration Services functions. Please refer to the
complete APl documentation' for details.

About VFrame: retrieve version information about
the VFrame appliance

Credentials management: usernames, passwords,
and SNMP community strings required to obtain
device information

— List device credentials

— Add credentials

— Modify credentials
— Remove credentials

Resources: networking devices found by running a
discovery

— Query resources

— Query resource pools

— Manage resources

— Un-manage resources

— Maintain resources

— Label resources

— Update resource pools

— Query physical to logical mappings
Service templates: network map that includes
elements for a service

— Listtemplates

— Exportlogical template

— Importlogical template

Service design: create a service network based on
a published template

— List service networks
— List service network elements

Service operations: functions for working with
service networks

— Start service network

— Stop service network

— Verify service network

— Add logical servers

— Image logical servers

— Remove logical server

— Listservice element events

— Execute service element event

— Query logical to physical mappings

" http://www.cisco.com/en/US/docs/net_mgmt/vframe_data_center/vfdc114/programmer/guide/programmersi 14.html

2 http://www.cisco.com/web/partners/pr46/tdp/index.html
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Jobs: run jobs on the server and retrieve details for
a particular job

Notifications: a registered receiver must implement
a SOAP endpoint using HTTPS. The following
actions and notifications are available:

— List, register, and remove receivers
— Notification details

— Service template state change

— Service element state change

— Faultchange

— Job completed

— Server inventory completed

— Logical server created

— Logical server deleted

— Resource lifecycle state change
— Resource managed state change
— Resource fault state change

Summary

Orchestration of network, storage, and compute services
is a key capability best provided through the ubiquity of
the network. Cisco VFrame Data Center Orchestration
Services enable increased business agility by speeding
deployment and recovery of business applications.

A standard and well-known API allows developers to
integrate orchestration services with a wide variety of
third-party packaged or in-house developed applica-
tions to achieve operational excellence. Cisco also offers
development support through its Cisco Developer
Technology Program?.
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