
To avoid the time delays, effort, expense, and security
risk of physically transporting tapes, companies now
leverage the low costs, performance, and security of a
network connection to a remote backup site. In particu-
lar, the availability of metro services based on dense wave
division multiplexing (DWDM), Synchronous Optical
Network/ Synchronous Digital Hierarchy (SONET/SDH),
and the long-distance reach of FCIP enables a high-
speed, streamlined remote backup process called
electronic vaulting. 

For data backup, the Cisco MDS 9000 SAN Switches
support large-scale backup over a SAN; the Cisco 
SN 5428-2 Storage Router supports consolidated backup 
at the department level and the ONS 15540 and 15530
metro optical products are ideal for high-speed backup
where dark fiber is available. 

Remote Asynchronous Replication
For those applications that require much faster recovery
than can be expected from tape backup, IT organizations
should look to an asynchronous replication technique.
Asynchronous replication software uses network band-
width efficiently by transferring only changed data blocks
or tracks to a remote backup system. This technique
requires much less bandwidth than transfer of full tape
backups, and enables faster data recovery in the case of
data corruption or a major disruption at the production
site. Asynchronous replication is often the preferred solu-
tion when the backup site is located beyond the metro
area since latency between the two sites does not impact
the performance of the production application. The devel-
opment of new standard networking protocols such as
Fibre Channel over IP (FCIP) reduce the cost of deploy-
ment by allowing SAN extension over IP networks rather
than requiring dedicated leased lines that were tradition-
ally used for this purpose.

The FCIP protocol is supported on the IP Storage Services
Module in the Cisco MDS 9000 SAN Switches, with a
dedicated port adapter in Cisco 7400 and Cisco 7200
Series routers and in the Cisco SN 5482-2 Storage 
Router. FCIP can be transported over a highly available
IP WAN, a SONET/SDH infrastructure or over DWDM
as appropriate.

Synchronous Disk Replication and Mirroring
Synchronous disk replication or mirroring is ideal 
for applications that require the fastest recovery and
which cannot afford a single lost transaction and com-
plete data integrity. These solutions synchronously repli-
cate all disk writes to a backup storage system located at
a remote site. An alternative to storage-based synchro-
nous replication, where the storage systems mirror the
data, is host-based synchronous mirroring, where the host
writes simultaneously to both the local SAN and to the
remote disk. Both replication and mirroring require a
low-latency, high-speed, highly reliable storage network,
since substantial latency between the two sites can nega-
tively impact application performance.

A number of networking technologies are suitable for
synchronous replication and mirroring. Where dark fiber
is available, the combination of DWDM technology and
the Cisco ONS 15540 Metro DWDM system or the Cisco
ONS 15530 DWDM Multiservice Aggregation platform
offers the benefit of transporting multiple high-speed
channels of different types (for example, ESCON, Fibre
Channel, and Gigabit Ethernet) across a single fiber pair.
And by supporting distances up to 200 km without
reducing the bandwidth available to any channel, Cisco
solutions for metro optical networks enable synchronous
mirroring with a very attractive return on investment. 

Where DWDM is not an option, companies can consider
carrying Fibre Channel over networks based on SONET/
SDH or Ethernet, using Cisco MDS 9000 multiprotocol
SAN switches, the FCIP Port Adapter for the Cisco 7200
and Cisco 7400 Series Routers or the Cisco SN 5482-2
Storage Router.

Data Center Mirroring
For nearly instantaneous failover to a backup site, IT
organizations can consider data center mirroring, where
both production and backup data centers share work-
loads and are fully synchronized. This data center mir-
roring can be achieved with either of two designs. In 
the first and more complex design, the same application
is load-balanced across two mirrored sites. Individual
user sessions are directed to the most available site by 
an intelligent load balancing system. In the second and
more common design, each data center supports a
different set of applications. When a failure occurs in 
one site, the surviving site takes over support for the
affected applications. 

The Cisco ONS 15540 and Cisco ONS 15530 platforms
meet the latency and bandwidth requirements of data
center mirroring by creating a high-speed metro network.
Both platforms also support the multiple channels
required for user access, system synchronization, and
storage replication.

Technologies for Continuous User Access
Fast recovery of data and applications is meaningless if
they can’t be accessed by all users—whether employees,
partners, or customers. Appropriate network-access tech-
nologies to consider for business continuance include site-
to-site load balancing, virtual private networks (VPNs),
and wireless LANs. Together, these technologies ensure
that users can remotely access the most available services,
from any location, at any time.

For example, if one network site fails or is inaccessible,
the Cisco GSS 4480 Global Site Selector system automati-
cally redirects user connections to another site. VPNs
based on the Cisco VPN 3000 Series Concentrators can
quickly connect a remote office to an alternate data cen-
ter, without the need for service provider provisioning of
a new network connection. Network access products in
the Cisco Aironet Series enable users to rapidly relocate
to a temporary or mobile office and re-connect to the
enterprise network via a wireless node and VPN
technology.

Leveraging the Network for Business
Continuance 
Cisco offers one of the most comprehensive and versatile
portfolios of storage networking solutions available
today. Customers have the ability to choose from any
combination of Fibre Channel, iSCSI, FCIP, and metro
optical technologies to build or expand their SANs. This
portfolio can meet the business continuance and price
performance requirements for companies of virtually any
size. SAN switching, optical networking, LAN switching,
and IP routing products from Cisco enable customers to
deploy end-to-end SAN solutions that span from the core
of enterprise data centers to remote branch office, helping
IT organizations meet their objectives for continuous
“business as usual.”

Business continuance is not a new concept; however, it
has become top of mind with corporate executives from
all industry segments. In fact, implementation of a busi-
ness continuance strategy has become a necessary cost of
doing business today. Besides obvious revenue impacts
associated with downtime and lost data, other serious
considerations include lost productivity, brand dilution,
legal consequences, and customer retention. Moreover in
some segments, such as Financial Services, Federal, and
Healthcare, business continuance is being regulated as a
critical requirement with which these organizations are
expected to comply. 

Organizations require a business continuance strategy
that ensures data is protected and systems can be
recovered rapidly. Any business continuance strategy is
dependent on an appropriate storage network implemen-
tation that enables data to be replicated and backed up,
systems to be rapidly redeployed, and users to access the
most available systems regardless of location. Deploying
redundant data centers, then interconnecting them over
distance, is a critical component of most sound plans for
business continuance. The Gartner Group recommends
that a secondary site for disaster recovery be located far
enough away from the primary data center to reduce the
likelihood of being affected by the same disaster. The
storage network that connects these sites with high-
performance, highly reliable and secure communications
provides a critical foundation for enabling a business to
continue as usual even while recovering from a disaster.

There is no “one size fits all” solution for business con-
tinuance. Most companies require a portfolio of business
continuance solutions in order to match application-
specific factors such as recovery time objective, data loss
criteria, technical feasibility, and business impact with
associated cost. Cisco Systems offers a portfolio of intelli-
gent storage networking solutions that provide the high
performance, reliable, secure infrastructure required for
the implementation of key data protection and recovery
strategies, such as data backup, replication and mirroring
across the local, metro, and wide area. In addition to
back-end solutions focused on data protection and recov-
ery, Cisco also provides networking solutions that ensure
continuous user access to applications and data. 

High-Availability Storage Networks
To minimize the impact of individual server or disk fail-
ures, enterprises are transitioning from a direct-attached
storage (DAS) environment, to storage-area networks

(SANs). In a networked storage environment, a standby
or clustered system can rapidly replace the failed system
with access to highly available shared storage systems 
on the network to ensure continued user access to data
and applications. 

For business continuance, the challenge is to find a way
to cost-effectively assure appropriate levels of availability
for all systems. An intelligent, multiprotocol SAN infra-
structure can support high-end server systems with Fibre
Channel as well as mid-range servers with the Internet
Small Computer Systems Interface (iSCSI). With iSCSI,
servers can gain access to consolidated storage while
retaining their existing IP infrastructure, allowing compa-
nies to cost-effectively expand the business continuance
benefits of SANs to midrange applications residing on
servers within the data center and on departmental
servers located throughout the campus and enterprise.
While iSCSI delivers connectivity from host systems to
storage arrays via IP, another protocol FCIP (Fibre
Channel over IP) provides SAN to SAN connectivity by
encapsulating Fibre Channel packets over IP. With the
application of FCIP, customers can extend their data
replication services or access to Fibre Channel-based
devices, such as tape libraries, over a LAN/MAN/WAN 
IP infrastructure. 

The Cisco storage networking product portfolio offers
customers the ability to choose from any combination of
Fibre Channel, iSCSI, and FCIP technologies to build or
expand their SANs. This portfolio can meet the business
continuance and price performance requirements for
companies of virtually any size, and includes the Cisco
MDS 9000 family of multiprotocol SAN switches, the
FCIP Port Adapter for the Cisco 7200 and Cisco 7400
Series Routers, and the Cisco SN 5482-2 Storage Router. 

Consolidated Tape Backup, Remote Backup,
and Electronic Vaulting
In conjunction with other strategies, backup to tape or
near-line disk remains an important part of any compa-
ny’s business continuance strategy. To ensure consistent,
efficient, and reliable backup and restore procedures, it 
is important to consolidate backup over a storage net-
work, using backup software to schedule backups and
restores to central tape libraries. The benefits of SAN-
based backup, using Fibre Channel, FCIP or iSCSI as
appropriate, include shorter backup windows and the
utilization of a separate network that doesn’t negatively
impact normal operations.

Traditionally, many business continuance plans have
relied on creating backup tapes in-house, then physically
transporting the tapes off-site to a backup data center. 

Business as Usual
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