
 

 

Brochure 

© 2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 3 

Cisco Self-Defending Network Solution for 
PCI Compliance in Healthcare 

Executive Summary 

The Payment Card Industry Data Security Standard (PCI DSS) was designed to protect customer 

privacy and their credit card information. However, meeting PCI requirements can be a challenge 

for many healthcare customers. The Cisco® Self-Defending Network PCI solution provides 

guidance for healthcare institutions working to reach PCI compliance. Cisco offers the Cisco PCI 

Validated Architectures—a set of PCI audited architectures for remote location, Internet edge, and 

data center networks—to help with the design and implementation of network security for PCI. 

Introduction 

PCI was designed to ensure the security of cardholder data and information while in transit or at 

rest. PCI applies to any company that stores, processes, or transmits credit card information. This 

means that the PCI standard impacts most industries, including healthcare. Healthcare institutions 

may process credit card information in several locations, including registration and admittance 

areas, pharmacies, gift shops, cafeterias, in-room services, and online billing and payment 

processes. And wherever credit card data is stored, those locations also are part of the PCI scope. 

Areas such as the data center, remote clinics, or different departments that may store credit card 

data, are all impacted by the PCI DSS. 

The Risks of Noncompliance 

In the United States, the deadline for merchants to become PCI-compliant was September 30, 

2007 for Level 1 merchants and December 31, 2007 for Level 2 and Level 3 merchants. 

Companies that missed this deadline may receive fines between US$5,000 and $25,000 per 

month, with some companies receiving $100,000 fine per month. European merchants (non–Level 

1 merchants) have until December 31, 2008, and Level 1 merchants in Asia have until December 

31, 2009. 

Consequences are severe because of the high risk associated with compromised data. Security 

breaches have resulted in lawsuits, government investigations, expensive damage cleanup, 

reduced revenue, and damage to reputations. Some of the more expensive breaches have 

resulted in hundreds of millions of dollars in damage costs. 

The Challenge of Meeting Requirements 

PCI compliance requirements are comprehensive, but are built upon security best practices and 

provide more detailed information than most compliance regulations. Table 1 shows the 12 PCI 

requirements. 
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Table 1. PCI Requirements 

PCI Data Security Standard Requirements 

Build and Maintain a Secure 
Network 

1. Install and maintain a firewall configuration to protect data 

2. Do not use vendor-supplied defaults for system passwords and other security 
parameters 

Protect Cardholder Data 3. Protect stored data 

4. Encrypt transmission of cardholder data and sensitive information across public 
networks 

Maintain a Vulnerability 
Management Program 

5. Use and regularly update antivirus software 

6. Develop and maintain secure systems and applications 

Implement Strong Access 
Control Measures 

7. Restrict access to data by business need-to-know 

8. Assign a unique ID to each person with computer access 

9. Restrict physical access to cardholder data 

Regularly Monitor and Test 
Networks 

10. Track and monitor all access to network resources and cardholder data 

11. Regularly test security systems and processes 

Maintain an Information 
Security Policy 

12. Maintain a policy that addresses information security 

 

Most industry experts agree that the best way to achieve and maintain PCI compliance is to adopt 

a strategic, holistic approach to network security risk management and compliance that includes 

the network infrastructure, policies, and procedures. Cisco offers a network foundation that is an 

important step for healthcare institutions to achieve regulatory compliance requirements and 

implement data security best practices. 

Cisco Self-Defending Network Solution for PCI 

Cisco has developed a set of architectures (including remote locations, the Internet edge, and the 

data center) in a lab environment to address PCI requirements. Cisco invited a global PCI 

Qualified Security Assessor (QSA) to evaluate these architectures. The auditors found that the 

technology, if properly deployed and maintained, helps customers achieve PCI compliance. 

Customers can use these network architectures as a guideline for deploying their own network 

installations as they work toward PCI compliance. 

Learn More Today 

Cisco PCI solutions can help healthcare customers achieve their compliance goals and 

simultaneously enable new strategic business initiatives. Call your local Cisco account executive to 

learn how Cisco healthcare solutions tailored for meeting PCI requirements can help you reach 

your compliance goals. For more information, visit http://www.cisco.com/go/healthcare and 

http://www.cisco.com/go/compliance. 

http://www.cisco.com/go/healthcare
http://www.cisco.com/go/compliance
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