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USING THE CISCO SPAN PORT FOR SAN ANALYSIS

OVERVIEW

For today’s storage area networks (SANs), analyaersndispensable for finding and correcting neknmoblems. Analyzers supply SAN
managers with a view into the traffic traversingitmetworks and allow them to quickly troubleshewérything from bad cables to system failures.
Connecting an analyzer to a SAN requires inlingdifetion, that is, placing the analyzer on thé&dilbetween SAN components. However, breaking
links means interrupting normal SAN traffic andrattucing downtime. To alleviate this operationaitgem, the CiscoMDS 9000 Family of

director and fabric switches provides an analyp@nection option that does not require breakingslimisrupting traffic, or downtime called the
Switched Port Analyzer or SPAN port. This papercdbss the abilities and limitations of the SPANtdor SAN analysis.

SUMMARY

For managing and troubleshooting a production Sthl,Cisco SPAN port is a convenience feature. \MighSPAN port, users who connect
analysis equipment into their SAN fabric do notahéebring down the SAN or interrupt productionffia Offered on the Cisco MDS 9000 Family
of Fibre Channel switches and directors, SPAN tetdgy allows users to configure any switch portrioror data passing through any other switch
port, or aggregate of switch ports, within the fabfhe SPAN port can mirror ports whether local {be same switch) or remote (on another
switch connected to the fabric). An analyzer usesSPAN port to collect traffic for analysis.

The SPAN port is not a universal replacement finénanalysis. While convenient, it also has limdas. It is primarily recommended for use
on upper-layer protocol analysis tasks like ingzgthg interoperability and configuration issuesother cases, inline connection is still the best
location.

Among its advantages, the SPAN port:

< Provides analysis probing points without breaking bnk or bringing down the SAN

* May be activated just when needed, from any pothefSAN

« Passes Upper-Layer Protocol (ULP) information iih facluding ULP errors

» Aggregates all data from multiple probing points,ta the capacity of the output port being used 8®AN port
¢ Allows multiple sessions and SPAN ports to be wsdtie same time if needed

Following are recommendations for the best usk®f3PAN port:

* Use SPAN ports to debug configuration or interop#itg problems related with Fibre Channel link sees (such as FLOGI—Fabric Log In—
and PLOGI—Port Log In—, fabric services (such as dardsstribution, zoning, name services, routingtpools or fabric merging), and upper-
layer protocols (Small Computer System Interface38).

« Use analyzers that provide full line-rate monitgribecause the SPAN port provides no flow contretianism.

« Do not use the SPAN port when the aggregated ttwmuigto the SPAN port exceeds its physical capdtityr 2 Gbps), because it drops frames
if input rate exceeds output rate. Do not use AN port if spare capacity is unavailable in theNsgath from the probe point to the SPAN
port.

« Do not use the SPAN port to debug FC-0, FC-1, abeproblems, since it doesn’t mirror 8b/10b codiM\C layer primitives or errors (FC-0,
FC-1, FC-2), and corrupted frames with cyclic redmcy check (CRC) errors. It also introduces satenkty to mirrored data.
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As a SAN analyzer vendor, Finisar tested the SPAN o better understand its benefits and limitagiand to understand how to use Finisar’s test
tools in combination with this feature. This pafiest presents a tutorial of the SPAN port, a tegverview, and some additional technical details
provided by Cisco. Then it presents the individeats performed, the test results, the testing mdetlogy, and the Finisar tools that were used.

SPAN PORT OVERVIEW

SPAN is a proprietary technology of Cisco Systethat allows users of Cisco MDS 9000 Family switchad directors to configure the switch’s
ports to mirror data passing through any other&®S 9000 switch port, or aggregate of switch gontithin the fabric. The SPAN port can
mirror ports whether local (on the same switchjesnote (on another switch connected to the fabaE)shown in Figure 1. The SPAN port does not
mirror data from physical ports on other vendorgiipment.

The SPAN port’s capabilities allow users to conraewlysis equipment into their SAN fabric withouiniging down the SAN or breaking links to
install the analyzer hardware. Also, the SPAN porfmote monitoring capability—the ability to mirqworts on another switch—supplies a
connection point for ports that might otherwiseteccessible.

Figure 1. Local and Remote SPAN Port
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Exercising the SPAN Port

Finisar tested the SPAN port by exposing a CiscdSMIB06 Switch to various traffic stimuli and redagithe SPAN port’s outputs, without
making assumptions regarding its inner workingss EHpproach should be similar to the behavior éngt SAN administrator would perform when
making use of this feature.

After Finisar completed this testing, Cisco prowddesimplified architectural diagram of the SPANtg&igure 2). The diagram, when looked at in
combination with the test results, shows that #s¢ tesults are consistent with expectations.

Figure 2.  SPAN Port Simplified Architecture
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Connecting to the SPAN Port—Initial Test

The initial testing started with the SPAN port'mgiest feature, the ability to provide an accesatgo monitor traffic without bringing down the
SAN and without interrupting production connectia@mgraffic. Testers configured an arbitrary unusedtch port as a SPAN destination port while
passing data through two other ports on a Cisco MO® Series switch. The SPAN port began to miraific. Configuring the SPAN port did

not affect traffic flow on the network ports.

Checking SPAN Traffic—Link Layer Information

Once the SPAN port passed traffic, the results wagerded on an analyzer. Initial views showed thatSPAN port passed all Fibre Channel
frames including start-of-frame (SOF), header, pagll and end-of-frame (EOF). However, link-layeC{E) primitive information, also called
ordered sets, was absent. The missing data inclidedetup, error, and credit management prim#tivehe SPAN port did pass one link primitive,
the IDLE, and two classes of frame primitives, Sl EOF. [NOTE: Spell out IDLE at first use- itiframe name, it cannot be spelled out]

Why doesn’t the SPAN port mirror FC-2 primitives@ddrding to Cisco, the SPAN port mirrors data afier switch’s MAC layer, which keeps
traffic flowing smoothly on the local link by semdj FC-2 primitives that are interpreted by otheitawports’ MAC interfaces. However, the MAC
also strips off FC-2 primitive information on trafit receives and then sends the remaining fraspesistream within the switch for delivery. For
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instance, the MAC both sends and removes creditrimdtion (R-RDY) and Loop Initialization ProcedtgP) primitives. (Any Fibre Channel text
contains a complete list of FC-2 primitives.) Whilenerally FC-2 primitive information is importamly for debugging a specific set of link-layer
problems, the potential loss of this informationame that the SPAN port does not provide viable supr such tasks.

SPAN Port Performance Under Load

A switch’s most important task is timely deliverfdata from one port to another, even when a liekdmes fully loaded. Finisar tested whether the
SPAN port kept up with its source port by creatingximum line rate traffic from a single source gort single SPAN (monitoring) port. Finisar
tested both high-1/0 (small frames) and high-thiqug (large frames) traffic and compared the SPAN'® output with its source. After using a
cross-port analysis utility to compare them, botinfe streams were found to be identical.

While this test proved that the SPAN port provitlessame data under load in same-rate one-to-anengrooring, the result should not be
extended to complex configurations, for instanogregated links. It may be a common and useful meatd monitor several links with a single
SPAN port, but if the total traffic sent to it extis its capacity (2 Gbps), the excess trafficisloaly discarded. As a consequence, configurations
based on the aggregation of multiple ports’ traifi@ single SPAN port may be better used for tieshmoting low-rate control traffic rather than
monitoring heavy data transfer.

Cisco warns that the switch treats SPAN data withweer priority than regular port-to-port data.dther words, if any resource under load must
choose between passing normal traffic and SPAN tla#aSPAN loses and the mirrored frames are arbjtrdiscarded. This rule applies to
preserving network traffic in any situation. Fostiance, when transporting remote SPAN traffic tigfoan Inter Switch Link (ISL), which shares
the ISL bandwidth with regular network traffic, thetwork traffic takes priority. If there is not@mh capacity for the remote SPAN traffic, the
switch drops it.

Knowing that the SPAN port arbitrarily drops traffinder specific load conditions, what strategyusthaisers adopt so as not to miss frames?
According to Cisco, the best strategy is to makagilens based on the traffic levels of the confegian and, when in doubt, to use the SPAN port
only for relatively low-throughput situations. Exples include mirroring domain IDs, performing distition and fabric merging procedures,
querying name servers, performing zone manageneeminands, routing FSPF information, performing feost storage login procedures, and
reading SCSI target and LUNSs control informatiofi.ok these procedures, while associated with tghioubleshooting situations, generally
involve only a few frames and are not associatal heavy traffic situations.

Using Analyzers with the SPAN Port

Although there are situations in which the switcbps frames going to the SPAN port, they are netthly way to lose data when using the SPAN
port. Users should also be aware that the portatam flow-controlled by the destination (analysisyice, because flow-controlling the SPAN
mirrored output would, as a consequence, push theckow-controlling action to the actual networkffic. This design choice is a consequence of
the decision by Cisco not to affect the originalwak traffic while it is mirrored. Therefore, mared data issued from the SPAN port must be
captured as quickly as it is produced, or the miladata may be lost. This characteristic becomesiitant if the analyzer connected to the SPAN
port requires flow control. Flow-control relatedsois unpredictable and leads to poor analysistrésgimple way to guarantee no data loss is to
use analyzers that do not require flow control pravide full line-rate monitoring.

Using SPAN for Troubleshooting

The second phase of SPAN testing was performedthétlaid of Finisar's Jammer error injector. Thisltallows introducing arbitrary and
controlled errors into the traffic flow. BecauseA®Pwill not pass low-level errors, the Jammer wasdito create many different types and classes
of ULP errors such as SCSI check conditions, atmgtiences (ABTS), and so on. The SPAN port paaseldthe analyzer recorded, every ULP
error introduced.
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Cisco confirms that the primary aim of SPAN is toyide a method to debug ULP errors. Stated siniplyFibre Channel frame carries
information that are related to an ULP problemglikibre Channel services or SCSI), the SPAN panisxcellent location for analysis.

When tested with link-layer errors and corrupt fesmthe SPAN port proved less capable than with efr&rs. Given that the SPAN port mirrors
data after the MAC layer, the SPAN port did notgpasy link-layer errors such as corrupt link priwas or losses of synchronization.

Tests with corrupted frames showed that SPAN dh@ses containing errors or error terminators. SRAN port did not pass incoming frames
containing a CRC error, an End-of-Frame invalidrfea(EOFni), or End-of-Frame Abort (EOFna). Thitefiing occurred regardless of whether the
SPAN port was configured to monitor ingress or sgigorts.

Frame error filtering on the SPAN port does notassarily make the port unsuited to detecting probleaused by frame errors, but it does require
users to look for secondary effects, that is, #selits of errors rather than the errors themsel@sinstance, if a data frame containing an egor
dropped, the destination device eventually detbetsit is missing a frame as part of an exchafigés causes the device to issue an Abort
Sequence (ABTS) frame, which is reported by thdyaismsystem attached to the SPAN port.

An effect of the SPAN dropping corrupt frames isitake unwary users mistakenly believe that thexenarerrors coming into or out of the switch.
When using the SPAN port, users must look carefatliyecond-order effects, such as increased ABT&r@nces, to determine when errors have
occurred. Also, users should check other souraesrfor information. Many storage area componentiees, including Cisco, provide frame error
counters on their monitoring interfaces to rectwel number of corrupt frames detected. Users withratyzer connected to the SPAN port should
check these counters if they suspect that franmeseexist on a line.

SPAN Latency

Another limitation of the SPAN port is latency. likd straight optical connections, the SPAN pod swvitched port and thus introduces switching
time. In the tests performed on the switch, theonéd frame reached the SPAN port 8.3 to 20.5 re@wonds after the instant the data frame was
received on the ingress port, while in the oppddiitection the mirrored frame reached the SPAN @5 to 0.4 microseconds before the original
data frame reached the actual destination porte{Nlames are relative to readings on the hostasidbe switch.) For most users this small latency
is unimportant; however, when measuring time-samsttansactions the SPAN trace might be not a¢eweaough.

THE TESTS
Finisar tested the SPAN port using the Cisco MD88Switch in a black-box fashion; that is, tesinsii were introduced to the switch and the

resulting behavior was observed. Testers had nmeggng information from Cisco at the time of tegtother than that found in the users’ manuals
for the Cisco MDS 9000 Series.

A range of Finisar testing solutions were usecsh the SPAN port. To create traffic at arbitramg Irates and verify data integrity, Finisar’s
Medusa Labs Test Tools Suite was used. Finisarig KidpreChannel Jammer was used to introduce cbedrerrors into the data path. To monitor
the SPAN port, Finisar's NetWisdom was used. Tdyaaetest results and perform cross-port analy@issar's Xgig FibreChannel Analyzer with
Expert software was used. These tools are deschildbr in the final section of this paper.

Test Setup

Figure 3 shows the configuration used to test fRANs port on the Cisco MDS 9506 Switch. The yellimelbetween the Test Tools Server,
Jammer, switch, and JBOD (Just a Bunch Of Diskmesents the bidirectional data connection betvinesi, switch, and storage. Green lines
connected to the Xgig FC Analyzer represent bidiveal analyzer connections to the host bus ad4pi8A), switch ingress, switch egress, and
switch SPAN port. The red line between the switeti the NetWisdom probe represents two unidirectiS8RAN ports. Depending upon the test
configuration, the SPAN port connection mirrored bidirectional data flow of either switch ingressswitch egress.
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Figure 3. SPAN Port Testing Configuration
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Test Results
The following subsections cover each test perfororethe Cisco MDS 9506 Switch.

Test 1: Monitor Normal Traffic
Test Description: Generate traffic flows. Monitor switch ingress agtess. Observe results.

Result: Other than IDLEs and frame delimiter ordered §8GF/EOF), the switch does not pass link-layerr@Bhannel Layer 2) traffic to SPAN
port. All normal frames pass to SPAN port.

Interpretation: The switch removes link-layer information, othiean IDLES, before passing traffic from the ingresggress ports.
Test 2: Introduce Code Violation into Ordered Set
Test Description: Use Jammer to modify an IDLE to introduce a coidéation at switch ingress. Monitor switch ingrégobserve result.

Result: Switch does not pass IDLE containing the codeatioh to SPAN port (or egress). Switch replacesoadlation with IDLE at SPAN port
(and egress).

Interpretation: The switch “cleaned up” the data path and remdkedode violation. Based upon this result, ie@sonable to assume that the
SPAN will remove similar link-layer (Fibre Chanreyer 2) errors.

Test 3: Introduce Code Violation into Frame

Test Description: Use Jammer to modify a frame to introduce a cadiaton at switch ingress. Monitor switch ingréssobserve result.

Result: Switch does not pass frame with code violatioBBAN port (or egress). Switch replaces frame withHs at SPAN port (and egress).

Interpretation: The switch “dropped” the frame and replaced itWiDLES. Based upon this result it is reasonablassume that the SPAN will
remove similar error frames with code violationsGRC errors.
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Test 4: Simulate Credit Starvation

Test Description: Use Jammer to change R-RDY's (buffer-to-buffer its@drom the switch to the host to IDLEs. Monigwitch ingress to observe
results.

Result: As the HBA times out on credit starvation, it seath Abort Sequence (ABTS) frame (Fibre ChannekLdy to the switch. The switch
responds by initiating a link reset by sending reklUReset primitive (Fibre Channel Layer 2). The 8R#ort mirrors the ABTS frame on the switch
ingress input, but sends an IDLE instead of Linkdeon the ingress output.

Interpretation: Consistent with Test 1, the switch removes linfelainformation, other than IDLESs, before passiradfic from the ingress or
egress ports. Transport-layer information is urcée.

Test 5: Break Link between Switch and Target

Test Description: Pull cable between switch and JBOD. Monitor resafi SPAN ports at ingress and egress inputs.

Result: Cable pull results in IDLEs on egress input SPANM fstorage-to-switch) instead of loss of sighn&D$§). Reconnecting cable results in
Loop Initialization State Machine (LISM) at egrgest. Egress port monitor shows only IDLEs. AftéEM the ingress port (host-to-switch)
monitor shows switch sending a Register for Stdten@e Notification (RSCN) frame to host.

Interpretation: The SPAN port did not show any link-layer inforimatregarding credits prior to credit starvationdalid not show the LISM
sequence after. The SPAN port did show a trandpget- effect arising from the LISM, namely an RS€bdm the switch to the host. This test
shows the liability of not having link-layer infoation on the SPAN port. Without this informatiore thser has only a secondary effect, the RSCN,
to determine that something went wrong on the link.

Test 6: Send Frame with Incorrect Destination Address

Test Description: Use Jammer to modify frame destination addressdata frame of a write exchange to a nonexistestirtation. Monitor SPAN
port ingress input to observe the result.

Result: SPAN port does not mirror the faulty frame.

Interpretation: This test shows that the SPAN port does not aatdega mirror, showing everything on the input, father as a switched port.
Because the SPAN port is indeed a switched pordaed not have the modified frame destination addireits switching table, it does not output
the frame.

Test 7: Send EOFni from Host to Switch
Test Description: Use Jammer to change the End-of-Frame Normal (E@HBnd-of-Frame Invalid (EOFni) between the harsd the switch.
Monitor SPAN port ingress input to observe the ltesu

Result: The SPAN port does not mirror the frame contairtmgEOFni.

Interpretation: This test shows that the switch removes errofeaimes coming from the host and does not pass treta either the SPAN port or
the storage.
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Test 8: Send EOFa from Host to Switch
Test Description: Use Jammer to change the End-of-Frame Normal (E@HBnd-of-Frame abnormal (EOFa) between the &odtthe switch.
Monitor SPAN port ingress input to observe the ltesu

Result: The SPAN port does not mirror the frame contairtmyEOFna.

Interpretation: As with Test 7, this test shows that the switahaees errors in frames coming from the host and do¢ pass them on to either
the SPAN port or the storage.

Test 9: Send EOFa from Target to Switch
Test Description: Use Jammer to change the End-of-Frame Normal (E@HBnd-of-Frame abnormal (EOFa) between the geoeand the switch.
Monitor SPAN port egress input to observe the tesul

Result: The SPAN port does not mirror the frame contairtmyEOFna.

Interpretation: This test shows that the switch removes errofsaimes coming from the storage and does not pass ¢im to either the SPAN port
or the host.

Test 10: Calculate SPAN Port Latency
Test Description: Generate traffic flows. Monitor switch ingress agtess. Compare timestamps between ingress agsksdgputs and SPAN
port.

Result: Delta time from ingress input to SPAN port a comoh&ame (64 bytes) was 8.3 microseconds. Fromesmjinput to SPAN port a data
frame (2112 bytes) was 20.5 microseconds. On tierérip (storage-to-host) a command frame showe0.37 microseconds sooner on the
SPAN port than on the ingress output (host sidejata frame showed up 0.4 microseconds soonereo8RAN port than on the ingress output.

Interpretation: The SPAN port introduces latency between 8.3 @h8 gicroseconds compared to nonswitched traffataDeturning from the
egress (storage-side) to ingress (host-side) phaws up slightly earlier on the SPAN port tharttemingress port.

Analyzers
When analyzing network traffic, network administrat have multiple options for analysis tools. Tokofving two analyzers are available from
Cisco and Finisar, respectively. For further infatimn on either product, use the contact infornmatibthe end of the product’s description.

Cisco Port Analyzer Adapter

The Cisco MDS 9000 Family includes the Port Anatyxdapter (PAA), a portable, lightweight, self-caimted hardware device that can be
connected to any MDS 9000 Family switch port, ogufed as SPAN.

The PAA carries an input Fibre Channel port anduatput Gigabit Ethernet (GE) port, and it encap®sléhe Fibre Channel frames from the SD-
Port into Ethernet frames that may be collectedaralyzed using a locally attached PC.

The PAA may be used in conjunction with two PC-llaaealysis solutions, the Cisco Traffic Analyzer Fibre Channel and the Cisco Protocol
Analyzer for Fibre Channel.

The Cisco Protocol Analyzer enables Fibre Chama#fi¢, delivered through the SPAN port and encigisd by PAA, to be decoded into details
using a Java GUI. The traffic may be in real timérom a stored capture. This solution uses Ethgratalic-domain software enhanced by Cisco
for Fibre Channel and SCSI protocol decoding.
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The Cisco Traffic Analyzer analyzes Fibre Chanregfic, delivered through the SPAN port and encégisd by PAA, to provide numerous Fibre
Channel- and SCSI-level performance metrics. Theltgare displayed through a Web browser userfate. The traffic may be in real time or
from a stored capture. This solution uses Ntopiptdmain software enhanced by Cisco for Fibre @eaand SCSI performance analysis. To
learn more, visit:

http://www.cisco.com/en/US/products/hw/ps4159/p81B85059/index.html

Xgig Analyzer

The Xgig Analyzer is a full line-rate protocol ayzér designed for Fibre Channel and Gigabit EtheBAdN analysis. It streamlines resolution of
events that cause performance problems and ena®esto design, implement, test, and evaluate Sfhdgheir components by automatically
analyzing captured traces for errant behaviorspaodiding extensive performance-analysis capaéditits high-level views take you quickly to the
root of performance issues. Finisar analyzers besnd process every record in a trace file to palpoint specific events fast, leaving engineers
and designers free to concentrate on problemgjatat To learn more, visit:

http://www.finisar.com/nt/analyze.php

Test Tools Used
Testers used the following Finisar equipment initimtu to the Xgig Analyzer for its tests.

Medusa Labs Test Tools Suite

Finisar's Medusa Labs Test Tool Suite is a serideachmark speed, data integrity, and stres¢dekt that allow test and validation engineers to
better develop quality products in a shorter tinaenfe. The suite was designed for engineers who witkkDVT, validation, bring-up, design
validation, and quality assurance.

Medusa Labs test tools are user-mode command{lipkcations that run on a host system. At the sasiplevel, the test tools operate in an
initiator—target fashion. The host system actsmaimiéiator and the target can be any storage @ewi@rnal or external to the host system. With
Finisar's Medusa Labs Test Tools, the host systecoimes a precision traffic generator using realdvapplication data. Because the tools are
command-line based, they are ideal for settinganipted test runs.

Xgig Jammer

Finisar's Xgig Jammer is a real-time traffic margtion tool designed to ensure that Fibre Channél@igabit Ethernet networks recover from all
error conditions without data loss or corruptionithPXgig Jammer, network managers can manipulaficron a network to simulate errors, in real
time, and verify that the recovery process operasesxpected. The Xgig Jammer is used in conjumetith one or more Xgig Analyzers to capture
modified traffic and the system response to ttadfitr. The Jammer can trigger the Xgig Analyzer #mel Analyzer can arm the Jammer.

NetWisdom

Finisar's NetWisdorfiis a continuous line rate analysis solution tmatides SAN managers to easily view comprehensidernpeance data about
their networks. By gathering detailed Fibre Charamal SCSI statistics with dedicated hardware, Neth¥in offers the most complete performance
analysis available, whereas information collectednf software-only analysis solutions is typicaljgeegated and sampled. NetWisdom collects all
relevant data in-band, but operates out-of-banitldmes not compete with the storage network’soalitprocesses of moving data to its destination.
The NetWisdom architecture also ensures high lexedata integrity.
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