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Why Should Customers Care About the Cisco Secure Wireless Solution

for the Campus?

Today’'s campus network must accommodate a global, mobile workforce and customer
base that demands highly secure real-time access and responsiveness. As networks
grow, the spread of wireless technology has blurred the traditional boundaries between
trusted and untrusted networks and shifted security priorities from the network perimeter
to information security. To maintain the integrity of corporate information and systems,
businesses need to secure information on the move and control the wireless environment
to prevent unauthorized access.

In light of more stringent regulatory requirements, such as the Sarbanes-Oxley Act,

the Health Insurance Portability and Accountability Act (HIPAA), and the Personal
Cardholder Information (PCI) Data Security Standard, businesses are turning to their

IT organizations for greater assurances that underlying network and communications
systems are protected. Securing the wireless network presents an interesting challenge
for most businesses. While the latest wireless security standards address the need for
robust, secure encryption and authentication, there is less understanding of the importance
of securing and controlling the entire corporate wireless environment.

The importance of achieving regulatory compliance cannot be stressed enough.

Noncompliance has both direct and indirect financial ramifications for businesses, including:

Fines

Cost of third-party security audits

Compensation to customers or partners

Loss of customer confidence resulting in a decrease in revenues
Damage to the corporate brand

Decrease in investor confidence

What Problems Need to Be Solved?
Helping to ensure that the wireless network is not the weak link in a broader security
initiative for regulatory compliance requires two key actions.

First, the business must deploy a wireless network that provides confidential commu-
nications for information in transit, policy control for a variety of users and deployment
scenarios, and a robust threat defense capability to protect the wired network from
wireless threats.

Second, the business must control and manage its wireless environment in the same
way it would any other corporate communications infrastructure. Failure to protect the
wireless network can leave sensitive information exposed to unauthorized access, defeating
any regulatory requirements and leaving the business at risk of fines, negative publicity,
and potential loss of customer and investor confidence.

To help customers solve these two important issues, Cisco® recommends a wireless
security architecture that integrates wired and wireless security services for simplified
configuration and policy management and ongoing security operations. Cisco has
delivered an integrated architecture combining the flagship Cisco® Unified Wireless
Network products and its industry-leading Cisco Self-Defending Network security
products. Only Cisco delivers these highly secure wireless services via the Cisco
Campus Communications Fabric, the blueprint for a real-time campus infrastructure
that enables consistent services and policies anywhere, any way, anytime someone
connects to the network.

Cisco Secure Wireless Solution for the Campus

The Cisco Secure Wireless Solution for the Campus is an architecture that builds on the
fundamentals of the Cisco Unified Wireless Network, the Cisco Self-Defending Network,
and the integrated services of the Campus Communications Fabric to offer confidential
communications, policy control, and comprehensive threat defense, all within a wireless
context. First, the inherent security services available within the Cisco Unified Wireless
Network are highlighted. Table 1, below, summarizes these services.

Table 1. Inherent Security Features of the Cisco Unified Wireless Network

Pillars of the Cisco
Self-Defending Network

Wireless Security Features

Confidential
Communications

= Robust encryption (8021 1i, Advanced Encryption Standard, and Temporal
Key Integrity Protocol)

= Mutual authentication (8021X, Extensible Authentication Protocol support)
+ Management frame protection

Policy Control = Cisco Secure Services Client for wireless device identity and policy services

= Multiprofile Service Set Identifier support

Threat Defense = RF monitoring for wireless intrusion detection system and rogue detection

= Location services for locating rogue access points

In addition to the inherent security capabilities of the Cisco Unified Wireless Network,

the architecture for Cisco Secure Wireless Solution for the Campus integrates additional
security components into the Cisco Unified Wireless Network. The additional security
solutions can be deployed as standalone appliances or via the Campus Communications
Fabric Integrated Secure Wireless architecture, which uses Cisco Catalyst® 6500 Series
Wireless LAN service modules. Table 2 lists the additional security components.
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Table 2.

Security Components Security Features and Benefits

Cisco Unified Wireless Network (Cisco
Wireless LAN Controller or Cisco Catalyst
6500 Series Wireless LAN Services Module)

Components of the Secure Wireless Solution

Secure wireless connectivity

Cisco NAC Appliance (Clean Access)

Security posture assessment and remediation

Cisco ASA 5500 Series Adaptive Security
Appliances or Cisco Catalyst 6500 Series
Firewall Services Module

Traffic policy enforcement

Cisco Security Agent

Host intrusion prevention

Cisco ASA with IPS Module or Cisco Catalyst
6500 Series Intrusion Detection Services
Module (IDSM-2) with Cisco IPS Sensor
Software Version 5.1

Threat prevention

Cisco Secure Access Control Server

Authentication, authorization, and accounting

Cisco Secure Services Client

802.1X client supplicant for secure, managed connectivity

Cisco Security Services and Cisco Services
for Wireless LAN

Best practices, processes, tools and methodologies
for a unified wireless network

What Are the Benefits of the Cisco Secure Wireless for the Campus Solution?
The Cisco Secure Wireless Solution for the Campus is an integrated wireless security
architecture that delivers the security services needed to maintain the integrity of corporate
information and systems. With the release of this architecture, Cisco customers can be
confident that their wireless network will not compromise their regulatory compliance efforts.
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Some of the main benefits of the solution include:

- Investment protection: All Cisco Catalyst 6500 Series service modules use
existing infrastructure and administrator expertise to deliver new services.
- Zero-day response to viruses, malware, and suspect signatures broughtin
by the wireless client
- Quarantine and remediation of any wireless client that is noncompliant with
security policies
= Zero touch wireless guest services with integrated wireless traffic policy enforcement
- Real-time alerting and location of unauthorized access points
- Simplified management using intuitive correlation and reporting tools
- Proactive threat defense to ensure regulatory compliance

With its use of Cisco Catalyst 6500 Series modules, the solution is also highly scalable,
supporting up to 300 lightweight access points and more than 10,000 wireless clients
per wireless LAN services module.

Integrated Services and Support

Cisco and its specialized WLAN and security partners maintain high standards for expertise
and experience, delivering consistently excellent results based on best practices and
good communication. Specialists deliver services throughout the technology lifecycle,
allowing you to quickly, accurately, and cost-effectively make use of the sophisticated
wireless applications that your organization needs to do business, without exposing
your assets.

Why Cisco?

Cisco is the industry leader in providing wireless LAN security features integrated with
best-in-class security and switching solutions for a comprehensive solution designed to
maintain the integrity of sensitive information and to meet exacting compliance require-
ments. Cisco switching solutions deliver unified network services including highly secure
wireless services that are built directly into the switching fabric, allowing the enterprise to
extend these services throughout the campus. Unlike other providers, Cisco can deliver
a tightly integrated wired and wireless solution of infrastructure and application services
to allow businesses to benefit from a simple, secure, and scalable platform for the lowest
total cost of ownership.
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