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Enterprise Resilience—At-A-Glance

A Result of a Enterprise Network

Why Resiliency is Critical

Business disruptions jeopardize company
revenue and profitability, especially if you run
time-dependent mission-critical applications.
Therefore, organizations require a business
resiliency strategy for their applications,
communications, and workers. The network
is central to facilitating this. It needs to
support the enterprisewide integration of
advanced technologies, such as wireless,
voice communications, management, and
security, to ensure resiliency at network,
communications, workforce, and application
levels. Only with this kind of resiliency can
you be certain that your workforce can access
the critical business and communication
applications they need to continue working.

Enterprise Resiliency Architectures

By ensuring resiliency across applications,
communications, workers, and the network,
Cisco solutions give you the confidence

and business agility to capitalize on new
opportunities. Cisco® Enterprise Resiliency
Architectures are segmented into four areas.

Cisco Network Resiliency

Cisco integrated security features protect
the network against attack from inside and
out, and deliver proactive anomaly detection
and response tools. Distributed network
intelligence enables fast, transparent failover
to overcome link, network device, server,
and Internet service provider failures.

Cisco Application Resiliency

A highly available end-to-end data center
infrastructure maintains vital information
regardless of external circumstances.

Cisco remote asynchronous data-replication
capabilities protect your information assets
locally and remotely. Consolidated data
centers and application caching at remote
sites in conjunction with VPNs and site-to-site
load balancing ensure continuous availability
of mission-critical applications. Cisco
Catalyst® switches help enable intelligent
server and application load balancing, as
well as end-to-end management capabilities.
This improves performance and resource
usage, and allows customers to meet both

service-level objectives and governance
requirements.

Cisco Communications Resiliency
Integrated messaging is essential to high-
level resiliency. It delivers e-mail, voice, and
fax messages to one inbox, enabling staff
to securely access and manage all their
communications from their e-mail or any

IP phone-wherever they are. Customers
can rapidly add new users or mobilize
wireless LANs and roll in “alternative site”
networks for emergency communications
without changing the network design. Cisco
distributed IP solutions ensure call center
redundancy, and intelligently reroute calls
if a failure occurs.

Call processing resilience with advanced
quality-of-service (QoS) technologies
prioritizes time-sensitive traffic. Internet
Group Management Protocol (IGMP)
snooping and IP Multicast help to scale video
distribution, and multicast for music on hold.

Cisco Workforce Resiliency

Cisco workforce resiliency solutions help
enable employees to work anywhere
anytime. They support teleworking, dedicated
alternative sites, employee mobility
programs, and desk sharing. Remotely
connected staff retain access to voice,

e-mail, and video communications, while
management maintains secure, centralized
control. Integrated wired and wireless
networks offer secure access using wireless
LANs and IP telephony for service continuity
during disruptions. Support for wireless LANs
also gives companies the agility to rapidly
deploy offices without the need to hard wire.
“Virtual office” capabilities provide mobile
worker, teleworker, and workgroup resiliency.
They provide centrally managed solutions
using broadband connections. Staff connect
to headquarters using branch or small

office or home office (SOHO) routers with
integrated security and advanced QoS, for
quality voice, video, and data performance.
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Continuity Benefits

Cisco Business Resiliency solutions
help enable you to quickly recover
from potentially costly disruptions
caused by power outages, equipment
failures, virus and worm attacks, or
even when employees can not get to
work. They also give you the business
agility to react rapidly to market
trends.

Protect

To meet business continuity targets
and service-level agreements,
customers need to ensure that

their applications and voice and
data communications can survive
disruptions, and that employees can
maintain continuous access to them
under any circumstances.

Optimize

An enterprisewide resiliency strategy
deployed using Cisco integrated
network architecture improves
efficiencies, agility, profitability, and
service levels. It also enables the
deployment of new and emerging
technologies and applications so that
companies can capitalize rapidly

on change, reduce operational

and management overhead, and
allow employees to collaborate and
communicate more efficiently.

Grow

Cisco Enterprise Resiliency
Architecture helps enable
organizations to capitalize on new
opportunities and deploy profitable
new applications and advanced
technologies that allow optimization
of business processes. The Cisco
network foundation already supports
the needed technology integration to
make it all work together across the
enterprise. Without this increased
level of integration, your ability to
innovate and quickly adapt to change
would be limited.
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