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What Managing VoIP Has Meant So Far

Challenges include:

• Maintaining physical network health (e.g., HFC plant)

• Ensuring basic IP connecti vity (e.g., DNS, Routing)

• Solidifying voice applications 

Best current practices include:

• Using basic operational discipline:

Config, Monitor, Audit, Drill to Root Cause of Issues

• Optimizing QoS settings

Voice Quality Issues Continue to Beleaguer Customer 
Support Teams
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17%
6%

33%
36%

8%*

Networkers Questionnaire

“What is generally the most time consuming 
part of the troubleshooting process for you?”

Checking for 
Configuration Errors

Collecting/Correlating 
Logs and Relevant 
System Information

Recreating the Problem

Analyzing Information 
Collected

Other

We can substantially improve VoIP management
by collecting, correlating and analyzing information
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Collecting and Correlating Information

• VoIP depends on a highly distributed processing model

• Calls consist of several call legs

Challenge: 
Each call leg can contribute adversely to quality.

Each call leg needs to be accounted for and analyzed.

Endpoint

Call Control 
Server

Call Control 
Server

Endpoint and
Call Control

Server

Bearer 
Midpoint

Bearer 
Midpoint

Bearer 
Midpoint

Tag, GUCID
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Features to Ease Collection and Correlation

Globally Unique Call ID (GUCID)

• A unique key to be saved in call logs such as CDRs, event 
logs, alarms, and trace logs.

• Used to correlate and/or retrieve various call related 
diagnostics information for multiple call legs

End-to-End Call Trace

• A signaling trace function on every node in the signaling path 
of a call

• Each node captures all or sp ecified inbound and outbound 
signaling messages for the traced call

• Captured trace can be sent to external server for 
diagnostic processing
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Use of GUCID and End-to-End Call Trace

Endpoint

Call Control 
Server

Call Control 
Server

Endpoint and
Call Control

Server

Bearer 
Midpoint

Bearer 
Midpoint

Bearer 
Midpoint

Diagnostic Supervisor and
Performance/Diagnost ics Storage Server

Tag, GUCIDTag, GUCID

Tag, GUCID

Tag, GUCID 
and Reported 
Diagnostic 
Info

Tag, GUCID
and Reported 
Diagnostic 
Info

Call 
Trace 
Request

1- GUCID tagged diagnostic informati on is collected on a regular basis
2- Call Trace Request can be placed  from Diagnostic Supervisor
3- Diagnostic Supervisor has necessary path information to collect and 
correlate
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End-to-End Call Trace Implementation
• The Trace Request configures the end-to-end call trace triggers and contains:

– Trace criteria: the specifics of a call that need to  be traced: e.g., calling #, called #

– Scoping data: specifies signaling protoc ols that need to be traced; e.g., a trace 
request identifier where the trace data sh ould be sent. Also limits the number of 
calls that can be traced  over a period of time  or at a given time.

Activation

• A call attempt meeting the trace criter ia activates the end-to-end call trace 
function for that call

Propagation

• Once activated, a “Trace Tag” is inserte d into the outbound call setup request 
(e.g., INVITE, SETUP) 

• The Trace Tag contains the following: 
Trace Request ID

Protocol(s) to be traced

Destination address for the tracing

• The presence of the tag in the call request message implies to the next node 
that this call needs to be traced

• The next node then propagates the trace tag to the next node. This process 
continues until reaching the destination signaling node or an administrative 
domain boundary.
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Analyzing Diagnostic Information:
What is useful information?

K-factor (Cisco), R-factor (G.107) MOS scores 
for listening quality and conversational quality 
(includes delay)

Mean Opinion 
Scores

echo intensity (ERL), echo cancellation 
(ERLE)

Echo Cancellation

Speech level, Silence level, signal to noise 
ratio

Signal Levels

Packet loss, round trip delay, jitter, concealed 
seconds, severely concealed seconds, etc.

Network 
Performance

Configuration – addresses, encapsulation, 
codec, concealment strategy, VAD, ECAN, 
Jitter buffer, security, QoS, etc.

Call Treatment

This information is coded as metrics
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Key Metrics

VQ-11

VQ-10

VQ-8

VQ-6bis

VQ-6

VQ-5

VQ-4#10-13

VQ-4#6,9

VQ-4#4

VQ-4#2

VQ-4#1

VQ-3#2

VQ-3#1
VQ-1

RTCP-XRCumulative packet loss ratio

RTCP-XR

RTCP-XR

RTCP-XR

(Local only)

RTCP-XR

RTCP

RTCP-XR

(Local only)

(Local only)

(Local only)

RTCP-XR

RTCP-XR

RTCP, RTCP-XR

RTCP/RTCP-XR support

RERL

Jitter buffer delays

Speech and silence levels

MOS-LQ based on the K-factor

G.107 E-model based R-factor, MOS-LQ, MOS-CQ

Interarrival jitter

Burst loss statistics

Concealed seconds, severely concealed seconds

Cumulative concealment ratio

Dead connection detection

Round trip packet delay

Endsystem delay

Endpoint configuration

Metric
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Endpoint Configuration

None, fixed, etc.√CAC Type

None, RSVP, etc.√QoS Type

Encryption, authentication√Security Type

Adaptive, fixed, etc.√Jitter Buffer Mode

Active, not-active√NLP

None, standard, etc.√Echo Cancel

None, standard, etc.√Comfort Noise

None, active, etc.√VAD

Linear, interpolative, etc.√Conceal Method

Bytes per packet √√Packet Size

Bytes per codec frame√√Frame Size

G.711, G.729a, G.726, etc.√√Codec Type

Comment/DescriptionDetailEOCParameter
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All metrics are “sampled” and ma ny are “accumulated” periodically

• Sampling periods depend on the metric – typically 5 secs
• Some metrics are cumulative (from beginning of the call)
• Some metrics are instantaneous (latest sample)
• Statistics are collected (minimum, maximum, average) for most 

metrics
• Certain metrics are compared to thresholds
• Thresholds may be user-defined
• Threshold crossings may be integrated over multiple contiguous 

occurrences 

Suitably integrated contiguous th reshold crossings provoke detailed 
metric recording and configur able troubleshooting actions

How are metrics computed?
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How are metrics used?

• On All Calls:

Report metrics in CDRs/CMRs (e.g., via Skinny, MGCP, SIP)

Report metrics to peer s (via RTCP, RTCP-XR)

• On Exceptional Calls:

Report additional metrics (e .g., some detailed metrics)

Alert management application

Cisco endpoints will be supporting RTCP and 
RTCP-XR standards, as well as Cisco extensions 

for SIP and MGCP
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Standardized Voice Quality Metrics and RTCP-XR

Endpoint

Call Control 
ServerVoice Quality

Metrics

Call Control 
Server

Endpoint and
Call Control

Server

Bearer 
Midpoint

Bearer 
Midpoint

Bearer 
Midpoint

Call Data Record/Call Moni toring Record Server(s)
(PGW BAMs,  CCM CDR Server, etc.)

Benefits:  Consistent set of voice quality metrics across Cisco 
endpoints simplifies problem diagnosis  and enables proactive quality 
management, independent of signaling protocol or call agent

RTCP-XR enables endpoints to share VQ metrics, enabling easier 
sharing of VQ data across administrative domains

Voice Quality
Metrics

CDR DB CDR DB

RTCP-XR VoIP Metrics Block
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Media Monitoring, Processing and 
Notification

Endpoint

Call Control 
Server

Call Control 
Server

Endpoint and
Call Control

Server

Bearer 
Midpoint

Bearer 
Midpoint

Bearer 
Midpoint

Diagnostic Supervisor and
Performance/Diagnost ics Storage Server

Media Monitoring, Processing and Notification at the endpoint: 
Common reporting of metrics (e.g., SNMP, syslog, AAA) with a 
notification mechanism for reporting select metrics when 
thresholds are crossed

Benefit: Consistent reporting and trigger mechanism across 
endpoints simplifies system administration and shortens problem 
diagnostics 

1. Trigger 
and Threshold 
Controls

3. Voice Quality Metrics 
Indicating Poor 

Quality, Additional 
Triggered Metrics

CDR DB CDR DB

2. Voice Quality 
Metrics Indicating

Good Quality
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Summary

• Despite advances in VoIP Tec hnology, troubleshooting VoIP 
networks remains an elusive “Black Art”.

• To solve this problem, we need  a systematic approach that 
breaks down the problem into its subcomponents and 
addresses each effectively

• VoIP networks need to be enhanced with

Accurate and useful diagnostic information (VQ metrics)

Advanced methods for collection and correlation of diagnostic 
data (GUCID and End-to-End Call Trace)

• Cisco platforms offering these features
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