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EXECUTIVE SUMMARY

Mobile network operators face many challenges eg thigrate their networks toward 3G. These chaksrigclude continuing to develop and
grow their subscriber base, increasing averagentesand margin per user, fending off competitiordl avaluating different radio-access
technologies, while dealing with constrained opgegpand capital expenditure (OpEx and CapEx) bugld&ir many operators, growth is in
mobile data services. But which kinds of serviaesraquired? Who are the target markets? Whatarbdrriers to adoption? How can these
services be provisioned? On the radio-access fhené are questions about the role of 802.11 iptheic network. Does it represent a threat
to 3G rollouts or does it complement them? Whaualsome of the newer radio access technologiebahdrizon like orthogonal frequency-
division multiplexing (OFDM)? Where and when sholRdmigrate into the network? The greatest chaklemgy be how to make these
transitions under tight OpEx and CapEx constraifit® Cisco® mobile Internet architecture helps ojpesaaddress many of these challenges.

The Cisco architecture includes a migration patartdP foundation, support for different radio-ascéechnologies, open and distributed
support for multivendor implementations, and supfarflexible billing and service plans.

While services will be increasingly based on IRréhis great variability in radio-access netwoBach radio-access technology has its
strengths and weaknesses, and a flexible netwohitacture will need to accommodate more than @peaach. Options today include
CDMA2000, GSM (with EDGE and/or GPRS overlays), \BMIA, emerging technologies such as OFDM, and unkeg approaches based
on the 802.11 standards. The Cisco architectuais-access agnostic. It supports a variety abradcess technologies while allowing the
operator to offer a consistent user interface acdnsistent set of services.

Which services offer the greatest revenue oppdst@rifor many business users, the primary servittdwiVPN access to the corporate
intranet. This can be a network-based VPN or atl@&sed VPN. Cisco has been a leader in the dewelot of both approaches. Consumer
services include Short Message Service (SMS), Meliia Message Service (MMS), Internet access, &-amine gaming, and location-
based services. Business users represent thegineate-term revenue opportunity for mobile dataises, as businesses have the need and
the ability to pay. However, there are some chglsrassociated with the move to mobile data sesvideese challenges relate to the
complexity of mobile data solutions. Cisco, alonighvits ecosystem of partners, is uniquely posgibto help the industry overcome these
implementation hurdles.

Another reality in today’s market is that CapEx &wEx budgets face unrelenting downward pressuresd challenges do not necessarily
mean limitations on the breadth of services thatlmoffered. With new services based on IP, arid li making its way deeper into the
network, it is now possible to ride IP price/penfiamce curves in many parts of the network. Thésdentral premise of the Cisco architecture.
The results are evident in packet gateways runomgputer platforms that lower the cost of mobiéadconnectivity, new SS7overlP solutions
that dramatically lower the cost of signaling netk# and IP radio-access network (RAN) transpat kbwers the cost of backhaul. Today’s
operators also need multivendor solutions. An auashdistributed architecture will allow third-pastgndors to provide elements of the
solution and to protect investments that have djrémeen made. This concept is central to the Qidabile Exchange framework, which can
provide a solution comprised entirely of Cisco tealogy at the services edge, or a multivendor gmiuds the situation dictates.

Partnerships are more important than ever in tadagdrket. Cisco has an established record andoarede culture of successful partnering;
we continue that tradition in our work with mobiletwork operators. Cisco enjoys strategic partmesshith RAN vendors, enabling our

customers to leverage their knowledge of RAN tet@bang strength in network integration, worldwideveoage, and market knowledge to
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better meet client needs. Cisco also has strortgqrahips with system integrators and applicatierslors, who add value to services and
solutions.

Mobile networks are moving toward IP—it provides thatform on top of which applications are buildan time it will be the infrastructure
for transport of these applications. Cisco is tleeldwide leader in the development and deployméii® golutions for the enterprise, service
provider, and with the acquisition of Linksys®, canger markets. Cisco will work with you to help make mobile Internet a profitable
reality.

ELEMENTS OF THE CISCO ARCHITECTURE FOR MOBILE OPERA TORS

The first pillar of the Cisco architecture is this€ Mobile Exchange framework, which provides glageway from the radio-access network
to IP networks and their value-added servicesidtiges users with access to services and it stpparide range of billing options. It also
supports many radio-access technologies, incluttioge based on licensed spectrum, such as CDMAZ&BN| (GPRS and/or EDGE), and
W-CDMA technology, as well as those based on unsed spectrum, such as 802.11 technology. By dewej@n architecture that is radio-
access agnostic, the mobile network operator carami match radio-access technologies as apprepRagardless of the RAN technology
selected, the user interface and IP service offerwill be consistent. The latter includes Intereetporate intranet, extranet, and walled
garden access with whatever level of securitygsired. Options here include IP Security (IPSeehagic routing encapsulation (GRE), Layer
2 Tunneling Protocol (L2TP), and Multiprotocol Latswitching (MPLS), to name a few. The Cisco Molibechange’s modular and
distributed framework also allows for a multivendimplementation at the IP service edge.

The second pillar of the Cisco architecture isRIAN optimization solution set. This technology sapp the industry’s accelerating migration
toward IP by taking it all the way to the cell siféhis enables the operator to reduce backhau$ ciasprove cell site maintenance, and support
additional services that can be provisioned froim thluable asset. Backhaul and cell site maintemagpresent a significant operating
expense for most mobile network operators (typyc2@ to 30 percent). Cisco’s IP RAN optimizatiorpegach interoperates with numerous
RAN vendors. This approach is especially valuablienplementations where multiple RAN vendors angpsuting a single cell site (one for
support of analog radios, another for 2.5G radios|, a third for 3G radios). Cisco also supports ARKN transport solutions for operators
that are using ATM as an interim step to the IRvoek of the future.

The third pillar of the Cisco architecture is this&® IP Transfer Point (ITP) platform. Cisco ITRals mobile operators to reduce the cost of
their signaling networks, while increasing theaxbility. This is made possible by moving signglitnaffic onto an IP network. The IETF's
SIGTRAN working group has already mapped out theessary protocols to make this happen. Increasgibility has become important
because SS7 networks are being asked to do fartimmeoriginally intended (basic call control siting). These networks must now support
SMS traffic and mobile number portability, and véton be handling new services such as customaakgiones. The traffic loads being
generated by these new services are beginningemssstxisting signaling networks. SMS is alreadyrttost profitable data service in the
world on a per-megabyte basis and is continuingreev rapidly. Already, more than one billion messag day flow through the SS7
infrastructure worldwide. Further growth is expectes messaging service offerings grow. Number piitsawill also increase the load—
eventually every voice call will require a databaseess. There are interesting and unique applicatike SIM-based authentication for
802.11 services that ask still more from the veller&S7 network.

Fourth on the list is the industry’s most complee of solutions to enable public WLAN hotspotshwg802.11 technology. PWLANS represent
a great opportunity for mobile network operatoradal additional services to their portfolios. Nowstead of offering services based solely on
CDMA2000 or GSM/GPRS, service offerings can consigt combination of different radio-access techga@s. A mobile user encamped at a
hotel, airport, or sitting on a PWLAN-equipped &ame can use 802.11 and enjoy the extra performavitie still having ubiquitous network
access when on the move. The PWLAN-equipped aiegan application of the network-in-motion cortcdpis is accomplished using a
unigque application of Mobile IP running on the @isnobile access router. The Cisco Mobile Exchangméwork can shield users from
underlying complexity by allowing them to access same set of services regardless of the radiodémdry. The offering also includes
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support for capabilities like SIM-based authentmatMobile IP for seamless handoff across difféeradio technologies, and support for
wireless VLANSs (Virtual LANS).

Packet voice services are playing an increasingportant role in today’s mobile strategy and magehe fifth pillar of the Cisco architecture.
As a leader in packet voice technology, Cisco sfalutions for enterprises based on Cisco AVVIBcfitecture for Voice, Video and
Integrated Data) and for mobile network operat@iag Cisco media gateways, SS7 signaling gateveendsmedia gateway controllers (the
latter are provided by partners). Cisco AVVID indés a line of both wired IP phones and wirelessB0Bbased IP phones. As mobile
network operators roll out services based on hiomsed and unlicensed spectrum, multimode handéliétsmerge to take advantage of such
service offerings.

The final elements of the Cisco architecture fobiteoperators are the IP and IP/MPLS backbondstiasie up an operator’'s backbone
network. By building a converged IP/MPLS backbamgerators will reduce the number of disparate nekerand as a result reduce both
OpEx and CapEx. IP/MPLS can also run over MPLS-k@bATM switches, which help protect investmentsrexbile operators transition
from ATM to IP. Ingredients of such an intelligartre include robust IP routing, high performancalability, high availability, carrier-class
features, and the ability to support multiple sitankous services such as IPv6 forwarding, multiad@Ns, quality of service (QoS), and
security. These services are all enabled by Ci®&®l Software.

BEYOND ARCHITECTURE—TOWARD COMPLETE SOLUTIONS
The Cisco value proposition to the mobility mar&rtends beyond solutions based on IP technologypad standards. It also includes
several compelling business advantages:

Business solutions and joint marketing—The oppotyutoi use Cisco’s extensive knowledge of the nekimgy needs of today’s business
customers. This knowledge comes from interactioitis @ur enterprise sales force, our enterprisegedichannel partners, user groups, focus
groups, business units, executive briefings withaustomers, surveys, and seminars. This knowlegdgslates in to a more focused set of
service offerings for this very important and ptalfile market segment and the Cisco Internet BusiBekutions Group (IBSG) can help
operators gain access to that knowledge. Cisco $eirvice acceleration programs translate intoeex#ly effective ways for operators to raise
the visibility of new services and solutions tasgkat the business and other customer segments.

Go-to-market partners/channels—Cisco has extengjperience using channels to deliver voice, video, data solutions to business
customers. Cisco channel partners (VARSs, systetagriators, and two-tier distributors) have beewagrful mechanism to help customers
address the complexity associated with networlingbility adds an additional level of complexity lgsiness customers adapt to a
bewildering array of mobile devices, security issuad the inevitable challenges in running appiboa over lower-speed radio links.
Consulting services provided through experiencethpes will play a major role in helping businesstomers to overcome these challenges.
Cisco can help operators successfully work thrazlggmnels.

Cisco technology leadership—In the most recent [figear, Cisco invested more than US$3.3 billiomdsearch and development (R&D)
focused mainly on networking technology, and mobperators can leverage much of this investmentekample, the Cisco Gateway GPRS
Support Node (GGSN) and Cisco Packet Data ServimdeNPDSN) packet gateways both run on the Cis60 &ad 7600 series platforms.
These are two of the most popular IP platform$ienworld and the ability to capitalize on the laR&D budget behind both of these products
helps to guarantee a strong and fully featured gtagiteway. This same approach is used with margr elements of the Cisco architecture
for mobile operators. The ability to standardizenmil-known platforms also simplifies training asparing issues for operators as they deploy
these platforms across their operation.

Industry partnerships—Cisco mobility products arevravailable through top-tier industry players, udihg Lucent, Motorola, and Siemens,

who bring expertise in radio-access technologyretdiork integration expertise, as well as a broaddwide reach. Cisco has strong

relationships with IBM, HP, CGE&Y, and other leagisystem integrators, as well as Intel for semicatar-level integration of mobile
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technology. Cisco also works with companies suckliasosoft, Oracle, and SAP that develop appliaagifor this market. This wide array of
partnerships enables Cisco to bring the most campkrvice-and-solution offering in the industryotr customers’ benefit.

Financial strength and commitment—Cisco has a stfimagcial foundation, including more than $20ibifl in cash and the capability to
jointly invest with mobile operators to accelertite adoption of mobile services. More than 50 peroéthe company’s $3.3-billion FY2003
R&D budget was spent on products for service prensad

Participation on standards committees—Cisco engsnegve contributed to the development of many statsdicritical to mobile technology.
The last two chairpersons of the IETF were Cisagiregers. Cisco engineers have made many contrilgitimareas such as Mobile IP,
security, VolIP, signaling, and related protocolsc8 has also made contributions in the mobile leg® standards groups through
contributions to the Third Generation Partnershigiétt (3GPP) and 3GPP2. Of particular importarebeen the interoperability between
mobile networks and PWLAN networks. Cisco has teeemajor player in the development in the IEEE ef892.11 WLAN standards.

APPLYING END-USER EXPERTISE

The mobile end-user market can be broadly dividénl consumer, government, and business/professsegatents—and Cisco expertise
spans all of these. Within the business segment time two main groups—a horizontal group of offi@@kers that focus on the “mobile
office” as the primary application and “verticaBgments that focus on specific business applicatied to a particular industry or occupation
(couriers, police departments, manufacturers, spitals, for example).

Mobile office workers are interested in having asc® standard business applications, includingdsia word processing and e-mail
applications, as well as e-business and otheragifahns. They use laptops, PDAs, and mobile phtmascess information, and they
increasingly do so via remote-access VPN technofoggecurity. This market segment is, generallyaging, new to mobile network services
and offers enormous growth opportunities for troustry. However, there are complexities that mesbv\ercome to encourage growth and
success. These include addressing the IT deparsweguirements for security, middleware for molikvice management, content
transformation for handheld devices, and ease®fagsame just a few.

Cisco addresses the needs of mobile office worieethe Cisco Mobile Office initiative, which supp®remote access to business applications
using secure VPNs over any type of Internet acegssiology, including CDMA2000, GSM/GPRS, W-CDMA)B11, cable, xDSL, and
Ethernet. The need for support remote access oyeacress technology is what makes this market eegomique from vertical market
segments.

Certain specialized or vertical market segmentsrayee familiar with mobile data technology thanittwdfice worker counterparts. This is in
large part out of necessity. These clients havg tgrerated their own mobile data networks to geti$ig jobs done. This space is
characterized by custom hardware and software fwiyjgically means the involvement of a systemsgrdator), and access is usually only
made via a mobile data service. This makes it diffefrom the mobile-office worker for whom a mabdata service is just one of the Internet
access options that are open to them.

THE KEY TO PROFITABILITY—A STRONG SUITE OF SERVICE O FFERINGS

Profitability for the mobile network operator ligsthe ability to offer a unique set of value-addedvices that target specific customer
segments. There are a wide variety of servicescirabe offered, along with a wide variety of difiet billing models. Security is always a
major issue, which can be addressed through netarockent-based solutions. The latter is typicadlig case for mobile-office applications,
while the former might apply in certain vertical meats and with certain types of handheld devices dne not conducive to VPN technology.
Billing services can vary from prepaid to post-paiith options in between that can involve flaeratontent-based, per-megabyte, per-minute,
per-message, calling-party pays, called-party pidwsi-party pays, and other methods of billing. e network operators can also provide
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content transformation services, content optimizatiervices, mobile device management servicess@aiod. Services can make use of both
licensed and unlicensed radio technologies, andiggseamless data handoff as the subscriber nimtegen different radio technologies.

For consumers, options include e-mail, SMS, MM$erimet access, location-based services, onlinergami-commerce, self-provisioning of
services, and much more. For government regulagersices include the ability of the network to gap legal requirements for lawful
intercept of certain data flows.

PUTTING IT ALL TOGETHER—THE CISCO MOBILITY ARCHITECT URE

The end game for most mobile network operatorsesatl-IP network, which promises to reduce cogtderenabling new services. There are
several different routes to the all-IP network thaty, depending on where the mobile network opetiatstarting from, its competitive
situation, and its business strategy.

An important step for most mobile network operaisrim moving to an IP or IP/MPLS backbone netwdrkis allows them to consolidate all
types of traffic onto a single, cost-effective blagke network. It also sets the stage for the aitd®vork.

The typical next step is to implement a flexiblatfirm for services at the mobile Internet edge= Tiisco mobile Internet architecture does
this with the Cisco Mobile Exchange framework (Fg). This is an extraordinarily flexible framewdhat can be used to provide end-user
access to services, support a wide variety ofrgilbptions, meet lawful intercept requirementsyfte load balancing, and provide data
mining services to name just a few. This framewzak be used with different radio-access technosogieluding GSM (with GPRS and/or
EDGE overlays), CDMA2000, W-CDMA, and PWLAN based&02.11 technology. Because it is open and digeih it can also be used in
multivendor implementations, or the entire soluto@m be sourced from Cisco to reduce network iatemr costs.

Figure 1
The Cisco Mobile Exchange Framework
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A particular area of interest in the industry ie thtegration of services based on 2.5G and 3Gt#ogies with PWLAN solutions based on
802.11 technology. This is one of the great stiengf the Cisco architecture. Not only does Cismvige one of the industry’s most complete
PWLAN solutions, but it is also easily integratetbi the Cisco Mobile Exchange framework. This aavcompletely consistent end-user
experience as subscribers move from one radio tdaby to another. To further improve the experierthe Cisco Mobile Exchange
framework employs Mobile IP to support a seamlesglbff. This is especially important for businesers, because they will not need to re-
initialize any encrypted VPN tunnels as they mawat one radio-access technology to another.

The Cisco mobile Internet architecture also adeée#se need for a consistent method of user authdonh across different radio-access
technologies. In the GSM world, SIM-based authextitbn is the standard. This same technology cantssused to authenticate PWLAN
users. This simplifies the mobile operator’s banki-systems and gives the customer a consistenexperience. To implement this solution,
the PWLAN clients (laptops or PDAs, for exampled aguipped with a SIM card and the appropriate &kd reader for authentication. The
crucial piece of technology here is the Cisco IBrEfer Point (ITP), which provides the bridge betwéhe PWLAN and the Home Location
Register (HLR) for authentication of the PWLAN dit&s IMSI (International Mobile Subscriber Idenéf).

The Cisco ITP represents a unique combination @né SS7 technologies that allow mobile networkratoes to cost-effectively scale their
SS7 backbones to support the additional traffid loaming from SMS, custom ringback tones, and neafiimber portability. The Cisco ITP
can operate as a traditional signaling transfentg@TP) using time-division multiplexing (TDM) ks for transport, or it can operate as a
next-generation STP supporting IP services andréimsport of signaling traffic over an IP backbofikis flexibility allows the mobile

operator to smoothly transition to a next-generasignaling network. Since the Cisco ITP solutiong on top of a router platform, the mobile
network operator has a much wider variety of foattdrs and feature/performance levels to choose.ffidnis is similar to the approach used
in the development of the Cisco GGSN and PDSN qiat$, which also leverage industry-standard ropiistforms.

Leading-edge operators are preparing to push lfRalvay out to their cell sites. With this, thevado an all-IP network really begins to take
hold. Near-term benefits include improved backledfitiency on expensive T1/E1 facilities and impedwell site maintenance by bringing
the data communications network (DCN) all the waghe cell site. These items dominate the OpEx buftg most mobile network operators.
But there is value beyond simply helping to holdvddDpEx—by running IP all the way to the cell siiperators can use other types of
backhaul technology (metro Ethernet, for instansepport new radio technologies like OFDM, providemore efficient multicast services,
and eventually clear the way for VolIP all the way  the mobile device. The latter opens the doomany interesting and potentially
profitable multimedia services.

CONCLUSION

The Cisco architecture enables mobile network dpesdo cost-effectively address many of the claléss facing them in today’s market and
enables more lucrative services in the future wial&klP network. It does while protecting investiteethat have already been made and
supports the need, in many cases, for multivendtions. In addition to providing the technicadmlents of the architecture, Cisco has the
partnering expertise, market knowledge, and fir@rreisources necessary to assist mobile netwonatgpe with the challenges that lie ahead.

FOR MORE INFORMATION

For more information on Cisco mobile products anlditsons, visit: http://www.cisco.com/go/mobile.
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