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WHITE PAPER  

CISCO IP/MPLS NETWORK CONVERGENCE FOR MOBILE OPERAT ORS 

 

The move by service providers to migrate legacy networks based on time division multiplexing (TDM), Frame Relay, and ATM into intelligent, 

integrated, Internet Protocol/Multiprotocol Label Switching (IP/MPLS) packet-based networks capable of supporting converged network 

services is well under way. Leading wireline and wireless service providers worldwide are already deploying IP/MPLS backbones to take 

advantage of bandwidth efficiency, scalability, superior network management, and the ability to use IP to expand into new service markets. 

This paper focuses on how Cisco ® IP/MPLS—a primary component of the Cisco Systems ® portfolio of mobility 

solutions—is transforming mobile networks. It highli ghts the technologies available in the Cisco IOS ® software family, 

including Cisco IOS-XR, designed to deliver industr y-leading IP/MPLS routing features on the multi-ter abit, distributed 

architecture of the Cisco CRS-1 carrier routing sys tem, for mobile operators interested in the benefit s of IP/MPLS as their 

integrated, multiservice, mobile network backbone. 

SUMMARY 

Multiservice IP networking products and solutions for mobile networks from Cisco Systems are helping to transform the design, profitability, 

and cost-effectiveness of mobile networks around the world. Mobile operators are at different stages of migrating to 3rd Generation/4th 

Generation (3G/4G) mobile network services and architectures and new IP services and applications. This is the case in TDM networks for 

traditional mobile voice environments; in ATM networks for 3G mobile networks, specifications Revision 99 to Revision 4/5 (3G R99 and 

R4/5); and for a range of new value-added services Standards bodies, such as the 3rd Generation Partnership Program (3GPP), are 

recommending IP for mobile network traffic. 4G standards development is moving towards IP-addressable mobile phones and other devices.  

Mobile operators have been deploying mobile services for voice, data, and multimedia in disparate parts of their legacy networks. Many are 

now actively engaged in researching or deploying both existing and new mobile services based on an IP/MPLS backbone. As the leading global 

IP expert, and with broad networking experience and products, Cisco is working with mobile operators to assist them in taking advantage of the 

many compelling benefits from a migration to a converged wireless network backbone based on IP/MPLS. 

The Cisco IP/MPLS-based architecture and products—tried and true with successful deployments by most wireline service providers 

worldwide—provide the end-to-end quality of service (QoS), security, scalability, resiliency, and management enhancements for deploying 

data, voice, and video services. These carrier-class, industry-leading features run on the broad Cisco family of powerful hardware, ranging from 

Cisco CRS-1 Carrier Routing System, the world’s most powerful router; to Cisco 7600 Series Routers, the best performing provider edge and 

enterprise metropolitan area network (MAN) and wide area network (WAN) router; to an array of customer edge and access routers.  

Mobile operators can generate new revenue streams from emerging IP services. They can also reduce complexity, lower operating and capital 

expenditures through the consolidation and migration of their existing ATM, TDM, and Frame Relay networks and business processes to a 

converged IP/MPLS backbone with VPN technologies at Layer 2 and Layer 3. Cisco IP/MPLS can also run over MPLS-enabled ATM 

switches, which helps protect investments as mobile operators transition from ATM to IP. 
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This paper demonstrates how mobile operators can reduce the number of existing legacy networks with a converged IP/MPLS backbone. This 

can also reduce operational expenses (OPEX) and bring flexibility to capture market share and improve profitability by quickly deploying new 

services Noted corporate enterprises, a growing number of service providers, and industry groups including the ATM Forum and the MPLS and 

Frame Relay Alliance have determined that building multiple infrastructures to offer discrete solutions is costly, inefficient, and difficult to 

manage and has driven mobile network operators to find a smarter and more cost efficient way to grow. 

Compelling financial, technological, and competitive advantages are to be gained by service providers and their customers from a converged 

network using Cisco IP/MPLS. Convergence allows service providers the flexibility and economies of scale that are not feasible with multiple 

single-purpose networks. Figure 1 shows the move by mobile networks from 3GPP specifications Release R99 to Release R4/5. Operational 

expenditures can be reduced through migration to consolidated management, monitoring, and provisioning systems. Furthermore, there are 

significant financial benefits by the centralization of staffing for support and configuration, simplified training and common skill-sets. Network 

complexity is greatly reduced as overlay network infrastructures are eliminated. Service providers can quickly and efficiently gain new 

revenues from offering innovative services. Network capital and operational expenditures can actually decrease while efficiencies improve and 

revenues from new, converged services increase.  

Figure 1 

Mobile Operators Move to IP/MPLS  

  

 

  

CHALLENGE 

Mobile operators know they must support their existing revenue-generating infrastructures while exploring options for migrating to a more 

scalable, robust and converged IP/MPLS backbone. The ability of IP/MPLS networks to effectively support all legacy services while enabling 

rapid and scalable deployment of new mobile services has led to an increasing move to IP/MPLS.  

There are challenges to efficiently supporting different services with dissimilar network requirements over a common IP backbone. Networks 

must support a sizeable and growing list of services, including data, voice, and video. The converged network must be scalable, secure, and able 

to support future services. To be competitive, mobile network operators striving for differentiation must be able to provide service level 

agreements to customers, so end-to-end QoS must be measurable. At the same time, mobile operators want to reduce capital and operational 

expenses, so the converged network must be a tool for reducing repetitive investments and increasing efficiency. 
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SOLUTION 

Cisco addresses these challenges with industry-leading MPLS technologies supported by Cisco IOS Software family, including Cisco IOS XR 

Software, designed to deliver industry-leading IP/MPLS routing features on the multi-terabit, distributed architecture of the Cisco CRS-1 

Carrier Routing System. These include Fast Reroute (FRR), QoS with Differentiated Services (DiffServ), Traffic Engineering (TE), and 

embedded management tools for QoS assurance, guaranteed bandwidth, resiliency, scalability, and stability. These capabilities and many others 

are available from Cisco on the broadest set of routing platforms in the industry, giving the mobile operator tremendous flexibility and choice. 

Cisco IP/MPLS solutions provide a realistic migration path when moving from a traditional Frame Relay or ATM environment to an IP-

enabled, converged network with lower operating costs and enhanced availability, service quality, security, and management. Cisco IP/MPLS 

provides additional control-plane capabilities to IP that enable new services such as Layer 3VPNs; Layer 2 transport for ATM, Frame Relay, 

and Ethernet; IP Version 6 (IPv6); multicast; and traffic engineering. These can all be supported over a QoS-enabled, fast converging 

infrastructure capable of supporting the 3GPP and 3GPP2 standard classes along with voice and video. 

The proven Cisco IP/MPLS multiservice architecture has been deployed in service provider environments worldwide. It can provide a single, 

integrated backbone that can converge many existing, disparate networks—today each having its own disparate traffic paths, end devices, and 

burdensome management—that the typical mobile operator has built over time. This consolidation and convergence helps mobile operators 

lower maintenance costs, provides a single management infrastructure, and makes deployment of new services much faster. Since the core, 

edge, and access layers within the Cisco IP/MPLS architecture can be scaled independently of each other, the phased migration of new and 

existing networks and services is possible without disruption to existing traffic.  

CISCO IP/MPLS CORE  

The Cisco product-enabled network core or backbone is optimized for IP/MPLS forwarding and is based on a small number of sites with 

Provider (P) routers (Figure 2). The Cisco product-enabled network core can support high port density with a high-capacity switching 

backplane and QoS forwarding mechanisms to allow for traffic differentiation.  

This structure makes traffic engineering and the support of end-to-end QoS possible. The core also allows edge sites to be added incrementally, 

so the network can be scaled without compromising existing traffic. The core provider layer platforms from Cisco are the Cisco 12000 Series 

routers and the Cisco CRS-1 Carrier Routing System, powered by Cisco IOS XR Software and scaling up to Synchronous Transport Module 

256 (STM 256). 

TRANSPORT EDGE 

The transport edge layer brings the individual networks and services into a common infrastructure using Cisco IP/MPLS Layer 2 and Layer 3 

VPNs and provides the scalability for future growth. Although the number of core sites and platforms should remain relatively constant, the 

number of platforms and interfaces in the distribution layer is likely to grow as the number of edge services and performance requirements 

increase. The Cisco product-enabled distribution platform forms the flexible IP/MPLS provider edge, supporting multiple routing protocols 

while securely maintaining logical Layer 3 traffic separation between services. 
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Figure 2 

Supporting Multiple Edge Services over a Single IP/MPLS Backbone 

  

 

  
The Cisco edge platforms also provide flexibility in both the number and types of interfaces supported, to provide connections to the array of 

different customer edge (CE) devices required in the access layer. These interfaces must be capable of supporting both Layer 2 and Layer 3 

VPNs on an as-needed basis. Figure 2 shows various mobile gateway infrastructures, including Gateway GPRS Support Node (GGSN), Packet 

Data Serving Node (PDSN), Serving GPRS Support Node (SGSN), Radio Network Controller (RNC), Media Gateway (MGW), Home 

Location Register (HLR), Service Control Point (SCP), that allow users or applications to access network services through interface 

technologies, including GPRS Internal Packet Network (Gn) interface, Logical unit (Lu), Signaling System 7 (SS7),across a managed and 

secure IP/MPLS backbone. 

Two types of provider edge platforms are available:  

·  Transport Edge—For all internal, trusted networks, the Cisco 12000 Series router can scale from Digital Signal 0 (DS0) on channelized 

interfaces up to multiple ST-64 or 10 Gigabit Ethernet. As an edge platform it supports flexible, programmable application-specific 

integrated circuit (ASIC) technology capable of supporting multiple transport edge connections. 

·  Service Provider Edge—For highly scalable LAN connections to external networks (for example, the Internet, partner networks, and 

corporate customers), the Cisco 7600 Series routers deliver fully integrated Cisco IP/MPLS support in a flexible service module blade 

approach for firewalling, IP Security (IPSec), intrusion detection, content optimization, and Cisco Mobile Exchange features, all on a per-

VPN basis. This allows for built in security and control at the most vulnerable points in the network. 

·  Multiservice PE—The Cisco MGX 88x0 series of IP+ATM switches/media gateways allows the efficient transport and switching of legacy 

TDM, FR and ATM services and adaptation to the IP/MPLS plane. 
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ACCESS LAYER 

The access layer is the point at which the existing and future internal and external networks connect. This layer must support many different 

WAN technologies and protocols and is based on multi-vendor equipment, including 2G and 3G. Many of these networks will connect directly 

into the provider edge but in some cases some optimization or media conversion may be required. 

CISCO IP/MPLS TECHNOLOGIES 

Cisco IP/MPLS VPNs greatly simplify service deployment compared to traditional FR or ATM based networks. As the number of routes and 

customers increases, Cisco IP/MPLS VPNs easily scale, while providing the same level of privacy as Layer 2 technologies such as Frame Relay 

or ATM. In addition, they can transport non-unique or private IP addresses across a public domain.  

Mobile operators can rely on Cisco IOS Software for the delivery of the most complete MPLS feature set to ease migration and to provide 

management and assurance of service quality, bandwidth, resiliency, and scalability. The primary technologies and differentiation of Cisco 

IP/MPLS include traffic engineering, guaranteed bandwidth, fast reroute, and QoS. 

Traffic engineering makes it possible for network managers to implement efficient routing policies to ensure optimal traffic distribution and 

improve overall network usage.  

Guaranteed bandwidth can be achieved through a combination of features. Cisco DiffServ-Aware Traffic Engineering not only allows the 

configuration of a global pool for bandwidth accounting but also provides a restrictive subpool configuration for high-priority network traffic, 

such as voice.  

CISCO MPLS FAST REROUTE (FRR) is another technology that contributes to guaranteed bandwidth. It allows extremely quick recovery 

if a node or link fails. Such fast recovery prevents end-user applications from timing out and also prevents loss of data. Cisco MPLS FRR can 

locally patch traffic onto a backup tunnel in case of a link or node failure with a failover time of 50 milliseconds, which is competitive with 

Synchronous Optical Network (SONET) and Synchronous Digital Hierarchy (SDH).  

The Cisco IP/MPLS QoS capabilities help ensure that important traffic is given the appropriate priority over the network and that latency 

requirements are met. Cisco IOS Software provides a rich set of QoS features that work hand-in-hand with DiffServ traffic engineering to 

provide a point-to-point QoS guarantee for each service class. 

To provide QoS guarantees, the following network characteristics must be controlled: 

·  Bandwidth guarantees—Voice trunking or a virtual-leased line application requires the equivalent of an emulated point-to-point circuit in 

the network with bandwidth guarantees. The network devices must be capable of scheduling traffic so that voice traffic always receives its 

share of the link capacity under moderate—or heavy—congestion conditions. A full bandwidth guarantee for a service class is accomplished 

when the bandwidth reserved in the control plane, in the main pool, or in the subpool is equivalent to the bandwidth reserved in the 

forwarding plane for the same class, and the usage of the bandwidth for each reservation is in compliance with the requested bandwidth. 

·  Delay guarantees—Bandwidth guarantees do not always ensure a proper delay or jitter guarantee. For example, a longer route across the 

network may provide a bandwidth guarantee but will not meet the delay requirement for tight QoS-based services. Time-sensitive 

applications such as voice trunking also require a delay guarantee. By carefully selecting the path across the network with traffic 

engineering, different classes of traffic can receive different minimum delay guarantees according to the service class. 

·  Jitter bounds—Voice-trunking applications require consistent and predictable network behavior. Network devices invariably introduce jitter 

during traffic queuing and scheduling, regardless of how smooth the initial entry of traffic. Providing low network jitter also reduces the 

requirement of large de-jitter buffers in the end nodes, resulting in smooth playback of voice at the receiving end. 
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·  Advanced Cisco IOS QoS features in the core and the edge, with DiffServ—At the edge of the network, traffic is policed and colored 

appropriately. Coloring refers to marking the packets with the appropriate MPLS type-of-service (TOS) bits value in the MPLS header. This 

color is then used in the core to identify the class to which the packet belongs. In the core, Cisco Low-Latency Queuing (LLQ) is deployed 

to help ensure the minimum bandwidth for tunnels of a particular class. This allows a service provider to ensure strict priority and an assured 

amount of bandwidth for voice, while dividing the remaining bandwidth using Class-Based Weighted Fair Queuing (CBWFQ) or Modified 

Deficit Round Robin (MDRR) for the other tunnels and data traffic.  

MIGRATING TO AN IP/MPLS BACKBONE FOR MOBILE APPLICA TIONS 

As mobile operators consolidate their networks to an IP/MPLS infrastructure, the migration must remain transparent to their customers who 

depend on Layer 2 and Layer 3 services for their business-critical applications. This requires awareness of elements related to service delivery, 

infrastructure, and operations. Existing SLAs offered must be maintained or exceeded and service must be tracked for billing along with 

validation of service levels provided. Ideally, investments in infrastructure and staff training must be used where possible. Cisco carrier class 

IP/MPLS product portfolio, Cisco Any Transport over MPLS (AToM), a standards-based pseudowire edge emulation version 3 (PWE3) and 

the Cisco Internet Operations Support System (OSS) help make migration to consolidated, multiservices IP/MPLS networks more cost-

effective, efficient, and transparent to end users. 

Cisco offers several Layer 2 and Layer 3 IP/MPLS-based solutions to assist in migration and consolidation and to support a broad range of 

services within the mobile operator’s infrastructure. At Layer 2, the Cisco Unified VPN Suite includes: Layer 2 Tunneling Protocol Version 3 

(L2TPv3), which creates tunnels for Layer 2 traffic within IP networks, and AToM, which encapsulates Layer 2 traffic within MPLS packets 

for tunneling across an MPLS core. 

Cisco AToM (Figure 3) encapsulates and transparently transports any traffic type over an IP/MPLS network core. Mobile operators can use a 

single network infrastructure and management environment to offer customers connectivity for ATM, Frame Relay, Ethernet, Point-to-Point 

Protocol (PPP), and High-Level Data Link Control (HDLC) traffic with Cisco AToM, and to carry customer IP traffic in Layer 3 VPNs.  

Figure 3 

3GPP R99-to-R4/5 Backbone Convergence with Cisco AToM and Layer 3 VPN 
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As a Cisco and service provider innovation, the Cisco AToM solution was also designed to work within mobile operator networks in an open, 

standards-based environment. With the broadest range of protocol support, spanning Ethernet over MPLS (EoMPLS), Frame Relay over MPLS 

(FRoMPLS), PPP over MPLS (PPPoMPLS), HDLC over MPLS (HDLCoMPLS), ATM Adaptation Layer 5 (AAL5) over MPLS, and ATM 

cell relay over MPLS (including cell packing), Cisco has the flexibility to offer a solution for most infrastructures.  

With extensive operations, administration, and management (OAM) features such as status notification and emulation, Cisco AToM meets the 

most basic criteria for successfully tunneling ATM circuits. Cisco also features a comprehensive Internet OSS for provisioning Layer 2 and 

Layer 3 VPNs using the Cisco IP Solution Center (ISC). The OSS also supports accounting for either flat-rate or usage-based billing systems. 

These technologies are available to the mobile operator on the largest portfolio of multiservice, scalable, high-performance, highly available 

Cisco platforms that have been deployed in many leading service provider networks worldwide. 

THE CISCO IP/MPLS MANAGEMENT INFRASTRUCTURE 

The Cisco suite of standards-based IP/MPLS management tools and technologies helps enable mobile operators to increase the overall 

reliability, availability, and serviceability of their networks and services. Simplified provisioning and automated troubleshooting lower the total 

cost of ownership and boost productivity. Cisco offers an integrated suite for network and service management that provides a flexible, 

intelligent, end-to-end solution. 

The Cisco ISC is a carrier-class network and service management suite, which integrates with Cisco IOS Software to help enable effective 

planning, provisioning, and operation of MPLS Layer 2 and Layer 3 VPNs across multiple sites. The Cisco ISC supports both MPLS Layer 2 

VPN management—including the new feature Virtual Private LAN Services (VPLS)—MPLS Layer 3 VPN management, and QoS 

provisioning across all services.  

Cisco MPLS embedded management capabilities are based on emerging IETF draft standards that enable service providers to guarantee service 

levels across MPLS-based IP VPNs, regardless of the subscriber interface connecting customers to the WAN service. For example MPLS MIBs 

accessible by third-party management systems through the industry-standard Simple Network Management Protocol (SNMP) bring together the 

various service views needed to quickly troubleshoot a converged MPLS network. In addition, the ability to automate the MPLS OAM tools 

through the deployment of Cisco IOS IP SLA performance measurement technology, for example, will help service providers in implementing 

automated critical fault isolation and detection mechanisms in MPLS networks. Cisco IOS Software also supports MPLS-aware Cisco NetFlow 

Version 9.0 for per-VPN traffic monitoring, a primary requirement for traffic monitoring from the backbone to the user. 

SECURITY 

Before migrating to IP/MPLS, mobile operators must be convinced that it offers network security comparable to that of traditional Layer 2 

based networks such as FR or ATM where data and routes are passed reliably and unhindered to all appropriate endpoints. Similar to traditional 

Layer 2 based networks, IP/MPLS networks also provide full address and traffic separation and hide addressing structures of the core network 

and the VPNs. It is not possible to intrude from the outside into the IP/MPLS core network or VPNs by abusing the IP/MPLS mechanisms. 

Neither is it possible to intrude into a properly secured MPLS core.  

ACCOUNTING AND SLA MEASUREMENT TOOLS 

Cisco NetFlow and Cisco IOS IP SLA, two network-management features in Cisco IOS Software originally designed for native IP networks, 

have also been integrated into the Cisco IP/MPLS accounting and SLA measurement toolkit. Cisco NetFlow and Cisco IOS IP SLA 

performance metrics provide a complete view of how a network is behaving, both historically and in real time. The NetFlow accounting feature 

provides highly granular traffic statistics for Cisco router-based networks on a per-flow basis.  
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Cisco IOS IP SLA measures latency, jitter, and packet-loss metrics between two endpoints to verify each customer’s service levels and generate 

statistical network trending information. Measurements can be made end-to-end between customer VPN locations or across the mobile operator 

backbone between either two MPLS provider edge routers or two “shadow” routers. With Cisco NetFlow and Cisco IOS IP SLA running in a 

Cisco IP/MPLS network, mobile operators have the ability to measure customer network service levels and monitor per-customer SLAs in real 

time. By gathering flow-by-flow accounting data using MPLS-Aware NetFlow, they also can create services that support usage-based billing 

and service-class differentiation.  

CONCLUSION 

Cisco IP/MPLS solutions for the network backbone provide mobile operators with a proven, cost-effective, and manageable environment for 

legacy network convergence and for offering new mobile services. Cisco provides mobile operators with an array of solutions to reduce the 

complexities of establishing a common backbone for transparent migration from traditional, disparate networks to the converged Cisco 

IP/MPLS mobile architecture. Cisco solutions bring all the same established network features including traffic engineering, QoS, embedded 

management, service monitoring, guaranteed bandwidth and service assurance, resiliency, and scalability.  

Cisco pioneered IP/MPLS. The technologies, available in Cisco IOS Software family, provide significant advantages in applications such as 

VPNs and traffic engineering. The Cisco IP/MPLS mobile architecture enables mobile operators to offer many network services to customers at 

lower costs than by using Frame Relay, leased line, and ATM. Cisco leadership and experience in IP/MPLS translates to a feature-rich 

implementation running on a set of robust and proven multiservice platforms. 

The Cisco next-generation mobility framework for mobile operators, based on a Cisco IP/MPLS network backbone, includes six technology 

pillars (Figure 4). 
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Figure 4 

The Six Pillars of the Cisco next-generation mobility framework for mobile operators 

  

 

  

·  Cisco IP/MPLS Backbone, a common transport and integrated management platform for the convergence of packetized voice, video, and 

data services over existing ATM, TDM and Frame Relay networks 

·  Cisco Mobile Exchange, the intelligent mobile Internet edge solution set that links the Radio Access Network (RAN) to IP networks and 

their value-added services; simplifies and enhances service delivery independent of underlying access technologies with functions 

supporting service selection and control, flexible billing models, security, Mobile IP, and load balancing 

·  Cisco IP RAN optimization technology, which takes IP all the way to the cellular site and interoperates with leading wireless vendors, can 

dramatically lower backhaul costs, improve cell site maintenance, and enable operators to more easily add 3G radios to a cell site 

·  The Cisco IP Transfer Point (ITP) platform, which increases SS7 signaling efficiency and lowers circuit costs by moving signaling traffic to 

IP, can help mobile operators dramatically decrease the costs of services like SMS, mobile number portability, custom ring tone downloads, 

and other resource intensive new applications 

·  Cisco Mobile Voice solutions include high capacity, carrier-class voice gateways that offer standards-based support for voice over IP (VoIP) 

and voice over ATM (VoATM) services; wireless trunking that replaces traditional TDM trunking with aggregated VoIP transport between 

mobile switching centers 

·  Cisco Public/Private Wireless LAN solutions offer access points, access zone routers, and Cisco Mobile Exchange for service selection, 

content billing, and other features for consumer, enterprise, and service provider markets 
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FOR MORE INFORMATION 

For more information about Cisco IP/MPLS: http://www.cisco.com/go/mpls. 

 


