WHITE PAPER

CISCO IP/MPLS NETWORK CONVERGENCE FOR MOBILE OPERAT ORS

The move by service providers to migrate legacyoseks based on time division multiplexing (TDM) afne Relay, and ATM into intelligent,
integrated, Internet Protocol/Multiprotocol Labeli€hing (IP/MPLS) packet-based networks capablsugfporting converged network
services is well under way. Leading wireline andeléss service providers worldwide are alreadyagpy IP/MPLS backbones to take
advantage of bandwidth efficiency, scalability, sapr network management, and the ability to usmIBxpand into new service markets.

This paper focuses on how Cisco  ® IP/MPLS—a primary component of the Cisco Systems  © portfolio of mobility
solutions—is transforming mobile networks. It highli ghts the technologies available in the Cisco IOS  © software family,
including Cisco 10S-XR, designed to deliver industr  y-leading IP/MPLS routing features on the multi-ter  abit, distributed
architecture of the Cisco CRS-1 carrier routing sys  tem, for mobile operators interested in the benefit s of IP/MPLS as their
integrated, multiservice, mobile network backbone.

SUMMARY

Multiservice IP networking products and solutionsfhobile networks from Cisco Systems are helpmtgansform the design, profitability,
and cost-effectiveness of mobile networks arourdatbrld. Mobile operators are at different stagesigrating to 3rd Generation/4th
Generation (3G/4G) mobile network services anditactures and new IP services and applicationss iBtithe case in TDM networks for
traditional mobile voice environments; in ATM netike for 3G mobile networks, specifications Revis@shto Revision 4/5 (3G R99 and
R4/5); and for a range of new value-added sen&tasdards bodies, such as the 3rd Generation Paripérogram (3GPP), are
recommending IP for mobile network traffic. 4G stards development is moving towards IP-addressablgle phones and other devices.

Mobile operators have been deploying mobile sesvioevoice, data, and multimedia in disparategafitheir legacy networks. Many are
now actively engaged in researching or deployini lexisting and new mobile services based on alPRS backbone. As the leading global
IP expert, and with broad networking experience @modlucts, Cisco is working with mobile operatarassist them in taking advantage of the
many compelling benefits from a migration to a cenged wireless network backbone based on IP/MPLS.

The Cisco IP/MPLS-based architecture and producted-tmd true with successful deployments by mortlime service providers
worldwide—provide the end-to-end quality of servi@®S), security, scalability, resiliency, and magragnt enhancements for deploying
data, voice, and video services. These carriesciadustry-leading features run on the broad Claoaly of powerful hardware, ranging from
Cisco CRS-1 Carrier Routing System, the world’s inpasverful router; to Cisco 7600 Series Routers,libst performing provider edge and
enterprise metropolitan area network (MAN) and wadea network (WAN) router; to an array of custoegge and access routers.

Mobile operators can generate new revenue streamsdmerging IP services. They can also reduce laxity, lower operating and capital
expenditures through the consolidation and mignatibtheir existing ATM, TDM, and Frame Relay netk®and business processes to a
converged IP/MPLS backbone with VPN technologidsager 2 and Layer 3. Cisco IP/MPLS can also ruerddPLS-enabled ATM
switches, which helps protect investments as malprators transition from ATM to IP.
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This paper demonstrates how mobile operators @ucesthe number of existing legacy networks witoaverged IP/MPLS backbone. This
can also reduce operational expenses (OPEX) and fiexibility to capture market share and impravefitability by quickly deploying new
services Noted corporate enterprises, a growingbeurof service providers, and industry groups iditlg the ATM Forum and the MPLS and
Frame Relay Alliance have determined that buildimgtiple infrastructures to offer discrete soluside costly, inefficient, and difficult to
manage and has driven mobile network operatorstbaf smarter and more cost efficient way to grow.

Compelling financial, technological, and compettadvantages are to be gained by service provaahetsheir customers from a converged
network using Cisco IP/MPLS. Convergence allowsiserproviders the flexibility and economies of lscéhat are not feasible with multiple
single-purpose networks. Figure 1 shows the moveblyile networks from 3GPP specifications Relea@@ ® Release R4/5. Operational
expenditures can be reduced through migration ts@alated management, monitoring, and provisiosiygiems. Furthermore, there are
significant financial benefits by the centralizatiof staffing for support and configuration, sinfigl training and common skill-sets. Network
complexity is greatly reduced as overlay netwofkaistructures are eliminated. Service providersquaokly and efficiently gain new
revenues from offering innovative services. Netwealpital and operational expenditures can actukdtrease while efficiencies improve and
revenues from new, converged services increase.

Figure 1
Mobile Operators Move to IP/MPLS
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CHALLENGE

Mobile operators know they must support their éxgstevenue-generating infrastructures while exppoptions for migrating to a more
scalable, robust and converged IP/MPLS backbone abiiity of IP/MPLS networks to effectively suppail legacy services while enabling
rapid and scalable deployment of new mobile sesviwes led to an increasing move to IP/MPLS.

There are challenges to efficiently supportingetiht services with dissimilar network requirementsr a common IP backbone. Networks
must support a sizeable and growing list of sesjiggcluding data, voice, and video. The convengetvork must be scalable, secure, and able
to support future services. To be competitive, ieobetwork operators striving for differentiatiorust be able to provide service level
agreements to customers, so end-to-end QoS museasurable. At the same time, mobile operators teargduce capital and operational
expenses, so the converged network must be adocdducing repetitive investments and increasffigiency.
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SOLUTION

Cisco addresses these challenges with industrydgaddPLS technologies supported by Cisco I0S Sagwamily, including Cisco 10S XR
Software, designed to deliver industry-leading IPIMS routing features on the multi-terabit, disttémiarchitecture of the Cisco CRS-1
Carrier Routing System. These include Fast Rer@tR&), QoS with Differentiated Services (DiffSer¥yaffic Engineering (TE), and
embedded management tools for QoS assurance, teeddrandwidth, resiliency, scalability, and siabilThese capabilities and many others
are available from Cisco on the broadest set dirrgiplatforms in the industry, giving the mobilpavator tremendous flexibility and choice.

Cisco IP/MPLS solutions provide a realistic migoatppath when moving from a traditional Frame Re&leATM environment to an IP-
enabled, converged network with lower operatingsasd enhanced availability, service quality, s&guand management. Cisco IP/MPLS
provides additional control-plane capabilities Bothat enable new services such as Layer 3VPNgrlAajransport for ATM, Frame Relay,
and Ethernet; IP Version 6 (IPv6); multicast; aradfic engineering. These can all be supported av@oS-enabled, fast converging
infrastructure capable of supporting the 3GPP d@BBR2 standard classes along with voice and video.

The proven Cisco IP/MPLS multiservice architectuas been deployed in service provider environmentidwide. It can provide a single,
integrated backbone that can converge many exjdisparate networks—today each having its own digpdraffic paths, end devices, and
burdensome management—that the typical mobile opehnats built over time. This consolidation and cengence helps mobile operators
lower maintenance costs, provides a single managfemfeastructure, and makes deployment of newisesvmuch faster. Since the core,
edge, and access layers within the Cisco IP/MPLBitaccture can be scaled independently of eaclr,atihe phased migration of new and
existing networks and services is possible withdhsituption to existing traffic.

CISCO IP/MPLS CORE

The Cisco product-enabled network core or backlmogtimized for IP/MPLS forwarding and is basedaosmall number of sites with
Provider (P) routers (Figure 2). The Cisco prodertabled network core can support high port dengity a high-capacity switching
backplane and QoS forwarding mechanisms to allowrédfic differentiation.

This structure makes traffic engineering and thapsut of end-to-end QoS possible. The core alswalledge sites to be added incrementally,
so the network can be scaled without compromiskisfiag traffic. The core provider layer platforritem Cisco are the Cisco 12000 Series
routers and the Cisco CRS-1 Carrier Routing Syspawered by Cisco 10S XR Software and scaling ugytochronous Transport Module
256 (STM 256).

TRANSPORT EDGE

The transport edge layer brings the individual meks and services into a common infrastructuregu€iisco IP/MPLS Layer 2 and Layer 3
VPNSs and provides the scalability for future growAfthough the number of core sites and platforhmsutd remain relatively constant, the
number of platforms and interfaces in the distidnutayer is likely to grow as the number of edgevies and performance requirements
increase. The Cisco product-enabled distributi@tf@im forms the flexible IP/MPLS provider edgepparting multiple routing protocols
while securely maintaining logical Layer 3 traffieparation between services.

Cisco Systems, Inc.
All contents are Copyright © 1992—-2004 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 3 of 10



Figure 2
Supporting Multiple Edge Services over a Single IP/MPLS Backbone

The Cisco edge platforms also provide flexibilityioth the number and types of interfaces suppotgarovide connections to the array of
different customer edge (CE) devices required énatcess layer. These interfaces must be capablgppbrting both Layer 2 and Layer 3
VPNSs on an as-needed basis. Figure 2 shows variobgle gateway infrastructures, including Gatewd&RS Support Node (GGSN), Packet
Data Serving Node (PDSN), Serving GPRS Support N6S@&SN), Radio Network Controller (RNC), Media Gedy (MGW), Home

Location Register (HLR), Service Control Point (3(Rat allow users or applications to access netwervices through interface
technologies, including GPRS Internal Packet Nekw@mn) interface, Logical unit (Lu), Signaling Sgst 7 (SS7),across a managed and
secure IP/MPLS backbone.

Two types of provider edge platforms are available:

Transport Edge—For all internal, trusted networke, €isco 12000 Series router can scale from Di§ighal 0 (DS0) on channelized
interfaces up to multiple ST-64 or 10 Gigabit Etiedr As an edge platform it supports flexible, pesgmable application-specific
integrated circuit (ASIC) technology capable of gogting multiple transport edge connections.

Service Provider Edge—For highly scalable LAN cortioes to external networks (for example, the Ingg¢rpartner networks, and
corporate customers), the Cisco 7600 Series rodednger fully integrated Cisco IP/MPLS supportirilexible service module blade
approach for firewalling, IP Security (IPSec), urgion detection, content optimization, and CisccbMoExchange features, all on a per-
VPN basis. This allows for built in security anchtml| at the most vulnerable points in the network.

Multiservice PE—The Cisco MGX 88x0 series of IP+ABMitches/media gateways allows the efficient tranisand switching of legacy
TDM, FR and ATM services and adaptation to the IPII@ plane.
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ACCESS LAYER

The access layer is the point at which the existimd future internal and external networks connggis layer must support many different
WAN technologies and protocols and is based onimaettdor equipment, including 2G and 3G. Many @&t networks will connect directly
into the provider edge but in some cases some @gatiibn or media conversion may be required.

CISCO IP/MPLS TECHNOLOGIES

Cisco IP/MPLS VPNs greatly simplify service deplagmbhcompared to traditional FR or ATM based networks the number of routes and
customers increases, Cisco IP/MPLS VPNs easilyesedlile providing the same level of privacy as &g technologies such as Frame Relay
or ATM. In addition, they can transport non-unigueprivate IP addresses across a public domain.

Mobile operators can rely on Cisco I0S Softwaretli@r delivery of the most complete MPLS featureteetase migration and to provide
management and assurance of service quality, bdtidwesiliency, and scalability. The primary teclugies and differentiation of Cisco
IP/MPLS include traffic engineering, guaranteeddwidth, fast reroute, and QoS.

Traffic engineering makes it possible for networaimagers to implement efficient routing policieetsure optimal traffic distribution and
improve overall network usage.

Guaranteed bandwidth can be achieved through aioatidn of features. Cisco DiffServ-Aware Traffia@ineering not only allows the
configuration of a global pool for bandwidth accting but also provides a restrictive subpool comfegion for high-priority network traffic,
such as voice.

CISCO MPLS FAST REROUTE (FRR) is another technology that contributes to guasthteandwidth. It allows extremely quick recovery
if a node or link fails. Such fast recovery preweemnd-user applications from timing out and alsvents loss of data. Cisco MPLS FRR can
locally patch traffic onto a backup tunnel in casea link or node failure with a failover time o® 3nilliseconds, which is competitive with
Synchronous Optical Network (SONET) and Synchroriggtal Hierarchy (SDH).

The Cisco IP/MPLS QoS capabilities help ensureithpbrtant traffic is given the appropriate prigritver the network and that latency
requirements are met. Cisco I0OS Software providiéshaset of QoS features that work hand-in-hanith WiiffServ traffic engineering to
provide a point-to-point QoS guarantee for eachiserclass.

To provide QoS guarantees, the following networirahteristics must be controlled:

Bandwidth guarantees—Voice trunking or a virtuakkziline application requires the equivalent oéarulated point-to-point circuit in

the network with bandwidth guarantees. The netvdekices must be capable of scheduling traffic ab thice traffic always receives its
share of the link capacity under moderate—or heavyrgestion conditions. A full bandwidth guaranteedcaervice class is accomplished
when the bandwidth reserved in the control plamé¢hé main pool, or in the subpool is equivalerthi®bandwidth reserved in the
forwarding plane for the same class, and the usatiee bandwidth for each reservation is in compuigwith the requested bandwidth.

Delay guarantees—Bandwidth guarantees do not aleraysre a proper delay or jitter guarantee. For i@ longer route across the
network may provide a bandwidth guarantee butnatl meet the delay requirement for tight QoS-basedices. Time-sensitive
applications such as voice trunking also requidelay guarantee. By carefully selecting the patbsscthe network with traffic
engineering, different classes of traffic can reealifferent minimum delay guarantees accordinthéoservice class.

Jitter bounds—Voice-trunking applications requir@sistent and predictable network behavior. Netwdmkices invariably introduce jitter
during traffic queuing and scheduling, regardlegssaw smooth the initial entry of traffic. Providjiow network jitter also reduces the
requirement of large de-jitter buffers in the emdles, resulting in smooth playback of voice atréeiving end.
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Advanced Cisco I0OS QoS features in the core anédie, with DiffServ—At the edge of the networkffitais policed and colored
appropriately. Coloring refers to marking the paskeith the appropriate MPLS type-of-service (T®&3 value in the MPLS header. This
color is then used in the core to identify the staswhich the packet belongs. In the core, Cisoe-Latency Queuing (LLQ) is deployed

to help ensure the minimum bandwidth for tunnela particular class. This allows a service providegnsure strict priority and an assured
amount of bandwidth for voice, while dividing themmaining bandwidth using Class-Based Weighted Gaeuing (CBWFQ) or Modified
Deficit Round Robin (MDRR) for the other tunnelslatata traffic.

MIGRATING TO AN IP/MPLS BACKBONE FOR MOBILE APPLICA TIONS

As mobile operators consolidate their networksntdR”RIMPLS infrastructure, the migration must rem@aémsparent to their customers who
depend on Layer 2 and Layer 3 services for thesinmss-critical applications. This requires awassra elements related to service delivery,
infrastructure, and operations. Existing SLAs afftemust be maintained or exceeded and servicelmusacked for billing along with
validation of service levels provided. Ideally, @stments in infrastructure and staff training nhestised where possible. Cisco carrier class
IP/MPLS product portfolio, Cisco Any Transport o\MPLS (AToM), a standards-based pseudowire edgdation version 3 (PWE3) and
the Cisco Internet Operations Support System (®8p) make migration to consolidated, multiservigd$1PLS networks more cost-
effective, efficient, and transparent to end users.

Cisco offers several Layer 2 and Layer 3 IP/MPLSeabsolutions to assist in migration and consabtidand to support a broad range of
services within the mobile operator’s infrastruetuit Layer 2, the Cisco Unified VPN Suite includeayer 2 Tunneling Protocol Version 3
(L2TPv3), which creates tunnels for Layer 2 traffithin IP networks, and AToM, which encapsulateyér 2 traffic within MPLS packets
for tunneling across an MPLS core.

Cisco AToM (Figure 3) encapsulates and transparérahsports any traffic type over an IP/MPLS natwvoore. Mobile operators can use a
single network infrastructure and management enuient to offer customers connectivity for ATM, FreuRelay, Ethernet, Point-to-Point
Protocol (PPP), and High-Level Data Link ControDEC) traffic with Cisco AToM, and to carry customi€t traffic in Layer 3 VPNSs.

Figure 3
3GPP R99-to-R4/5 Backbone Convergence with Cisco AToM and Layer 3 VPN
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As a Cisco and service provider innovation, the@i&ToM solution was also designed to work withinbile operator networks in an open,
standards-based environment. With the broadeserahgrotocol support, spanning Ethernet over MPEGVIPLS), Frame Relay over MPLS
(FROMPLS), PPP over MPLS (PPPoOMPLS), HDLC over MRHSLCoMPLS), ATM Adaptation Layer 5 (AAL5) over MF5, and ATM

cell relay over MPLS (including cell packing), Gishas the flexibility to offer a solution for mdsfrastructures.

With extensive operations, administration, and ngangent (OAM) features such as status notificatiwth@mulation, Cisco AToM meets the
most basic criteria for successfully tunneling ATWcuits. Cisco also features a comprehensive hieteDSS for provisioning Layer 2 and
Layer 3 VPNs using the Cisco IP Solution Cente€jlSThe OSS also supports accounting for eithéréiee or usage-based billing systems.
These technologies are available to the mobileatpeon the largest portfolio of multiservice, sddé, high-performance, highly available
Cisco platforms that have been deployed in mangitggservice provider networks worldwide.

THE CISCO IP/MPLS MANAGEMENT INFRASTRUCTURE

The Cisco suite of standards-based IP/MPLS manageio@s and technologies helps enable mobile eper#o increase the overall
reliability, availability, and serviceability of &ir networks and services. Simplified provisionamg automated troubleshooting lower the total
cost of ownership and boost productivity. Ciscaerdfan integrated suite for network and serviceagament that provides a flexible,
intelligent, end-to-end solution.

The Cisco ISC is a carrier-class network and sermianagement suite, which integrates with Cisco$0®ware to help enable effective
planning, provisioning, and operation of MPLS Lageand Layer 3 VPNs across multiple sites. The €CIS€ supports both MPLS Layer 2
VPN management—including the new feature Virtuav&tg LAN Services (VPLS)—MPLS Layer 3 VPN managemant QoS
provisioning across all services.

Cisco MPLS embedded management capabilities asgllmsemerging IETF draft standards that enablécgeproviders to guarantee service
levels across MPLS-based IP VPNs, regardless dfithscriber interface connecting customers to tééN\Wervice. For example MPLS MIBs
accessible by third-party management systems thrthegindustry-standard Simple Network Managemeotdeol (SNMP) bring together the
various service views needed to quickly troubleslroconverged MPLS network. In addition, the apitd automate the MPLS OAM tools
through the deployment of Cisco I0S IP SLA perfonceameasurement technology, for example, will Iselwice providers in implementing
automated critical fault isolation and detectiorchenisms in MPLS networks. Cisco I0S Software algaports MPLS-aware Cisco NetFlow
Version 9.0 for per-VPN traffic monitoring, a pringarequirement for traffic monitoring from the bdae to the user.

SECURITY

Before migrating to IP/MPLS, mobile operators mastconvinced that it offers network security conaée to that of traditional Layer 2
based networks such as FR or ATM where data artésaue passed reliably and unhindered to all gpjate endpoints. Similar to traditional
Layer 2 based networks, IP/MPLS networks also pl@¥ill address and traffic separation and hideesting structures of the core network
and the VPNSs. It is not possible to intrude from thutside into the IP/MPLS core network or VPNsabysing the IP/MPLS mechanisms.
Neither is it possible to intrude into a propercsred MPLS core.

ACCOUNTING AND SLA MEASUREMENT TOOLS

Cisco NetFlow and Cisco I0S IP SLA, two network-mgement features in Cisco 10S Software originadigidned for native IP networks,
have also been integrated into the Cisco IP/MPIlc®aating and SLA measurement toolkit. Cisco NetFéowl Cisco I0S IP SLA
performance metrics provide a complete view of faometwork is behaving, both historically and inl teae. The NetFlow accounting feature
provides highly granular traffic statistics for €isrouter-based networks on a per-flow basis.
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Cisco IOS IP SLA measures latency, jitter, and patiss metrics between two endpoints to verifyheacstomer’s service levels and generate
statistical network trending information. Measuremsecan be made end-to-end between customer VRitldos or across the mobile operator
backbone between either two MPLS provider edgeersudr two “shadow” routers. With Cisco NetFlow aidco IOS IP SLA running in a
Cisco IP/MPLS network, mobile operators have thiétatho measure customer network service leveld amonitor per-customer SLAs in real
time. By gathering flow-by-flow accounting datangiMPLS-Aware NetFlow, they also can create sesvibat support usage-based billing
and service-class differentiation.

CONCLUSION

Cisco IP/MPLS solutions for the network backbonevjde mobile operators with a proven, cost-effegtand manageable environment for
legacy network convergence and for offering new ilecdervices. Cisco provides mobile operators witharray of solutions to reduce the
complexities of establishing a common backbonerforsparent migration from traditional, disparagéworks to the converged Cisco
IP/MPLS mobile architecture. Cisco solutions braiigthe same established network features incluttiaf§ic engineering, QoS, embedded
management, service monitoring, guaranteed bandwiad service assurance, resiliency, and scalabilit

Cisco pioneered IP/MPLS. The technologies, avalabiCisco IOS Software family, provide significattvantages in applications such as
VPNs and traffic engineering. The Cisco IP/MPLS itehrchitecture enables mobile operators to affany network services to customers at
lower costs than by using Frame Relay, leased éiné,ATM. Cisco leadership and experience in IP/@Rlanslates to a feature-rich
implementation running on a set of robust and pmaweltiservice platforms.

The Cisco next-generation mobility framework forbie operators, based on a Cisco IP/MPLS netwodklbane, includes six technology
pillars (Figure 4).
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Figure 4
The Six Pillars of the Cisco next-generation mobility framework for mobile operators

Cisco IP/MPLS Backbone, a common transport angyiated management platform for the convergencecketized voice, video, and
data services over existing ATM, TDM and Frame Reletworks

Cisco Mobile Exchange, the intelligent mobile Imetr edge solution set that links the Radio Accestsvidrk (RAN) to IP networks and
their value-added services; simplifies and enhaseedce delivery independent of underlying acteslnologies with functions
supporting service selection and control, flexibiléng models, security, Mobile IP, and load balary

Cisco IP RAN optimization technology, which tak&sdll the way to the cellular site and interopesatéh leading wireless vendors, can
dramatically lower backhaul costs, improve cek sitaintenance, and enable operators to more eakllBG radios to a cell site

The Cisco IP Transfer Point (ITP) platform, whidlerieases SS7 signaling efficiency and lowers dimnsts by moving signaling traffic to
IP, can help mobile operators dramatically decréfaseosts of services like SMS, mobile numberaislity, custom ring tone downloads,
and other resource intensive new applications

Cisco Mobile Voice solutions include high capacisgrrier-class voice gateways that offer standasted support for voice over IP (VolIP)
and voice over ATM (VoATM) services; wireless trumg that replaces traditional TDM trunking with aggated VolIP transport between
mobile switching centers

Cisco Public/Private Wireless LAN solutions offecass points, access zone routers, and Cisco Mekdleange for service selection,
content billing, and other features for consumetemrise, and service provider markets
Cisco Systems, Inc.
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FOR MORE INFORMATION

For more information about Cisco IP/MPL8tp://www.cisco.com/go/mpls
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