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TRAFFIC ENGINEERING AND QUALITY OF SERVICE IN CISCO IP/MPLS
MOBILE BACKBONES FOR ENHANCED NETWORK PERFORMANCE,
SERVICE RELIABILITY, AND MANAGEABILITY

Moving toward third-generation (3G) mobile network standards and satisfying increasing market demands, mobile
operators are faced with expanding their networks t o offer more and diverse voice, data, and video ser  vices. Many are
increasingly turning to Internet Protocol/Multiprot ocol Label Switching (IP/MPLS), which combines the intelligence of
network routing with the performance of switching a nd provides significant benefits for delivering car rier-class
multimedia services. IP/MPLS can be used by mobile operators as a common backbone for gradually replac ing their
traditional ATM, Frame Relay, and time-division mul tiplexing (TDM) networks.

IP/MPLS delivers superb quality-of-service (QoS) ca  pabilities and greater scalability for both existin g and future services,
from General Packet Radio Service (GPRS) and Code D ivision Multiple Access (CDMA) data to unified mess  aging, Short
Message Service (SMS) offloading, 2G tandem bypass,  voice over IP (VolP), voice over ATM (VOATM), mult icast, VPNs,
and the move to many other Third-Generation Partner  ship Program (3GPP)-enabled applications (as specif iedin
Releases 99, 4, and 5). At the same time, IP/MPLS a nd the network convergence it enables can bring sig nificant
reductions in capital expenditures (CapEx) and oper  ating expenses (OpEX) in addition to top-line reven  ue growth caused
by the faster introduction of new mobile services. However, to make the move to IP/MPLS, mobile operat ors must feel
comfortable that this proven technology is reliable and effective in further enhancing the bandwidth a  vailability, QoS,
uptime, security, and resilience they already depen  d on in their existing networks. Cisco Systems  °, a pioneer of IP/MPLS,
provides important traffic engineering and QoS tech nologies to support mobile network migration to 1P/ MPLS
backbones, drawing on its extensive experience assi sting wireline service providers around the world w ith this
transition.

This paper describes the IP/MPLS traffic engineerin g and QoS capabilities in Cisco IOS  © Software and their use in
supporting high-availability voice, data, and video mobile services over a common IP/MPLS backbone bui It on Cisco °
products and solutions.

SUMMARY

IP/MPLS is becoming a mainstream technology in maetyork backbones because of its many efficieraiescost savings. A growing
number of mobile operators are adopting IP/MPL& tehnology that will allow them to cap investmenATM and other Layer 2
infrastructure elements while quickly and flexildgploying and supporting 2.5G and 3G services. fitage to IP/MPLS includes mobile
operators using standards based on the two maiiaertebhnology roadmaps: Global System for Mobita@nunications (GSM), running
data applications using Enhanced Data Rates for G#bdlution (EDGE), GPRS, and wireless LANs and mg\io the all-IP network via the
Universal Mobile Telecommunications Service (UMEShitecture; and CDMA technologies, where dataises are enabled using solutions
such as CDMA2000, 1 x Radio Transmission Technol@gRTT), Evolution Data Optimized Overlay (EV-D@nd WLANS.

Other mobile operators using different technologsesh as Fast Low-Latency Access with Seamlessléfbn-Orthogonal Frequency
Division Multiplexing (FLASH—OFDM) and iBurst, ards® considering IP/MPLS for more efficient trangpairvoice, data, and video.
IP/MPLS provides a common network backbone to eswdape and transport mobile traffic. This reducapEx and OpEX.
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Multiservice IP networking products and solutionsiihobile networks from Cisco are helping to transf the design, profitability, and cost-
effectiveness of evolving mobile GSM and CDMA netlsaround the world. Cisco, a pioneer of IP/MPp&yvides important traffic
engineering and QoS technologies so mobile operatr deploy IP/MPLS backbones—as thousands ofcegpvoviders around the world
have done—with confidence and operational integrity.

Mobile operators are at different stages of miggato 3G/4G mobile network services, architectuaes, applications. Standards bodies such
as 3GPP are recommending IP for mobile networfictafhe development of 4G standards is moving toWR-addressable mobile devices.

Until now, mobile operators have been deploying ileatervices for voice, data, and multimedia imdisite parts of their existing networks.
Many are now actively engaged in researching otogémy both existing and new mobile services basedn IP/MPLS backbone. With its
global leadership in IP/MPLS and its broad netwagkéxperience, products, and solutions, Ciscolfsrigemobile operators take advantage
of the many compelling benefits of a migration tcomverged wireless network backbone based on IPSVIP

Cisco IP/MPLS products and solutions—proven sucoesisfough deployments by most wireline serviceviers worldwide—provide
mobile operators the end-to-end traffic engineer@gS, security, scalability, resiliency, and maragnt enhancements for deploying data-,
voice-, and video-based mobile services. Theséecanass, industry-leading features run on theatr@isco line of powerful hardware,
ranging from the Cisco CRS-1 Carrier Routing Systira world’s most powerful router; to Cisco 12(®€ries edge routers, which can scale
from digital signal level 0 (DS0) on channelizeteifiaces up to multiple ST-64 or 10 Gigabit Ethé&rtee Cisco 7600 Series routers, the best-
performing provider edge and enterprise metropol#teea network (MAN) and WAN routers.

Mobile operators can generate new revenue streamsdmerging IP services. They can also reduce ity and lower OpEx and CapEx
through the consolidation and migration of theiiserg ATM, TDM, and Frame Relay networks and bessprocesses to a converged
IP/MPLS backbone with VPN technologies at Layend hayer 3. Cisco IP/MPLS can also run over MPL&k#ed ATM switches, which
helps protect investments as mobile operatorsitramgrom ATM to IP.

Cisco has broad expertise helping mobile operatoderstand the business transformation necessampve to next-generation mobile
networks. A phased approach to IP service developroalled Cisco IP Factory, is also availablegitee mobile providers a service
component methodology for network convergence eartsformation.

Maintaining high-service availability is among ttog concerns of mobile operators as new servieadded and as the benefits of network
convergence are evaluated. Cisco IP/MPLS Traffigifgering Management and QoS technologies in GB&oSoftware, along with carrier-
class management in the Cisco IP Solution Centisc¢dSC), allow mobile providers to operate thad networks side by side with new ones
with the same features they have come to exped,qiher capabilities inherent in IP/MPLS.

With a Cisco IP/MPLS backbone, mobile operatorsre@ynon traffic engineering, QoS, and managemeatufres to provide these benefits:
Enhanced applications

Support voice, data, and video traffic types

Apply various QoS attributes
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Optimization
Optimize the routing of multiple classes and typesaffic
Optimize the use of available network bandwidthubing alternate paths to move traffic efficiently
Manage hard bandwidth classes and delay consttaistgpport strong service levels

End-to-end quality of service

Enable rapid recovery from disruptions to help eadault transparency to users and network appicat
Effectively manage delay and delay variation, baidthy and packet loss parameters
Create greater network resilience to withstand tinkode failures

Improved network performance

More efficiently use transmission capacity

Monitor service-level agreements (SLAs) with enebtwl service assurance agents
Monitor overall network performance

Maintain high network availability

Cisco IP/MPLS Traffic Engineering brings to an IFFMS backbone the same traffic engineering capsilés traditional Layer 2 ATM and
Frame Relay networks that mobile operators arel@mvith, plus much more. The Cisco traffic engiriag solution, together with QoS
features in Cisco I0S Software, give mobile opegstosuite of comprehensive, carrier-class netwaols to manage end-to-end mobile voice,
data, and video services in response to escaletisipmer demands.

CHALLENGE

Today’s mobile service marketplace is extremely petitive. Consolidation and declining subscriptiates for mobile voice services have
forced mobile operators to differentiate themselwesffering more new services while keeping casten. The move to 3G architectures
includes an array of new types of services witly\different characteristics and requirements. Vdias low-latency requirements, video can
run with higher acceptable latency, and data sesvigpically have no tolerance requirements fariey. However, voice transmissions can
tolerate low bandwidth, but data and video transiois cannot.

Managing and operating all of these different kinfiservices on disparate Layer 2 networks havegr@xpensive and inefficient. Yet
converging to a packet-based network, as recomnaengl€isco and all major mobile standards grouggiires careful management of traffic
and bandwidth. Mobile operators must adhere to Skifls increasingly more stringent QoS requiremeleimanded by customers. WAN
bandwidth is expensive, and the common backboneankthas to be shared among diverse applicatiotisdiwerse needs. Also, the network
must be able to scale and to run with high religb#ind availability.

Cisco engineers, consultants, field sales reprasees, account teams, and channel partners uaddrand can help mobile operators with the
business transformation requirements inherentémibve to next-generation mobile networks. Havieggsate engineering and operating
processes for existing network architectures cdaydgpetting new services on the market. Once degglay a traditional environment, these
new services can be extremely difficult to supperd time-consuming to troubleshoot. A converged®I®/MPLS infrastructure provides a
natural point of modularity and standardizatioftjihgs mobile operators save time by reducing coxipleredundancy, and overhead costs.
Within this converged, simplified infrastructureis€o technologies for traffic engineering and Qo8&vjtle mobile operators a proven,
dependable environment for ATM, Frame Relay, and/TtEaditional network convergence and the rapidioyapent of the newest mobile
services.
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SOLUTION

Certain service-enhancing features provide majoefits to the efficient operation of mobile IP/MPh8tworks. The Cisco MPLS Traffic
Engineering feature helps mobile operators optirttizeuse of available network bandwidth by usingrahte paths to move traffic efficiently.
MPLS traffic engineering also protects the netwauking a failure with Cisco MPLS Traffic Engineegifrast Reroute (FRR) used to redirect
traffic from primary tunnels to backup tunnels. Gargeed bandwidth can be achieved through a conidinaf these two features. Cisco
DiffServ-Aware Traffic Engineering not only allowise configuration of a global pool for bandwidttcaanting but also provides a restrictive
subpool configuration for high-priority traffic tgs, such as voice.

Cisco MPLS FRR is another technology that contebub guaranteed bandwidth. It allows extremelgkjuecovery if a node or link fails.
Such fast recovery prevents end-user applicatiams fiming out and also prevents loss of data. €MELS FRR can locally patch traffic
onto a backup tunnel in case of a link or nodeifaiwith a failover time of 50 milliseconds, whiishcompetitive with SONET and SDH. The
Cisco IP/MPLS class-of-service (CoS) capabilitypsetnsure that delay-sensitive and important trégfgiven the appropriate priority over
the network and that latency requirements are fiet.Cisco 10S Software Family provides a rich $&DoS features that work together with
Differentiated Services (DiffServ) traffic enginesy to provide a point-to-point QoS guarantee facheservice class. It provides preferential
treatment for certain types of traffic based orcéffeattributes and helps ensure that all appilicet can coexist and function at acceptable
levels of performance.

Traffic engineering, QoS, and network monitoringug§ons from Cisco have been successfully applechbbile backbone networks. They are
essential for IP/MPLS backbones because they greatiance the delivery of end-to-end mobile sessgith bandwidth protection, provide
resilience during a link or node failure, and gievices the QoS intelligence to handle traffic bas® each subscriber’'s network policy within
defined classes of service.

IP/IMPLS OVERVIEW

MPLS complements IP technology. It is designedke tadvantage of the intelligence associated Wittouting and the switching paradigm
associated with ATM. First developed by Cisco asst&itching in the 1990s, MPLS is now an internagidindustry standard that combines
elements of both connection- and connectionlesmted networking by integrating information aboenvice characteristics (such as
bandwidth, latency, and utilization) with the flbitity and ease of management of IP routing.

MPLS labels are superimposed on IP packets atdpe ef the MPLS network and removed at the destinadge or penultimate hop. MPLS
labels are added between the Layer 2 and the [3ageader (in a packet environment) or in the vinpadh identifier/virtual channel identifier
(VPI/VCI) field (in ATM networks). Among other thgs, the labels applied assign packets to groupewfarding Equivalence Classes
(FECs). Packets belonging to the same FEC getagitndatment, providing QoS for varied traffic tgp®PLS imposes a connection-oriented
framework upon a connectionless IP network, praxgdhe necessary foundation for reliable QoS amdiwalth utilization as found within an
ATM network, but without the equipment expense pratessing overhead. An MPLS label summarize$allnformation about how to
direct a packet, including:

Destination

Precedence

VPN membership

QoS information from Resource Reservation Prot@R&\VP)

The route for the packet as specified by traffigiraering
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MPLS uses labels to forward traffic across the MieIn@bled backbone. When packets enter the MPLSidptabels are imposed on the
packets, and the label (instead of the IP headseyhines the next hop. Labels are removed atgress of the MPLS domain. When a labeled
packet arrives at a label switch router (LSR),ittteming label determines the path of this packigtiwthe MPLS network. MPLS label
forwarding then swaps this label to the appropratigoing label and sends packets to the next Hlop MPLS backbone can be configured to
accept Layer 2 virtual LAN (VLAN) traffic by configring the label edge routers (LERS) at both ende@MPLS backbone.

These labels are assigned to packets based oniggoapforwarding classes. This MPLS lookup andvarding system allows for explicit
control of routing, based on destination and soadmress, allowing easier introduction of new IRises. Thus, MPLS is rapidly emerging as
a core technology for next-generation networks.lémgntation of MPLS allows for the consolidationnadiltiple disparate networks into one
and provides a means for multiple Layer 2 techne®tp be used simultaneously, providing a tremasdmst saving. Many mobile operators
are finding real benefit in designing a packet awetwvork based on MPLS.

CISCO MPLS TRAFFIC ENGINEERING

Cisco MPLS Traffic Engineering is an extension tBIMs in Cisco 10S Software that is used to selexintiost desirable paths across an MPLS
network, based on bandwidth and administrativestiiwery LSR in an IP/MPLS backbone network man#ai traffic engineering link-state
database with the current network topology. Changdise link-state database are distributed thrdlagiding, in which a router forwards
packets to all of the devices to which it is atedthThis flooding technique is used by Open ShbRath First (OSPF) Protocol to distribute
and synchronize the link state database betwedarsoin the network backbone.

The goal of Cisco MPLS Traffic Engineering is torgoute the most desirable path from one given nodmother so that the path does not
violate any other constraints such as availablelwédth and latency. Once the path is computedfi¢rahgineering is responsible for
establishing and maintaining forwarding state altregpath. The end-to-end MPLS path is known abal Iswitched path (LSP). The LSP
originates at the MPLS ingress router and terméatehe MPLS egress router across the networkbloaek

The most effective way to provide greater optimiaabf network resource utilization is with Ciscd?US Traffic Engineering because the
existing Interior Gateway Protocols (IGPs) only gaogt routing decisions based on shortest-path élgos but do not take into account
bandwidth availability or traffic characteristicSisco MPLS Traffic Engineering, on the other hacréates a virtual topology constructed from
virtual links that appear as physical links to theting protocol and provide constraint-based raytiraffic shaping and traffic policing
features, and failover.

Cisco MPLS Traffic Engineering determines the reute traffic flows across a network based on #sources required by the traffic and
availability in the network. A constraint-based tiag feature establishes the shortest path faaféidrflow that meets the resource
requirements. Recovery from link or node failuepadssible because the network adapts to new edmstrUsing the routing and signaling
capabilities of LSPs across a backbone, Cisco MPiaffic Engineering accounts for link bandwidth godthe size of traffic flows when
determining routes for LSPs across the backbone.

CISCO ISC TRAFFIC ENGINEERING MANAGEMENT

Cisco ISC Traffic Engineering Management (Cisco [8EM), a carrier-class management solution thatteafully integrated into Cisco I0S
Software, is an important component in Cisco ISi@yfe 1). Cisco MPLS Traffic Engineering managenfeatures provide mobile operators
an IP/MPLS backbone to replicate and greatly expguh the traffic engineering capabilities thatythee familiar with in their existing Layer
2 ATM networks.

As a Layer 2 and Layer 3 technology, IP/MPLS malessible much broader traffic engineering capadédjtproviding a solution to help
ensure not just the optimal bandwidth and delayadtaristics of the network but also to concuryeatidress connectivity and bandwidth
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protection in failure scenarios. In addition, itkea possible major improvements to network utiimaby providing a mechanism for avoiding
congestion in one portion of the network and untiliézation in another.

Cisco ISC TEM evaluates the bandwidth reservat@nbnks in a network and optimizes the routingwfnels to make the best use of the
available bandwidth. It also supports a range @fratonal requirements in IP/MPLS network backbaeéeted to traffic routes. Cisco ISC
TEM acts automatically to spread traffic loads athe links of a network as evenly as possibleréwvent overloads while still maintaining
any constraint boundaries that might be placedazh ¢raffic type.

Figure 1
Cisco IP Solution Center Traffic Engineering Management
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MPLS Labels can be used to engineer explicit paths
Tunnels are UNI-DIRECTIONAL

Normal Path: R8 - R2 - R3 — R4 - Rb
== Tunnel Path: R1 - R2 - R6 - R7 - R4

Route Server Software from the Cisco acquisitioRafc Technology in 2004 further augments traffigireering capabilities in Cisco ISC
TEM to help optimize primary and backup Cisco MPLi&ffic Engineering tunnel placement. The Routev8eBoftware is based on a hybrid
traffic engineering optimization algorithm from ambination of technology from Cisco and Parc.

MPLS GUARANTEED BANDWIDTH SERVICES
There are three components of Cisco guaranteedaidihidservices: Cisco DiffServ-Aware Traffic Engereng, AutoBandwidth Allocator,
and MPLS FRR.

Cisco DiffServ-Aware Traffic Engineering extends MPtraffic engineering to enable constraint-baseding of guaranteed traffic versus
regular traffic. The more restrictive bandwidthésmed asubpoo] and the regular traffic engineering tunnel barmtvis called thglobal
pool. Figure 2 shows the separation of high- and loiwrjty traffic. The ability to specify a more restive bandwidth constraint for high-
priority traffic translates into the ability to a@elre higher QoS performance (in terms of delaterjtor loss) for the high-priority, guaranteed
traffic.
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Figure 2
Cisco DiffServ-Aware Traffic Engineering

AutoBandwidth Allocator is a Cisco I0S Softwaretfea that adjusts and manages bandwidth. It autoatigtincreases the amount of
bandwidth for a Cisco MPLS Traffic Engineering tehbased on measured traffic loads. Tunnels aigest default time intervals for extra-
efficient network utilization.

MPLS FRR can reroute traffic within millisecondstire event of network failure, which translate®ihigher network availability and
performance (Figure 3). Cisco IP/MPLS FRR helpsisgssthat traffic reaches its destination despitedr node failure at the MPLS network
core. When a router in the label-switching pathvigre of link or node problems at the next-hopidasbn, the router stacks additional labels
onto MPLS packets to reroute the traffic aroundgtablem area. If the problem is in the data lithie router provides line protection by
redirecting the traffic to the original next-hopstieation through a different path. If there isaalf at the next hop, the router provides node
protection by bypassing that hop and routing thfitrto thenexthop in the original path. In either case, whenMHRLS traffic returns to the
node on the original path, the FRR label is popped, the original MPLS label is restored. Besiaggsuting the traffic, the router informs the
ingress provider edge router of problems in thé gatthat future traffic originating at the ingr@gsevider edge router will use a different
tunnel. The router also informs the ingress pravatige router when an offending link or node isareg@l so that the original MPLS tunnel can
be assigned again to new traffic. In Shared Risik [Groups (SRLGS), in which links in a network sharcommon fiber or a common
physical attribute, if one link fails, other linksthe group may fail, too. Links in the group havshared risk. But with MPLS FRR, the
problem is averted because the SRLG feature enbdnedackup tunnel path selection so that a battkupel avoids using links that are in
the same SRLG as the interfaces that the backuggkisiprotecting.
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Figure 3
MPLS FRR and Cisco IOS ISC Provide Link, Node, and Bandwidth Protection

The Cisco FRR feature also supports the use of R&WUBs to accelerate the detection of node fasluBackup tunnels that bypass next-hop
nodes along LSP paths also provide protection finkfailures because they bypass the failed ligkvall as the node. RSVP hello enables
RSVP nodes to detect when a neighboring node issaghable. This provides node-to-node failurediete. When such a failure is detected,
it is handled in a similar manner as a link-layemenunication failure.

RSVP hello can be used by FRR when notificatiohndlayer failures is not available (for exampleth Ethernet), or when the failure-
detection mechanisms provided by the link layemaresufficient for the timely detection of nodddaes.

IP/MPLS QOS
QoS in IP/MPLS provides the backbone network whith intelligence necessary to handle different tygfegaffic based on network policies
and to control bandwidth, delay, jitter, and padkss. Cisco provides a broad range of tools ttetiaed to enable QoS (Figure 4) and that are
applied both locally to a network device and cambiasly across the backbone network, including:
Classification and marking
Congestion avoidance
Congestion management
Traffic conditioning
Signaling and link-efficiency mechanisms

QoS management
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Figure 4
QoS for Converged Networks

CLASSIFICATION AND MARKING

The Cisco packet classification and marking featalow traffic to be partitioned into multiple skes of service (CoS). Packets can be
classified in a variety of ways, ranging from injnierface, to Network-Based Application RecogmitidlBAR) for overcoming difficulties
when classifying applications, to provider-managedess-control lists.

CONGESTION AVOIDANCE

The Weighted Random Early Detection (WRED) alganittnables congestion-avoidance on network intesfageproviding buffer
management and allowing TCP traffic to throttlekobefore buffers are exhausted. This works to adoighping the last packet in a stream
wasting the resources spent on the first part@stream that would have to be retransmitted asidtasgith global synchronization to
maximize network utilization and TCP-based appi@aperformance.
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CONGESTION MANAGEMENT

At times, network interfaces can become congegteen at high speeds, transient congestion is nmiramon in a backbone network.

Queuing techniques are necessary to ensure thatdbecritical applications get the prioritized@rding treatment necessary. For example,
real-time and delay-sensitive mobile applicatiomshsas voice may require forwarding with the ldasgncy and jitter possible. Cisco Low-
Latency Queuing (LLQ) provides for such a solutiBor traffic not sensitive to delay, other queuiaghniques such as Class-Based Weighted
Fair Queuing (CBWFQ) and Modified Deficit Round RoBKMDRR) may be used. The queuing techniques eaim&tantiated using the policy
framework of the Cisco Modular QoS command-lineiface (MQC).

TRAFFIC CONDITIONING
Traffic entering a network can be conditioned bings policer or shaper. A policer simply enforegsaffic flow rate limit and a shaper
smoothes the traffic flow to a specified rate bingsduffers.

SIGNALING

In addition to supporting provisioned QoS, suclthaslETF DiffServ model, Cisco 10S Software alsowpdes for the Integrated Services
(IntServ) model, in which resources are actualgereed ahead of time along the entire path of@/fl RSVP is the primary mechanism to
perform admission control for flows in a networkpArfect example application is VoIP, in which 8 nzay be completed only if the
resources are available for it, ensuring that bcoahing into a network does not bump or affectqbality of existing calls.

LINK-EFFICIENCY MECHANISMS

Streaming video and voice traffic use Real-Timen§prt Protocol (RTP), in which the packet headarsbe compressed from about 40 bytes
down to 5 to 8 bytes. This compression saves aetneious amount of bandwidth in the case of low-sgie&d and when supporting a large
number of media streams. Additionally, Frame Ré&leggmentation Implementation Agreement FRF.12 haditique Cisco link

fragmentation and interleaving (LFI) feature alldwsfragmenting large data packets, interleavimgnt with RTP packets, and maintaining
low delay and jitter for media streams to gain tgehnk efficiency.

QoS MANAGEMENT

Cisco QoS management refers to the monitoring @eaching functions that are designed to best uralegisturrent network behavior and how
to optimize as well as configure, provision, anchitar networks. Examples of Cisco QoS managemaesis @nd third-party tools that can be

used to manage QoS in an MPLS-enabled networkar€isco IP SLAs and class-based QoS. Addition®ls provide a hierarchical data

structure in a Simple Network Management ProtoSolIP) system that describes the “objects” thatacgecan monitor and control.

CISCO NETFLOW AND CISCO IP SLA

The Cisco NetFlow accounting feature provides higithnular traffic statistics for Cisco router-bésetworks on a per-flow basis. flow" is a
unidirectional set of packets that arrive at aeooh the same subinterface and have the folloaiititional variables in common: source and
destination IP addresses, Layer 4 protocol, TCR/Dagagram Protocol (UDP) source and destinatiatspand IP type of service (ToS) byte.

Cisco MPLS-Aware NetFlow captures MPLS traffic thahtains IP and non-IP packets. Mobile networkratpes can activate MPLS-Aware
NetFlow inside the MPLS backbone network on a subfkackbone routers. These routers export CisBh 84Aware NetFlow data to an
external NetFlow collector for further processimglanalysis. This mechanism provides a way to gaiunting and capacity-planning data by
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using an MPLS label. For example, network operatarsdiscover which points of presence (POPs)aweairding traffic and measure traffic
volumes forwarded by each POP.

Cisco IOS IP SLA is a capability embedded withiamgall Cisco devices that run Cisco IOS Softwéirallows mobile operators to
proactively monitor network performance and avaligh which can greatly minimize the frequencyradtwork outages. Using SLA software
agents embedded in Cisco routers and switchesp G¥sELA conducts “active” performance measurembgtgenerating sample traffic that is
sent across the network to measure performancesbatmultiple network locations or across multipiéwork paths. The sample traffic
generated by Cisco IP SLA simulates voice, datd,ather mobile services, and network

performance information is collected in real tif@®llected information includes response time, omg-latency, jitter, packet loss, voice-
quality scoring, and server response time. Cisc8LIR can monitor performance for different classéwaffic over the same connection.
Different types of performance measurements are glathered and made available through various-fhartly tools or on the Cisco command-
line interface (CLI).

Cisco IP SLA can perform network assessments,w8iifAs, and assist mobile operators with netwookiideshooting. Its service-level
assurance measurements and methodology providly lsigturate, carrier-class, precise service measemes.

CONCLUSION

As the market evolves and competition increasesilmoperators striving to offer greater differextéid services need networks with more
stringent QoS guarantees and technologies thaaadigher network resilience and bandwidth avditgbGreater scrutiny of end-to-end
performance, better use of network resources, dhdrance to SLAs for mission-critical customer agtions mean that mobile network
backbones must support end-to-end QoS with enhadrarediwidth management and forwarding mechanismshatdhe networks must be
extremely resilient in the event of link or nodéuees. Cisco IP/MPLS Traffic Engineering and Qa8yide mobile operators a proven and
manageable environment for ATM, Frame Relay, andTtEaditional network convergence and deploymemne# mobile services that can
dramatically increase differentiation and lower Ermnd OpEXx. Research among existing Cisco custhas shown that mobile operators
can reduce network operating costs alone by as msi@ percent after converging disparate netwiatksa common IP/MPLS backbone.

Cisco leadership and experience in IP/MPLS trafigineering and QoS translate into a feature-righlémentation running on a set of robust
and proven multiservice Cisco switching and roupegforms, all running Cisco I0S Software. Worldeipartners, 24-hour global technical
support, and a clear vision of network, servicel application convergence over IP/MPLS technologieke Cisco the internetworking
provider of choice for mobile networks transitiogito 3G technology.

Multiservice mobile IP networking products and simins from Cisco are helping to transform the despofitability, and cost-effectiveness
of mobile networks around the world as operatoigrate to 3G and 4G technology and converge newlmebivices and applications. Cisco
IP/IMPLS-based architecture, proven successful titvactual deployments by most wireline service jgtens, has the end-to-end QoS,
security, scalability, resiliency, and managemetiamcements for mobile operators to deploy moreeatided voice, data, and video
services. Standards bodies such as 3GPP are recmtimyéP for mobile network traffic. 4G standards/dlopment is moving toward 1P-
addressable mobile devices. Cisco is working witbite operators to take advantage of a compeliinsg phase in the migration to IP: the
converged wireless network backbone based on IP&1PL

Cisco Systems, Inc.
All contents are Copyright © 1992—-2005 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 11 of 14



Mobile operators can generate additional revemeausts from emerging mobile services and efficieiCiéney can also lower OpEx and
CapEx through the consolidation and migration efrtiexisting ATM, TDM, and Frame Relay networksataonverged IP/MPLS backbone
and VPN technologies at Layer 2 and Layer 3. CIB¢BIPLS can also run over MPLS-enabled ATM switchvelsich helps protect
investments as mobile operators transition from ADNIP.

The Cisco next-generation mobility framework forlite operators, based on a Cisco IP/MPLS netwodklbane, includes six technology
pillars (Figure 5):

Figure 5
The Six Pillars of the Cisco Next-Generation Mobility Framework for Mobile Operators

The six pillars of the Cisco next-generation mapiframework for mobile operators include:

Cisco IP/MPLS backbone—a common transport and iategrmanagement platform for the convergence dfgiied voice, data, and
video services over existing ATM, TDM, and Framdayenetworks

Cisco Mobile Exchange—the intelligent mobile Int@radge solution set that links the Radio Accessvidek (RAN) to IP networks and
their value-added services; it also simplifies antances service delivery independent of underlgeogss technologies with functions
supporting service selection and control, flexibiléng models, security, Mobile IP, and load balary

Cisco IP RAN optimization technology—which takesalPthe way to the cellular site and interoperatéh leading wireless vendors, can
dramatically lower backhaul costs, improve cel sitaintenance, and enable operators to more eakll3G radios to a cell site
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The Cisco IP Transfer Point (ITP) platform—whichnegses Signaling System 7 (SS7) efficiency andiewiecuit costs by moving
signaling traffic to IP, can help mobile operatdramatically decrease the costs of services suMS mobile number portability, custom
ring-tone downloads, and other resource-intensave applications

Cisco Mobile Voice solutions include high-capacitgyrier-class voice gateways that offer standaadsed support for VolP and voice over
ATM (VoATM) services and wireless trunking that keges traditional TDM trunking with aggregated Vat&nsport between mobile
switching centers

Cisco public/private wireless LAN solutions offarcass points, access zone routers, and Cisco Mekdleange for service selection,
content billing, and other features for consumetemrise, and service provider markets

BUSINESS TRANSFORMATION FOR MOBILE OPERATORS

IP is the foundation and base technology for the-generation communications architecture. IP/MP.8ne step in the move to 3G/4G
network services where IP is of increasing imparéario help mobile operators manage the complefithieir existing array of networks and
applications while introducing next-generation gees cost-effectively, the Cisco IP Factory wasited. The Cisco IP Factory, which is
available through the Cisco Customer Advocacy Omgdion, helps mobile operators capture and sim@ifisting processes and technologies,
creating modular service components. Successfticagipn of this model can yield up to 25 percanbperational cost savings per year for
mobile network operators.

FOR MORE INFORMATION

For more information about Cisco ISC Traffic Engiriag:
http://www.cisco.com/go/mph&p://www.cisco.com/en/US/products/sw/netmgtswiigtindex.html

For more information about Cisco IP/MPLS QoS:
http://www.cisco.com/en/US/tech/tk436/tk428/teclomieés_white _paper09186a00800a4455.shtml
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