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SERVICE OVERVIEW

IP VPNS FOR SERVICE PROVIDERS: THE FOUNDATION FOR
PROFITABLE SERVICES

EXECUTIVE SUMMARY

Network-based, value-added services can help your b usiness customers to control costs, improve product ivity, and stay
competitive. New services also provide an opportuni ty for you to further differentiate your company fr om other service
providers. As you shift your focus from providing | ow-margin, basic connectivity to offering a complet e range of

network-based value-added services, Cisco Systems  © can help you succeed by strengthening the value pr oposition for
your business customers and accelerating your time to market.

“...VPNs offer an entry for selling managed IP service  s. The clever service providers will base their bus iness models

and long-term profitability on value-added services , hot exclusively on access.”
—Todd Hanson, Principal Analyst, Gartner

(Source: Packet Magazine)

The managed versions of the value-added servipessent your best opportunities for immediate pgrdwth. Today’s business customers
recognize a greater need for intense focus on tledr competencies to help ensure their surviviiiénprevailing economic climate. By
tapping into your network, value-added services, mgtwork management resources, businesses @easlan achieve this focus without the
distractions of in-house service design, deploymami management responsibilities for enablingrimss operations.

VPNSs provide a foundation for a complete portfafananaged services, and enable you to affordably:

Extend your managed-services portfolio to offeoedible site-to-site and remote-access solutions
Appeal to small- and midsized businesses (SMBs)maeet the out-tasking needs of large enterprises

Establish a foundation for additional value-addexvises such as IP telephony, managed securityeth@pplications, e-commerce, and
content delivery

Ciscd offers the experience, technologies, and busiegssrtise that can support a smooth business ahdital transition, and can help you
make the most of the managed-services opportuisgo will help you quickly capture new revenueatns by creating and deploying
scalable, cost-effective, value-added VPN senticasaddress rapidly growing managed-service matietands generated by business
customers.

THE VPN OPPORTUNITY
Businesses of all sizes want to differentiate thedwes from the competition while they also streamliheir business processes. They
constantly look for ways to increase productivibdaefficiency, control costs, and maximize retusnsnvestments. When it comes to
corporate networking, today’s businesses want isslsithat directly address their business goalsomedations. They want networks with
built-in intelligence and service adaptability—saduis that are focused on relevancy to businessepses and not on the underlying
technology or delivery systems.
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To achieve their networking goals, companies tbahérly handled their own communications requiretsi@ne choosing to free up in-house
resources by out-tasking or partnering with serpiceviders to develop, enhance, and manage theocate networks. If a service provider
can address the overall needs better and moreffestively than the in-house options, the seryicevider will win the business. Services are

bought based on business-process improvements.

With these fundamental shifts in corporate netwodnagement and operational strategy, the outlaokires positive for continued growth in
demand for managed IP VPN services. In a July 2062 ast, leading market research and consultingpamy Ovum revealed that the global
VPN market is expected to reach US$21.3 billior2B@7, with access application VPNs totaling US$8llEon (see Figure 1). Additional
value-added services include:

IP telephony

Managed security

Hosted applications

E-commerce

Content delivery

Disaster recovery

Integrated access

Figure 1
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The exponential growth and ubiquity of the Intemrmetst also be considered when discussing VPN eigran&cceptance of and reliance on
the Internet is expanding the customer base aadiignificant factor contributing to the VPN markgiportunity. The Internet also helps to
enhance your network—>by taking advantage of VPNseattehding the service footprint into the Interaepartner networks, you can
globally offer a more comprehensive bundle of eméid services to business customers.

Managed IP VPN services give you the opportunitgdaes along cost savings to your business custoléts a shared infrastructure’s

economies of scale, you can significantly reduceral network costs for your business customersshibscribe to your managed-service

offerings. The majority of today’s business IT d#oin makers plan to implement network-based busisekitions for workforce optimization,

customer care, corporate communications, and @dinetions. Additionally, business and governmegamizations are moving to enhanced
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networking services—such as IP PBXs, wireless LANspmmerce, and hosting applications—to reduce dost®ase functionality, and
improve productivity. Nearly all of these appliaats, services, and customers can be optimally demith IP VPNs on a shared service
provider infrastructure, allowing you to pass aldhg cost benefits of the flexible, scalable appha®@ your business customers. The potential
for cost savings to business customers is alsaitmg demand for edge-managed services and siogadge-access service revenues.

“We saw strong interest from our customer base to o ffload their remote VPN connectivity. If we could p rovide this

service, then we could offer a total package—site-to  -site and remote access. This would allow us to ful ly take
advantage of our MPLS infrastructure to generate ad  ditional revenue and greater customer loyalty. The Cisco solution
allowed us to take advantage of an excellent market opportunity with small and medium-sized businesses . It enables

us to sell a much higher-value service—VPNs—and to dr  amatically expand our customer base.”
—Henk Destoop, VPN Solutions Product Line Manager, Belgacom

VPN MARKET DRIVERS

While the ubiquity of the Internet, and thus thegbility of corporate access from anywhere, isdingle largest reason companies seek VPN
technology, there are many other motives. Fromsiniess customer’s perspective, demand for VPNmisigg in response to the cost
savings, availability, enhanced security featuaes, access levels made possible with VPNs. VPNssaigport the convergence of data, voice,
and video on a single infrastructure. The remaimirigers for the VPN market can be split into besis and technology drivers.

Business Drivers

The market for VPNs expands as these managed semiftress business goals including:
Profitability—Enhanced, managed network servicesteamslate into profitability for today’s corporatis.
Globalization—Communication services play a crunidg in business growth and expansion on a natiandlglobal scale.

New business processes—VPN technology simplifiesiépdoyment and use of new applications and busipexesses, such as
e-commerce and supply-chain management.

Changing business models—Customers no longer wargytdor connection time and distance; demand $himg business models to a
focus on bandwidth and services. Multiple servigees provide additional revenue opportunities tawie providers, and give customers
more solution options for solving their businessijems.

Allowing employees to take on multiple roles—VPNwees enable flexibility for a dynamic workplacedamorkforce.

Enabling full-service branches—As more and moregas&ve from headquarters out to remote offices, ¥BiMble the effective
deployment and management of fully functional, gapbically dispersed workplaces.

VPN market growth is also influenced by severalifiess trends:

The growth of the SMB—As more of these businessesrgan the demand for secure, convenient, and ffestige communications
between employees, business partners, and custafeersicreases. Limited IT resources in this miagkeerate demand for managed
services that enable efficient communications.

Increased numbers of teleworkers—Remote workerdneqast-effective, secure, and convenient accessrporate, mission-critical
applications and information.
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Out-tasking—The lack of capital budgets for equiptmmnchases and the rising cost of maintaining lkstaffed IT group have made it
expensive for companies to build in-house dedicatedmunications solutions such as private networks.

Technology Drivers

Many technology advancements are enabling VPN dewetnt and also increasing user confidence in \itidisns. These advancements,
combined with ubiquitous user acceptance, aremyithe VPN market:

IPSec—A strong VPN building block, IP Security (IRBprovides privacy for traffic moving over pubtietworks and also protects traffic
in the core network and at the network edge whate dan be otherwise exposed.

QoS—Advancements in network quality-of-service (Qof@rhanisms allow the prioritization of packets@ang over networks, and
enable bandwidth allocation for mission-criticaionmation.

Processing—Cryptographic processing technology ambraents improve performance over VPNs and bugealability to the networks.
Networks and their packets need to be optimizeddovices instead of just performance.

“Always-on” broadband communications—Growth and tgeavailability of broadband connections providgioved convenience and
speed of access. Combined with VPN services, baratibonnections provide users with secure commtioisafor using corporate
resources remotely over the Internet.

IP VPN SERVICES—THE ROAD TO REVENUE

Companies of all sizes have three types of VPNs Table 1) to consider for their business needs:

Site-to-site VPNs—Linking corporate headquarters larahch offices over a shared, prioritized netward extending services to outside
users such as customers and business partners

Access VPNs—Connecting remote workers and mobilesusehe corporate network over dial, DSL, ISDNebess, and cable
technologies

Multiservice VPNs—Connecting multisite locations armhverging data, voice, and video

Table 1. IP VPN Services and Technology

Service Targeted Users Architecture Technologies

Site-to-site VPNs Businesses that wish to link IP tunnel, virtual circuit, or MPLS Network-based Multiprotocol Label
branch offices, suppliers, Switching (MPLS) VPN, customer
partners, customers, and premises equipment (CPE), and
communities of interest network-based IPSec, generic routing

encapsulation (GRE), IP, or IP+ATM

Access VPNs Mobile workforces and Client-initiated or network access CPE and network-based IPSec, Layer 2

telecommuters server (NAS)-initiated Tunneling Protocol (L2TP), Point-to-Point

Tunnel Protocol (PPTP), Secure Sockets
Layer (SSL), dial, ISDN, DSL, or cable

Multiservice VPNs Multisite businesses that want A framework for a converged Network-based MPLS VPN, CPE and
converged data, voice, and video packet-based VPN service for network-based IPSec, GRE, IP, or
voice, video, and data IP+ATM

In addition to achieving remote access capabilifynanagers are also turning to VPNs to migrateyain@m large, expensive, inflexible, and
difficult-to-manage legacy networks. VPNSs let thege the service provider shared infrastructurethadnternet to tie together broad-
reaching networks and to link geographically dispdremployees and branch offices with missionealittorporate applications. This
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contributes to a flexible, converged infrastructtirat can grow with the business. Network manageraising VPNs to extend mission-critical
business applications out to customers and supplithout sacrificing security—cost effectively asafely managing data moving over the
Internet. Managed services leveraging IP VPNs affany other benefits, including:

Lowered wide-area corporate networking costs amtoved network performance

More secure networks with reduced vulnerabiliteeattacks

More flexible and easily scaled networks

Enhanced ability to provide network connectivitgcsrity, telephony, and other IP-based capabiltbegeographically dispersed branch
offices, remote users, teleworkers, and businedeagra

Streamlined IT operations and the ability for thénbuse IT staff to gain expertise from the seryica/ider
Easier deployment of IP-based applications suanserprise resource planning (ERP), e-learning,saredming video

Service providers are responding with a portfofi& BN services targeted at the different user segssee Table 2) and their respective
needs. The basic portfolio of a managed VPN seffv@ra a service provider must address the fundaaheostomer demands for managed
CPE solutions, intranets and extranets, remotesacead integrated Internet access. But as thikahavolves, customers will demand
additional value-added services on top of the basinaged VPN service portfolio. An example of aiserprovider’s phased roll-out of

managed VPN services would involve:

Phase 1—Basic VPN services

Phase 2—Classes of service, secure off-net aceebsjta backup and resiliency solutions

Phase 3—Managed security with firewall and intrusietection, multiple services over VPN, intranesthy and colocated services,
wireless VPN capabilities, and scalable operatinport system (OSS) solutions for deploying VPNs

Phase 4—Voice, IP telephony, private content sesyvicenaged extranets, managed hosted applicatiodsny access to any services

over VPN

Phase 5—Unified communications, location-based sesyiWeb-casting, large-scale deployments, e-cooanand end-to-end service-
level agreements (SLAS)

Table 2.

Service Type

Remote access VPN

Intranet VPN

Extranet VPN

VPN value-added
services (Off-net
coverage, CoS,
enhanced security)

Small Business

Need to support new and
growing mobile workforce

IP VPN is likely to be only
WAN, establishing first
time WAN connectivity

Low adoption rate as SSL
suffices in early market

Bundling is preferred
rather than individual
services

VPN Users and Their Needs for Different VPN Services

Midsized Business

Looking for increased
bandwidth

Cost-effectively bring on
sites with no existing
network connection

E-commerce is the
primary

Enhanced security

Enables productivity and
communications
applications
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Large Enterprise

Expand geographic
coverage

Looking to augment, not
replace WANs

Start by connecting small
or remote offices

As more partners are
added, VPN extranets
deployed to cut costs and
simplify management

Enhanced security
QO0S/SLAs

Interest in deploying
content over the VPN (for
example, e-learning)

Industry

Consistent requirement
across all industry sectors
with mobile workforce

Healthcare leading
adopters of Intranet

Retail, hospitality are
lagging behind

Healthcare and retail
leading adopters

Need to be cognizant of
industry-specific
regulations, such as
Health Information and
Patient Privacy Act
(HIPPA), confidentiality
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Similarly, service providers can start with basiamaged VPN services and then expand the portiliarget specific industries in a phased
fashion. Table 3 shows the key business concerrsef@ral industries, and the service offerings ¢bald be introduced to target these
markets. A third option would be to phase in VPN/&es specific to small, medium-sized, and largsitesses.

Table 3.

Primary business
concerns

Primary service
provider offerings

Retail

Workforce
optimization,
customer
relationship
management (CRM),
supply chain
management,
surveillance

IP VPN

Voice over IP
(VoIP)

IP video

Storage/content
delivery networks
(CDNs)

Mobile wireless

Wireless LAN
(WLAN)

IP VPN Service Packages for Industries

Financial Services

Gramm-Leach-Bliley
Financial Services
Modernization Act,
Branch of the Future

IP VPN

Managed IP
telephony
(IPT)/unified
communications
(Uc)

WLAN
Managed hosting
Network security

CDNs/storage

Government

Homeland security,
declining state
budgets, mandated
IT outsourcing

IP VPN

IPT

Network security
IP video

Storage
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Education

eRate, “No Child
Left Behind,” “safe
and secure,”
university revenue
pressure

IP VPN

Network security
Managed IPT
Wireless

IP video

Healthcare

HIPPA requirements
for encrypting traffic
and authenticating
users

IP VPN
Network security
Mobile wireless

Remote access



CASE STUDY—BELL CANADA

Canada’s leading integrated communications compely Canada, offers connectivity to residentiall dmusiness customers through

wired and wireless voice and data communicatioigh-Bpeed and wireless Internet access, |IP broadfemvices, and e-business solutions
over a carrier-class IP network.

At St. Joseph’s Hospital in Ontario, Canada, thepital staff teamed up with Bell Canada to piormeedical robotics over an IP network.
Dr. Mehran Anvari, one of the hospital’s physiciaissan internationally recognized specialist imimal-access surgery, which can
include removal of tumors, clearing obstructionms] axploratory surgery. In 2002, Dr. Anvari prop$ising a robotic arm to conduct
surgery at a remote facility over an IP networke Hwal was to provide advanced laparoscopic surgichniques (surgical procedures
using a fiber-optic instrument) in areas where sechniques were otherwise not available.

St. Joseph'’s turned to Bell Canada because théders network could deliver the highest levelsgidS, switchover capabilities, and
redundancy. Now, using Bell Canada’s state-of-thé&/BN enterprise (VPNe) service offering basedeaing-edge MPLS technology
from Cisco Systems, St. Joseph’s conducted thietdilerobotic surgery in Canadian history on Febr28, 2003—with a hospital 250
miles away. The hospital has since started conui¢glerobotic procedures using the Bell Canadaaréton a regular basis.

Bell Canada and St. Joseph’s Hospital cite manymidges to the IP-based VPN foundation for rotmtigery:

A new label-based method for forwarding IP traffiakes the network operate more intelligently arfidiefitly

By combining the intelligence of routing with therformance of switching, Bell Canada simplified ldgment while boosting
scalability, flexibility, and overall managemenpeailities

The VPN service network easily handles data, vaoe, video

The packet prioritization model minimizes the chao€jitter or latency taking place and ensureshilgbest level of performance for
the robotic tasks

CISCO VPN TECHNOLOGIES AND SOLUTIONS

Virtually all Internet traffic travels on internebwking equipment from Cisco, and many Fortune 1€@®panies and global service providers
have made Cisco their networking vendor of chol¢ese factors have contributed to the wealth ofCexperience relating to
internetworking and scaling services in large, mis<ritical environments. Cisco is uniquely pasited as a technology leader enabling the
deployment of VPNs and associated managed serlimhsstry-leading Cisco routers, WAN switches, VEdhcentrators, access servers, and
firewalls—combined with robust Cisco I©Software and the carrier-class VPN managemenpemdsioning software suite—are integral to
deploying the broadest set of VPN architectures.

The building blocks of Cisco VPN solutions for seevproviders are provided through industry-leadigco 10S Software and hardware
features, including:

Security—Subscribers want assurance that their V@8lprivate and that applications and communicatae secure and isolated from
malicious attacks.

Qo0S—QoS addresses two fundamental requirementppdications that run on a VPN—predictable perforngaand policy
implementation. The increasing volume of netwodffic, along with application specifics requirermrefdr prioritizing traffic, results in the
need for dynamic and flexible bandwidth control atidcation.
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Manageability—Service providers need to transpayentnage network and customer-edge devices, meéttims of customer SLAs, and
enable business customers to personalize theissitoeetwork services and applications.

Reliability—Carrier-class reliability reduces thekiof services downtime due to unexpected netwonkponent failures.

Cisco IOS Software Technologies

To strengthen the underlying networks, Cisco detiwéPN solutions to service providers through éatfire-rich Cisco 10S Software. This
software includes leading-edge technologies thetd@has optimized for provider edge (PE) and custadge (CE) devices. Cisco 10S
Software extends the value proposition of the IN\&ervices deployed over the network with:

Nonstop forwarding (NSF)

AutoQoS

Network-based application recognition (NBAR)
Multi-VPN routing and forwarding (Multi-VRF)
Broadest support for routing protocols

Service Assurance Agent (SAA)

Cisco Layer 3 Site-to-Site VPN Solutions

The Cisco site-to-site MPLS VPN solution (see FigR)y enables secure data, voice, and video comuionie—with QoS guarantees—
between corporate locations. Service providersoffan affordable VPN services to business custométts a wide range of access
technologies and speeds to optimize the uniquanmagants for small, medium, and large sites. Serpioviders can offer VPN services with
managed CPE options by deploying the Cisco sitteoMPLS VPN solutions. The Cisco site-to-site MPYPN solution provides a
foundation for additional value-added services saghP telephony, managed security, hosted apiolitsate-commerce, and content delivery.
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Figure 2
Cisco Layer 3 Site-to-Site VPN Solution

Cisco Network-Based IPSec VPNs

The Cisco Network-Based IPSec VPN solution (seeifei@) provides centrally managed, end-to-end,ree¢BN connectivity and enables
service providers to expand their VPN portfolidtgsinesses of all sizes with secure on-net andetffemote access and remote site-to-site
services. Service providers can take advantage®isco solution to evolve an efficient networksbd architecture as a foundation to enable
new services, maintain long-term competitive adages, and progressively increase return on invest(ROIl) and reduce operating
expenses.

The Cisco Network-Based IPSec VPN solution gensrateemental revenue by enabling a more comprérehbsndle of secure VPN
services for enterprise, and small and medium-dizesihess customers. Simultaneously, this Cisadisol helps service providers cost
effectively broaden their service portfolio andws®ty connect users outside the service area,dirguteleworkers, mobile workers, remote
sites, and business partners.
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Figure 3
A Cisco Network-Based IPSec VPN

Cisco Site-to-Site CPE-Based IPSec VPN Solutions

The Cisco Site-to-Site CPE-based IPSec VPN ardhite¢see Figure 4) can be immediately deployembtmect customer branch offices to
enterprise networks using IPSec-based VPN tunnelteradver the Internet or over the service provideore network. Cisco offers a broad
set of platforms for the customer premises, withiasgal hardware accelerators to improve encrypgierformance and carrier-class
management via Cisco IP Solution Center. This btalsolution is applicable for deployment at dagaters, corporate offices, regional
offices, remote offices, and small office/home @#fiSOHO) locations. The result is a transparemt;te-end IPSec VPN service that is tied
together cohesively with integrated management.

This Cisco solution provides:

Improved time to market—Centralized provisioning methat services can be rapidly turned on
Reduced operational costs—Network and service mamaigeprocesses are centralized

Reduced total cost of ownership—Avoid custom managersolutions and take advantage of Cisco intednat@nagement with this
solution in a standalone mode or integrated wikraice provider’'s existing OSS environment

Consistency and simplicity of VPN service managemevianage firewall, VPN, and routing services witteantegrated solution,
reducing costs and simplifying administration
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Figure 4
Cisco Site-to-Site CPE-Based IPSec VPN Solutions

Cisco Remote Access to MPLS VPN Solution

By extending existing MPLS VPN capabilities suctremmote access to the last mile over dial, DSlcadnle, service providers can achieve a
higher ROI for an existing MPLS core infrastructutace remote access MPLS VPNs (see Figure Shatace, the service provider can
offer incremental VPN services to remote access ¥&domers, including multimedia applications, eontdelivery, packet telephony,
e-commerce, and application hosting. With a stigiiRl.S-based VPN portfolio, a service provider caretreecustomer’s total needs,
differentiate itself in the marketplace, generae mevenue streams, and strengthen customer loyalty
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Figure 5
A Remote Access-to-MPLS VPN Solution

Cisco Layer 2 Site-to-Site VPN Solution

The Cisco Layer 2 Site-to-Site VPN solution (seguFé 6) supports two distinct architectures—Any Fport over MPLS (AToM) and Layer

2 Tunneling Protocol version 3 (L2TPv3)—both forwawadyer 2 frames across a service provider netwBisco Layer 2 VPN solutions
enable service providers to converge their Layser®ices on an IP- or MPLS-based infrastructuresanbort any access over a single,
converged network. With the Cisco Layer 2 VPN dolutand management tools, service providers cardge and maximize their investment
in IP or MPLS infrastructures to tap into the ludra Layer 2 access market and position themsetvester emerging markets with new
services, such as transparent LAN service (TLS)vamdal leased lines. Service providers can offétual” Frame Relay, ATM, and Ethernet
services over the same core network as their &fBHPLS services, gaining economies of scale.
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Figure 6
Cisco Layer 2 Site-to-Site VPN Solution

“Whether they are establishing a new Sprint network or migrating from a Frame Relay network, this migr  ation to IP
through L2TPv3 will be almost invisible to customer s,” says Tishgart. “If they’re coming to us from an other carrier, it
will appear just the same as migrating from another provider. They won't need new equipment or trainin g for their

staff. Going to an IP VPN is fairly seamless.”
—Barry Tishgart, Director, Data Product Management, Sprint

CISCO POWERED NETWORK: HIGH-QUALITY, SECURE, END-TO -END NETWORKS

The Cisco Powered Network Program was createchasaas for Cisco to bring its resources and knovdexfqetwork-driven business
applications to qualifying service providers. Thegram has many elements, and Cisco is uniquelyigosd to help you broaden your
managed VPN service portfolio and create new res@mportunities. Our knowledge of network-driversiness applications can help you:

Create new services—Cisco can help you envisiordafide services
Build services—Providers can take advantage of Gisststance for building a new service into youwoek and your existing operations
Market and sell services—Cisco programs includesdalee training and co-marketing with a serviceviter

Generate demand—-Build on Cisco managed-servicesetiaglactivities with enterprises, SMBs, and padre drive demand for your
services

The Cisco Powered Network Program demonstrate€ige commitment to your success. The program gigesa way to reinforce the
quality and security of your networks built endeted with Cisco equipment and differentiate the gatiyour service offerings. Providers that
achieve Cisco Powered Network designation bengiihfjoint sales and marketing activities and framireside track to Cisco technical
networking expertise and training.

As a leading supplier of world-class products amldt#ons, Cisco is the best partner you can chémseake sure you capitalize on the IP VPN
opportunity.
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“Over the years, Equant has worked collaboratively with Cisco to deliver integrated voice and data ser  vices. Through
our collaboration, Cisco and Equant have developed a strong partnership. Cisco’s product support and a ccount
teams have always gone the extra mile and Cisco has always been able to provide the leadership and rob  ust

technology required to ensure Equant’s success in o ffering value-add managed services to our customers
—Michael Burrell, Senior Product Manager, Convergence Solutions Group, Equant

IN STEP WITH TOMORROW

With superior Cisco technology and management isolsitas the foundation, you can be confident tbat YPN offerings will provide the
most advanced and robust business communicatidutsoss available for today’s market. The futurddmgs to service providers that can
furnish customers with turnkey solutions for alltbéir communications needs.

Cisco.com offers a wealth of information about GiSt°N solutions. You may want to view the introdugttour about the Cisco managed

services offeringshttp://www.cisco.com/go/managedservicesetour

For a detailed discussion of VPN solutions powédrgisco, visithttp://www.cisco.com/go/vpnsolutions

To read the Cisco white paper, “Implementing MamibldeVirtual Private Network Services,” please wisi
http://www.cisco.com/warp/public/cc/so/neso/vpn/spfoutso_wp.pdf

“MPLS has become the de facto standard for providin g scalable, deployable IP VPNs. Infonet’'s MPLS serv  ice
provides clients such as Nestle and Volkswagen with a manageable platform for adapting client network requirements

as their business needs grow in scope and complexit y.”
—Joseph Fusco, Director of Global Intranet Services Marketing, Infonet
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