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THE MOVE TO MPLS-BASED VPNS: EXPLORING SERVICE OPTI ONS

EXECUTIVE SUMMARY

IT managers continue to learn more about and apprec iate the values of Multiprotocol Label Switching (M PLS)-based VPN
services as a viable corporate wide-area network (W AN) alternative. As IT managers consider moving to the new MPLS-
based VPN services from their current legacy networ ks, they seek information about how to manage the m igration
transparently, what service options are best for th em, and if the MPLS-based VPN will help achieve bus iness goals.

This paper provides IT managers a comprehensivewesf four categories of migration issues thasemwhen moving to MPLS-based VPNs:

A migration strategy-Will you migrate incrementally, will you maintairoth new and existing networks during a transitibage, or will
you keep a portion of the existing network in afiylenvironment?

Connectivity options-What connectivity and routing protocol options available from service providers and how do youdiewhat
network topology (full mesh or hub and spoke) istider your corporate WAN?

Multiservice traffie—How can a service provider meet the performanceireaents for your company by supporting data, &oé&nd video
traffic in a converged, MPLS-based VPN network emwinent?

Advanced service offeringsWhat additional advanced service considerations meisnade by a multinational company with globakte
and multiple user communities, or companies that dé&h multiple service providers?

Businesses that move to MPLS-based VPNs will redlirther benefits by choosing managed VPN senfices a service provider that can
handle all or a portion of the enterprise’s ne@dsrfstallation, provisioning, and management dfuaeking equipment; support of network
transport; and network security. Service providess operate networks with Ciscproducts end to end—those that display the CiseeeRam
logo—are ideally positioned to facilitate smooth ratipns to MPLS-based VPN services. Managed sesdne guidelines to evaluate and
select service providers for MPLS-based VPN sesvaze introduced later in this paper.

IT managers can help ensure a transparent migratidriap into the benefits of MPLS VPN servicethimshortest time possible by
considering the issues and topics covered in taep

“Using MPLS, VPNs have become much easier to deploy and scale. This technology not only creates a more efficient
network, it allows service providers to accommodate virtually any customer’s requirement for remote ac cess, intranets,
extranets, and Internet access.”

—Irwin Lazar, The Burton Group
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INTRODUCTION

While enterprise IT managers must continually managsts and maintain reliable WAN infrastructueaeet their business goals, success in
today’s business climate also depends on theahilibvercome a more complex set of challengekd torporate WAN. Today’s enterprise
IT managers are faced with:

Geographically dispersed sites and teams that siase information across the network and have seangess to networked corporate
resources

Mission-critical, distributed applications that mibg deployed and managed on a networkwide basis

Security requirements for networked resources afadration that must be securely and reliably adé to authorized users

Business-to-business communication needs to usttimhe company as well as to partners and custsm

Increasing demands for bandwidth as more busirgdiations are deployed over the corporate netvaork extended to the Internet
MPLS-based VPNSs provide enterprise IT managers avithriety of benefits for meeting these challengeduding:

Enhanced ability to deliver a wide range of conivégtoptions to geographically dispersed brancfices, remote users, teleworkers, and
business partners, and the ability to draw on Hiliyaof the Internet for ubiquitous access

Quality of service (QoS) features that prioritigaffic to help ensure end-to-end application perfance

Support for the convergence of previously dispadate, voice, and video networks, which resultsast savings for the enterprise
Security and privacy on an equivalent level witarRe Relay- and ATM-based networks

Easier deployment of productivity-enhancing appi@as such as enterprise resource planning (ERRgraing, and streaming video

The flexibility to easily add or remove connectiensupporting several or up to thousands of sites—agpaaies expand, merge, or
consolidate

THE MIGRATION STRATEGY

Today’s enterprise WANS are typically based ondddimes, Frame Relay, or ATM technology. As busses grow and evolve, mission-
critical applications and connectivity options inedly become more complex. In addition, many éxgstorporate WANs are composed of
multiple disparate data, voice, and video netwofkansitioning and converging these disparate netsvio MPLS-based VPNSs requires a
migration strategy that is derived by exploring thiéowing issues:

Would you like to introduce MPLS-based VPN servicesn a pilot basis before corporate wide deployment?

With existing corporate WANS already in place, Il&magers can choose to introduce MPLS VPNs on ahmlsis, initially bringing up just a
few sites or low-impact sites. Additional sites ¢tsnadded at a pace that suits the business nesdndde of gradually transitioning to
MPLS-based VPN services will minimize risk, andualltime to resolve migration issues within a profeamework that has a more
manageable, defined scope.

How much of the corporate WAN is invested and deplagd in the Frame Relay- or ATM-based infrastructure?Should the migration to
an MPLS-based VPN network be a clear cutover fromte existing network?

If these investments and deployments are significataining a portion of the existing network niydesirable. The retained portion can
support sites that have less immediate needs édvfALS VPN services. Those could include sitesdhamnot projecting aggressive increases
in network demand, or sites where connectivityéssare under control. While it would be technicalbgsible to replace the existing networks
and switch entirely to the new converged MPLS VRtwork, it may come at too high a price and reisuitnrealized returns on investments
from past deployments. To decide whether to mairitae existing networks, enterprise IT managerst warefully evaluate the current
investments and then consider the additional opttbat follow.
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If your company is maintaining existing networks, fould it be for a finite transitional period, or for an indefinite period of time?
Several factors must be taken into consideration:

Circuit cost—Service providers charge more for a Frame Relapnaeent virtual circuit (PVC) or an ATM connectidrah for an IP VPN
connection (see Table 1). Also, Frame Relay requis® PVCs per site while MPLS-based VPNs elimirth&eneed for PVCs and thereby
lower network cost and site access charges.

Equipment costs-Maintaining the old network will entail additionahgoing expenditures.

IT management and trainirgSupport resources will have to be split among tdeaad the new networks, and enterprise IT managest
evaluate the ability of their staff to handle a moomplex, mixed environment during the transitimnevaluate the service provider's
ability to fulfill the support gap. Also, the netvkosupport resources must be adequately trainedtafiféd accordingly as long as both
networks are in place.

Legacy applications-Some legacy applications may require modificatisitheey are moved from the old to the MPLS-based YiEtMork.
However, MPLS-based VPNs do provide generic routingapsulation (GRE) tunneling to support non-Ipliaptions.

Backup needs-For some businesses, maintaining the existing n&tprmvides a valuable backup capability. Dependinghe severity of
impact to business incurred by network outages,dption should be explored for some companies.

Table 1. VPN Cost Savings for a Cisco Customer Connecting its Chicago Headquarters With Four Branch Offices (Source: Cisco, 2003)

Frame Relay VPN
Cost per Month Cost per Month

Location Circuit Function (U.S. Dollars) Internet Circuit (U.S. Dollars)
Chicago DS3 Internet $8200 DS3 $5600
Chicago DS3 Frame Relay $10,500 DS1 $850
Chicago Tl Internet for $2100

redundancy
New York T1 Frame Relay $2700 T1x2 $1700
Seattle T1 Frame Relay $3000 T1x2 $1700
Houston T1x2 Internet (traditional $4000 T1ix2 $1700

from acquired

company)
Dallas T1x2 Internet (traditional $4000 T1x2 $1700

from acquired

company)
TOTAL $34,500 $13,200

TOTAL MONTHLY COST SAVINGS: US$25,250
PERCENTAGE SAVINGS: 61%

For more information about the total cost of owhgr§TCO) for an existing network, visit:
http://www.cisco.com/go/vpntooll

By exploring the above issues and fully understagdie costs associated with each alternativermige IT managers can develop the
optimal migration strategy. Ultimately, some entesgs may choose to migrate and in parallel mairttee existing networks for various
reasons such as backup, legacy application suppargst. Others will choose to make a clear cutewel switch to MPLS-based VPN
completely. Enterprise IT managers should choqdarathat best fits their resources and budgets.
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CONNECTIVITY OPTIONS

After developing a migration strategy, the nexpsdtesolves connectivity—how will the enterprise ceehto the service provider’'s network?

Network Topology

To improve branch-to-branch traffic efficiency, smenterprise corporate networks have evolved frobrdnd-spoke topologies into
regionalizedhub-and-spoke topologies. Multiple regional hutesestablished to offload headquarter and impraweesregion networking
between regional hub and branches for data, vaitédyvideo. However, ultimately, as the enterprissvork grows, even the regionalized hub-
and-spoke topology falls short of full-mesh topgloNIPLS-based VPNs offer full-mesh, any-to-any ceetivity, and provide enterprises a
more scalable, flexible networking option when thrisiness spans many sites or even extends gldabathultiple countries. MPLS-based
networks offer the flexibility and high scalabilitgr any-to-any connectivity, and therefore the raigpn to MPLS-based VPNs can help
enterprise IT managers overcome many topologyeeltitations.

Choice of Layer 2 Connectivity

On a site-by-site basis, a service provider's watege of connectivity offerings—such as leased KB\, Frame Relay, Ethernet, 802.1q, or
DSL—must be considered and matched to the networkiggirements for that site. If a Layer 2 connattioption is being considered for
some sites, the factors for making the decisiotlude:

Existing equipment and interfacedVill the service provider be able to offer a corthaty option that is compatible with existing
equipment at those sites?

Speeds and feedHow much bandwidth must be provided by the serpirowider for those sites?

Ethernet availability—Many service providers are now offering Metro Ettedrservices and some sites may want to take aatyauof this
service option.

Managed or self-managed customer equipmedonsider the installation, provisioning, managemant! support responsibilities for
customer equipment at each site, and factor thieimtosthe overall connectivity choice.

Choice of Layer 3 Connectivity

Existing enterprise corporate networks may emplogiréety of Layer 3 protocols: Enhanced Interiotéeay Routing Protocol (EIGRP),
Border Gateway Protocol (BGP), static routing, Oéiertest Path First (OSPF), Routing Informatioot&rol (RIP), or Intermediate
Systems-to-Intermediate Systems (IS-1S) Protocodlay, service providers widely support the firsethoptions—BGP, EIGRP, and static
routing. EIGRP is also currently the most prevalarhany enterprise corporate networks, and EIG&fe€ migration to MPLS-based VPNs if
the enterprise is planning to use a service provfua also supports EIGRP. The remaining threéopms—static routing, OSPF, and RIP—
can also be successfully supported in the migrabdiPLS-based VPNs. Optionally, enterprises magneselect one Layer 3 protocol for
some sites and another for the other sites. Ariiethree most popular protocol options—EIGRP, B&Rtatic routing—function equally
well with an MPLS-based VPN.
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MULTISERVICE TRAFFIC REQUIREMENTS

The class-of-service (CoS) capability and the suppfoend-to-end QoS provided by MPLS help ensthastime-sensitive traffic is given the
appropriate priority over the MPLS network and tsiaingent latency requirements can be met. MPLSatso benefit enterprises that wish to
consolidate their data, voice, and video traffi@ioonverged environment. As enterprise IT managéagate to MPLS-based VPN services,
they should be familiar with the characteristicd amquirements for the three distinct types officaf

Voice—Voice traffic is smooth, benign, drop-sensitived @lelay-sensitive, and is typically based on UsataBram Protocol (UDP).
Bandwidth per call depends on the particular cadiapted, sampling rate, and Layer 2 media employed.

Video—Video traffic is “bursty,” drop-sensitive, and dglaensitive, and requires much bandwidth. IP-basgebconferencing has some
of the same sensitivities as voice traffic.

Data—This category of traffic is much more varied. Ihdze smooth or bursty, benign or greedy, drop-deidy-insensitive, and involves
Transmission Control Protocol (TCP) for send/reegigknowledgment and retransmit. Traffic patterary by application, and data classes
must support several different priorities or apgiien categories.

To help ensure that the specific requirementsifadheee types of traffic are supported by MPLS \&Mnterprise IT managers must explore
the following issues and discuss the related requénts with the service provider.

What are the traffic requirements at each site?
Will every site or only some sites require a mixdafa, voice, and video support?
What kind of delay, packet loss, and jitter charactéstics can your networked applications tolerate?

Data traffic is typically handled with multiple CeSvhere each CoS can be defined and given the pyige support based on the priority
requirement of the application that is generatheyttaffic. In general, enterprises should defioenore than four or five traffic classes, such
as:

Real time and mission criticatTransactional and interactive applications withghtbusiness priority
Video interactive or transactional/interactiveClient-server applications, messaging applications
Business or bulk-Large file-transfers, e-mail, network backups, Hate synchronization and replication, video cordésitibution
Best effor—Default class for all unassigned traffic; typicadlyleast 25 percent of bandwidth is reserved ést-effort traffic
An optional (deferential) class is “scavenger” (pEepeer media-sharing applications, gaming tcaffntertainment traffic)
For voice traffic, three parameters are important:

Loss—Loss causes voice clipping and skips. The industiapdard codec algorithms implemented by mostaligignal processors (DSPS)
can typically correct for up to 30 milliseconds jro§lost voice with the use of concealment aldoris; therefore, the loss of two or more
consecutive 20-ms voice samples will result incerble degradation of voice quality.

Delay—Delay causes voice-quality degradation if it is above &0

Delay variation (jitter}—The adaptive jitter buffers within most IP telepliatevices can usually compensate for no more tBa@ ms of
jitter. As these jitter buffers are dynamically ptiee, there is no defined and absolute limit faef that will hold true for all circumstances.
However, most testing shows that when jitter cdanity exceeds 30 ms, voice quality degrades sagmifly.
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There are two main types of video applicationseriattive video (such as videoconferencing) andstieg video (such as the Cisco IPTV
application, which may be either unicast or mukiiaFor interactive video traffic:

Packet loss should be no more than 1 percent
One-way latency should be no more than 150 ms
Jitter should be no more than 30 ms
For streamingideotraffic:
Packet loss should be no more than 2 percent
Latency should be no more than 4 to 5 seconds (diapg on the video application’s buffering capdtak)

No significant jitter requirements exist

Working closely with a service provider, enterprifenanagers can fine-tune specific requirementstHe delay, packet loss, and jitter
parameters. For a complete overview of these paemm@lease review two Cisco white papers abawutcgeprovider QoS at:

http://www.cisco.com/warp/public/cc/so/neso/sqsaésn wp.pdf

http://www.cisco.com/warp/public/cc/so/neso/vpn/spfspgsd_wp.pdf

How will network performance parameters be monitorel?

Service providers may offer monitoring tools tophehterprise IT managers evaluate performanceeofBLS-based VPNs they subscribe to.
Two basic monitoring modes are: last-mile perforogamonitoring for assessing the customer edge (GBjovider edge (PE) access link
(CE-PE), and end-to-end performance monitoring ((EB- End-to-end performance monitoring providesernangible information because it
encompasses performance of the network from thelt€@&,gh the provider's network, to the destinat@ia. While a service provider may
have deployed a highly robust core network, enteedii managers should not assume that the cofsuyport infinite performance. An end-
to-end monitoring tool can provide information aboamplete performance, in many instances. Disonssor both of these monitoring
options with the service provider, along with tleevice-level agreement (SLA) metrics that they ey SLA metrics include general
measurements of availability and mean time to red&i TR), and per-class metrics such as latentigrj{for voice or real-time traffic only),
and packet loss.

What kind of network reliability does the service provider guarantee?

Network reliability becomes more crucial for mudtigice traffic. In a data-only networking environmethe network failover mechanism can
typically recover from any packet loss sufferedinlgia network outage such as an internal link failor node failure. In contrast, the delay-

and drop-sensitive video and voice traffic are gsviaighly affected by network downtime. Enterpilifemanagers should carefully compare

their multiservice QoS requirements, on a site-bg{zasis, with the service provider's SLA paramete

ADVANCED SERVICE OFFERINGS

Advanced service offerings are often required bsitesses with global reach or those that have @ toeseparate multiple user communities
within the company. Service providers are respanélith a variety of new basic services and extenusdork capabilities based on the
Internet. Advanced services are also emerging I dssure network security, to extend servicesajlpband to provide the closed-user-
groups function.

Figure 1 summarizes the many types of basic andramd services that can be deployed over MPLS-DASB.
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Figure 1
MPLS-Based VPNs Serve as Foundations for Value-Added Services

The Internet and Ubiquitous Access to MPLS-Based VP Ns

The exponential growth and ubiquity of the Interisatontributing to the extension of VPNs outsidl@ service provider’'s network service
footprint. Taking advantage of the Internet angtirg on it to complement existing networks is watepted today, and service providers
offering MPLS-based services are responding bynehte the service footprint into the public domaimd using the Internet for ubiquitous
access to their MPLS-based VPNs. Consequentlyicgepvoviders today can now offer more comprehanbivndles of global end-to-end
services for business customers.

IP Security Protocol

Based on open standards developed by the Intemgh&ering Task Force (IETF), the IP Security (IBF2rotocol helps ensure
confidentiality, integrity, and authenticity of @atommunications across the public Internet oméc®provider network. Service providers
are integrating IPSec with MPLS-based VPN senvioasse existing infrastructure and the ubiquitatsrnet to expand geographic coverage
and enable enterprise customers to securely exteirdcorporate networked resources from MPLS-bageis to remote branch offices and
mobile workers anywhere.

Note: The inherent security of MPLS has been proven tedugvalent to ATM- and Frame Relay-based VPN sgcufor more information
about the specific network security attributes &#IMB VPNSs, refer to the Cisco white pap&nalysis of MPLS IP VPN Security:
Comparison to Traditional L2VPNs Such as ATM ananfe Relay, and Deployment Guideliagés
http://www.cisco.com/warp/public/cc/so/neso/vpniiiidmpvpn_wp.pdf

A report summarizing the Miercom evaluation of MPYBN security is also available at:
http://www.cisco.com/application/pdf/en/us/questdiodins103/c654/cdccont_0900aecd800c552e. pdf
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Global Networks

New challenges arise when businesses need to extemgborate network footprint globally. Large epteses with global reach have a few
options for handling these issues when working wétvice providers that provide global services pheferred option is to work with a
service provider that already has a global preselternatively, enterprises may choose to workwtultiple service providers to achieve the
same required global network presence. When wonkitly multiple service providers, enterprises choase to self-manage the
interconnection between the service provider ndtgjaor require the service providers to managenteeconnection. In the case of self-
managing the interconnection, the enterprise pwahand installs the appropriate network deviaesjiges the necessary support and
management, and determines how to handle the gpptificies between the networks. In the other cseservice providers involved may
cooperate and work out the interoperability andricdnnect service issues without active partiogpatiom the enterprise customer. It is even
possible that the service providers implement meishas to maintain service quality consistently asrthe interconnecting networks.
Building such VPNs typically requires the use démautonomous system VPNs. No matter how it issdtime enterprise IT managers must
address interconnect issues with the service peosicnd be prepared to address future issues asisiness and corresponding network
requirements grow and as new services are intraboct® the MPLS-based VPNSs.

European service providers—early pioneers and prqusrof the adoption of MPLS-based VPNs—have inttedwa new capability for
enterprises. Based on carrier-supporting-carrisC)Gechnology developed by Cisco Systgmsany larger service providers were offering
wholesale services to other service providers aashaw offering the same wholesale services torprises.

Beyond the cost savings, the availability of Csfvises provides three major benefits to enterprises

Fewer VPN routing and forwarding (VRF) table ergran the PE. VRF routes are offloaded to the CEKjmgdt a more scalable solution;
for example, using a traditional VPN service, ontegrise customer might require 20 VRF routesnia oity (for 20 sites) and 20 VRF
routes in another city (for the 20 sites/storesghaVith CsC technology, the CE could handle fthese VRF routes. The PE could
support the sites with fewer VRF routes.

Multiple departments sharing the same physical [gesndo not need to buy multiple circuits. Sepabatness units can share one access
link by creating a VRF at the CE. In this way, GsChnology serves a multiplexing function.

QoS management can also be extended to the CH, teiried out on a per-customer basis and makiagribre scalable solution.

As CsC technology becomes more widely adopted hsicgeproviders, enterprises will be able to bug dAPLS circuit and thereby reduce
circuit costs and network complexity for multipiées within the same areas. Ask your service prengcbout the availability of services based
on this technology, and their plans for expandhrese offerings in the future.

Closed User Groups

The different groups of users within the enterpaee often defined as “internal customers” by I'pattments. Examples include enterprise
departments such as human resources, finance eemnigig, marketing, and sales; faculties, or resegroups; as well as actual customers such
as many airline operators at an airport, or extgragners that share space or IT infrastructuhesg internal customers, also called closed
user groups (CUGS), need to remain private andratgzhfrom each other, with secure and independeht connectivity over the shared
service provider network infrastructure.

CUG services enable the formation of user groujith, associated access restrictions. An authentlaager can be associated with one CUG,
multiple CUGSs, or ho CUGs on each network. CUG memsigan communicate with other users within thein €UG. Defined restrictions
can prevent unauthorized communications.

Service providers that offer CUG services providerprise IT managers with three key benefits—thktyalo easily define groups or
communities of users, the added security providethb associated access restrictions, and singplifenfiguration of MPLS-based VPNs.
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MANAGED SERVICES

Businesses that move to MPLS-based VPNs can talantaje of further benefits by choosing to out-tagkVPN function to a service
provider—the enterprise is thus purchasing “manad#N services from a service provider. A servicevilter can handle part or all of the
enterprise’s needs for installation, provisioniagd management of network equipment; support eforéttransport; and network security.
Managed services provide enterprise customers inateeaccess to the benefits of an MPLS networky wittwork availability and security
being managed by the service provider on a 24-hasis. SLAs can be established to define the reduietwork performance and establish
metrics to monitor and report actual performancarag the requirements. Service providers canag$iver valuable support services—such
as 24-hour help desks—that would otherwise requirensive staffing resources and budgetary suppomplemented in house.

Today, enterprises choose to work with service idierg when they are:

Facing challenges-Service providers can help enterprises overcomiieciys such as constrained IT resources, diffesiihanaging
complex infrastructures, ever-changing network ggctequirements, the need to respond to marketashels quickly with flexible and
scalable networks, keeping a competitive positaom reducing costs.

In transition—Enterprises often need assistance when it becoetessary to upgrade or relocate existing infrasiras, change the scope
or scale of operations, adjust for a merger or sitipn, or introduce new services to meet custodenands or company growth.

Setting priorities to increase revenu&ervice providers can help enterprises remain fxtios mission-critical processes rather than day-
to-day support and management of networking regsuand can also help ensure secure, global coratiamis.

For more information about selecting and working¢hvgervice providers, visit:
http://www.cisco.com/warp/public/779/servpro/cpnibéts/Cisco_Outsourcing_Guide.pdf

For more information about the business case foraged VPN services, take the managed services ettou
http://www.cisco.com/go/msetour

For more information about managed services ovievar&s built with Cisco equipment end to end, visit
http://www.cisco.com/go/managedvpnservices

At this site, you can view regularly updated infation about topics that include:
Frame Relay-/ATM-based VPN-to-IP-based VPN migratio
Yankee Group report on IP VPNs
Service overview of VPNs for IT managers

MPLS VPN security

GETTING STARTED

With a foundation of superior Cisco Systems tecbgg| VPN services enable the most advanced andstdmsiness communications
solutions. Managed services from a provider thévels its services over a network build end to aiitth Cisco equipment can help your
business excel. Regardless of the size of youmizgton, these service providers can match yoadsevith the right services, based on Cisco
technologies, to manage and enhance your netwarl@ur business. Managed services can help youtsageand money and concentrate on
what your company does best.

Service providers that display the Cisco Powergg lare uniquely positioned to assist enterprisméihagers in the migration to MPLS-based
VPN services. They have earned the Cisco Powereddde designation by maintaining high levels ofwetk quality and by basing their
VPN services end to end on Cisco equipment—the saupment that virtually all Internet traffic trdsen today. More than 350 of the most
successful service providers around the world le@araed the Cisco Powered Network designation. @itiia 62 countries, these providers
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offer a wide range of services for small and ldvgsinesses alike. From the basics, such as Inteceess and Web hosting, to emerging
services such as IP telephony and storage netwgpritiny should be an enterprise’s first choice.

Teaming up with a service provider enables busastsrespond to the shifting demands of the ecanolimate and offers many immediate
benefits:

Allows companies to stay focused on their coreress functions

Provides access to world-class capabilities thatpcapel growth

Enhances network security for operations, confidémtformation, and applications

Offers superior high-performance networking anddwédth

Increases speed and agility to meet market demands

Supports faster implementation and optimal interabpiéity of new services

Secures mission-critical applications and transasti

Provides access to leading technology that compamnight not otherwise be able to afford

For a list of recommended service providers, go to:
http://www.cisco.com/cpn
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