HP StorageWorks Multi-Site

Replication Solution

Putting information to work continuously

Managing your operations

IT is a business enabler. Downtime and data loss can
have a potentially high cost impact, from lost revenues
and productivity to the inability to meet client needs.
IT managers face increasing external threats to security
and availability of systems and data—viruses, hackers,
terrorism and natural disasters. It is crucial to formulate
a comprehensive strategy that integrates continuity, avail-
ability and data security to cost-effectively overcome these
challenges.

With all of these concerns filling their time, IT managers
need to know that normal daily functions—such as
replication—are being handled seamlessly and reliably.
The growing need to manage multiple locations and
systems in a consistent manner has added to the com-
plexity of meeting regulations, service level agreements
(SLAs) and providing uninterrupted services to staff and
customers. And with all of these challenges needing to
be addressed, it's important to identify a methodology
to keep systems running smoothly.

Multi-site data replication solutions

Replicating data to a secondary site represents the
most effective insurance against system downtime and
data loss. Multi-site data replication solutions offer
the fastest recovery time following an outage and the
lowest risk of data loss. Replication eliminates the time-
consuming and manual multi-step recovery process
usually required by traditional tape backup alone.
It also provides a variety of productivity benefits
through parallel access to data, without effecting
regular production workloads.

Remote data replication increases data availability by:

* Automating procedures of planned events, such as
system maintenance, application festing and develop-
ment, and data backups

* Allowing non-disruptive backup of current production
data with no impact to the production application

* Speeding failover and data restoration in the event
of an outage

* Allowing secondary sites to take over primary
processing to eliminate scheduled downtime

* Enabling frequent, non-disruptive disaster recovery
testing with an online copy of current and accurate
production data



Figure 1. Asynchronous replication between datacenters over FCIP.
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One benefit not to be overlooked is the ability fo manage
the replication needs of multiple sites from one central
location. Streamlining these processes helps reduce
workload, allowing your staff to focus on innovation to
further your business.

Two methods of multi-site data replication

are available—synchronous and asynchronous.
Synchronous replication helps to ensure that a remote
copy of the data, identical to the primary copy, is cre-
ated at the same time the primary copy is updated
(see Figure 1). In synchronous replication, an 1/0O
update operation is not considered complete until
confirmed at both the primary and secondary sites.
Synchronous replication offers fast recovery. After a
disruption, business operations can resume immediately
at the remote site, starting from the exact point the
primary site stopped. Only 1/Os that were in transit
at the instant of disruption will be lost.

Asynchronous replication provides a mechanism for
mirroring data across any distance—typically involving
IP networks (see Figure 2). With asynchronous
replication, the primary write operation is disconnected
from the remote write operation. After a successful write
of data to the primary storage system, the application
continues processing without waiting for an acknowl-
edgement of a successful write at the secondary storage.

Asynchronous replication can span any distance without
affecting application performance. Remote sites can be

hundreds or even thousands of miles from the primary

site, ensuring critical data is stored safely outside

a disaster zone.

Multi-site replication solution
architectures

To protect the integrity of your business against unfore-
seen outages or disasters, and fo keep your business
up and running, your data needs to be securely and
effectively replicated at a remote location. Redundant
datacenters are typically located to serve one of two
purposes:

* Within 50 to 250 kilometers of the primary site
to serve as a secondary datacenter

* From 500 km to a global location to serve
as a disaster recovery site

As a result, there are two basic reference architectures
that can be utilized to implement a multi-site, remote
replication solution:

Multi-site replication over FCIP

Fibre Channel over IP (FCIP) is a primary technology
for data replication. The biggest advantage of an FCIP
solution is the removal of distance as a limitation. The
overall cost of an FCIP solution is also lower, making
FCIP-based replication a competitive solution, typically
over longer distances.

Multi-site replication over optical MAN (metropolitan
area network)

Data replication utilizing Dense Wavelength Division
Multiplexing (DWDM,) is ideally suited to any business
that requires ultra-reliable replication and rapid
confirmation of data storage at a remote site. DWDM
technologies are used to interconnect datacenters
through an existing optical MAN (metropolitan area
network) and can handle multiple protocols.



Figure 2. Synchronous replication between datacenters.
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HP can help

Implementing an HP StorageWorks Multi-Site Replication
Solution simplifies the replication process. You can
achieve rapid restart/recovery over virtually any distance
with minimal impact on application response time. You
can provide continuous access to business information
and eliminate or reduce both planned and unplanned
downtime. And more importantly, you can prevent loss
of business information from site disasters, viruses,
human error and application or system failures by
providing alternative remote and local copies of data
and enabling rapid restart and recovery.

Solution components

Enterprise storage array systems

The HP StorageWorks XP Disk Array family’s outstanding
availability for mission-critical applications and proven
uptime service levels provide a solid framework for
disaster recovery and business continuity solutions to
meet 24x7 access requirements. With extreme scalability,
up to 332 TB in a single array, and support for over 20
operating systems including mainframe, you get the relia-
bility and outstanding agility you've come to expect from
the industry’s leading storage solution provider.

The HP StorageWorks 4000,/6000/8000 Enterprise
Virtual Arrays (EVA) continues to offer customers in the
mid-range to enterprise market place high performance;
high capacity and high availability virtual array
storage solutions. Designed for the datacenter where
there is a critical need for improved storage utilization
and scalability, EVA arrays meet application-specific
demands for consistent high transaction 1/0O, and
provide easy capacity expansion, instantaneous repli-
cation, and simplified storage administration.

Data replication array-based software

HP StorageWorks Continuous Access XP is a high avail-
ability data and disaster recovery tool enabling realHime
data mirroring between local and remote XP disk arrays.
It provides nearly continuous availability for all your
important data and protects you from catastrophic
failures. Continuous Access XP Software delivers host-
independent, array-based remote recovery for a wide
range of open systems environments.

HP StorageWorks Continuous Access EVA Software
is an array-based application that performs realtime
replications between HP StorageWorks EVA arrays.
The solution is enhanced to perform remote replication,
and deliver high data availability and performance
to users on Fibre Channel-based campus, metro or
continental SANs. Continuous Access EVA provides
the highest level of storage data protection capabili-
ties to meet your business continuity goals.

SAN Infrastructure—multi-site network options

The HP StorageWorks Multi-Site Replication Solution
offers a choice of transport technologies for greater
geographic flexibility and network interoperability
between datacenters. With these options, customers
have a wide range of choices for disaster recovery,
business continuance and compliance with government
regulations.

Fibre Channel over IP (FCIP)

The HP C-Series family of SAN switches improves

a company’s disaster-recovery capabilities by enabling
data replication and archiving, with enhanced security
features, at multiple sites far away from the main data-
center over an IP network. HP C-Series SAN switches
provide integrated FCIP SAN extension capabilities,
coupled with intelligent data compression, data
acceleration and security features that help improve
WAN resources and provide data transport over the
WAN or MAN, with advanced security features.
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The HP StorageWorks Multi-Site Replication Solution
supports a wide range of dense wavelength division
multiplexing (DWDM) optical infrastructure solutions
available through HP Services and various HP
networking partners.

* Proven track record: As a leader in business continuity
and availability for more than 25 years, HP has helped
enterprise customers build and manage highly
available IT infrastructures.

* Expertise: Our certified business-continuity consultants,
HP Services availability specialists, solution architects and project
managers are among the most highly certified, tech-
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* Identify and analyze business goals, exposure to For more information
risks, regulatory requirements, disaster tolerance

Learn more about our multisite replication solution at:
parameters

www.hp.com/go/multisitereplication and other

* Create a migration plan that includes test
and verification components

HP StorageWorks solutions for Business Continuity and
Availability at: www.hp.com/go/storageworks/bca

* Document the design and create a detailed
implementation plan

* Manage implementation and execution of the plan
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