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Customer Case Study

City Builds Foundation for Departments to
Improve Services

With a single investment, the city of Thornton deployed networking and wireless technologies
to boost productivity and improve community services.

Executive Summary Business Challenge

Located 10 miles north of Denver, Colorado, the
Sl e el city of Thornton is home to 117000 residents. A
Local Government . . . .
117000 residents diverse community with a strong commitment
1000 employees to quality of life, Thornton attracts businesses,

. new residents, and tourists because of its
Business Challenge

- Increase reliability of network services proximity to major universities and resort areas.
= Improve services to citizens and
employees . -
R . When Mark Bennett joined the city’'s 25-person
= Reduce operational expense
IT staff in 2001, he and his group established
TSI 0 three goals for upgrading the city's aging voice
= Upgraded network infrastructure
= Introduced voice over IP (VoIP)

- Deployed wireless hotspots working in 60 divisions across 17 locations.

and data networks, which serve 1000 employees

] The first goal was to stabilize the data network,
Business Results

0 Eesieed ieerk FElEiERee Cosis which combined copper, fiber, and microwave
by $50,000 annually connections, and used equipment from four
- F f i i i . :
ree.d . fmds to invest in community vendors. “City employees complained about
quality of life . .
- Improved efficiency of field employees unreliable service, and the IT staff spent much

of its time fixing problems instead of working on
strategic programs to improve city services,” says Bennett. The second goal was to reduce
operational expense, especially maintenance costs for the voice network. Until 2001, the city
relied on nine separate private branch exchange (PBX) systems. “Whenever we changed

the physical layout of our offices, we had to incur the costs of changing two sets of cables:
data and voice,” says Bennett. “We also had higher staff time taken up every time we needed
to move, add, or change a telephone extension—with the new converged voice and data
networks, we have been able to reduce this resource overhead by an FTE (around $65,000/
year).” Finally, the city wanted to build a network that government departments could use
creatively to increase service effectiveness for citizens, local businesses, and employees.

Thornton had already budgeted to replace its PBX systems in 2005. “For less than the cost of
new PBXs, we could rebuild our data network and also purchase the servers and IP phones
we needed to adopt voice over IP” says Bennett.
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Network Solution

The local broadband service provider agreed to build the city government’s infrastructure at
cost, in exchange for a franchise agreement to provide cable television and Internet access to
local residents. The provider built out a fioer WAN, designing it with the redundancy needed
to ensure the continuity of government services even if a line was cut. Large offices, small
offices, and each floor of multifloor office buildings all connect to the high-speed, gigabit-
Ethernet WAN via Cisco® Catalyst® switches. The transition took place over three months in
2002, during which time government services continued without interruption.

Voice over IP

Once the new, more-reliable data network was in place, the city of Thornton began to deploy
VolP, one department at a time. Global Technology Resources Inc. (GTRI), a Cisco Gold
Certified Partner, assisted with the transition, which helped to ensure that callers could reach
employees at their usual numbers, whether the employees were on the Cisco voice network
or still on the old PBX system.

“By reducing our capital and operational expenditure, we have
freed up dollars to improve quality of life with community
projects such as skate parks and improved roads.”

—NMark Bennett, IT Director, City of Thornton, Colorado

In the first phase of the transition, City IT staff deployed two Cisco Unified CallManager
servers in a test lab and provided selected pilot program employees with Cisco Unified IP
phones. “During the trial, our voice and data engineers learned how to operate and maintain
the Cisco Unified CallManager system and began to work together as a cohesive team,” says
Bennett. Next the city deployed VoIP in a new fire station, delivering telephony services from
the centralized Cisco Unified CallManager servers over the WAN. “The Cisco voice network
worked smoothly from day one, with the only real issues relating to end user adjustments to
anew system,” says Bennett. “The fire fighters especially liked the Web interface, which they
used to set up speed-dial numbers and view call logs.” The fire department also uses Berbee
InformaCast, a third-party product for Cisco Unified IP phones, to set up personal paging
groups. The page is sent through the built-in speaker of selected employees Cisco Unified

IP phones, which eliminates the disruption of overhead paging. The remaining fire stations
were the next to adopt VolIP, along with the police department and the municipal court, which
occupy a new, 100,000-square-foot justice center, and the City’s Infrastructure department. All
other departments then followed.
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The city had planned to wait until all employees had Cisco Unified IP phones before adding
voicemail, but the schedule was accelerated when the PBX-based voicemail system failed.
“We were able to set up Cisco Unity® voicemail in a day, compared to the two weeks we would
have had to wait for parts and restoration of the legacy PBX-based voicemail system,”
says Bennett.

Departments with high call volumes—-ultility billing, recreation registration, building-code
compliance, and help desk—use Cisco Unified Contact Center Express, which is built into
Cisco routers, to intelligently route calls and provide citizen self-service, improving
service effectiveness.

Security

To help ensure the continuity of government services and protect confidential information,
the city of Thornton strengthened network security with Cisco defense-in-depth measures.
These include Cisco PIX® firewalls, access control lists, and a Cisco intrusion detection
system. Employees can securely access the network from home or other locations using a
VPN connection.

Indoor Wireless

The reliable, secure network foundation made it possible to deploy wireless hotspots in the
city’s conference rooms. Wireless access improves collaboration and decision making by
enabling employees who are away from their desks to conveniently access city applications
and databases. The wireless networks extend to outdoor parking areas so that mobile
employees, including inspectors and public safety personnel, can use the network from any
nearby government building rather than having to drive to their home offices.

Business Results

Increased Service Effectiveness

The Cisco network foundation improves the reliability and performance of existing services
and also gives the city the confidence to introduce additional e-government services. “The IT
group has stopped receiving complaints about service reliability,” Bennett says. The staff also
spends less time maintaining the converged voice and data network than it did the separate
voice and data networks, freeing their time for strategic projects, such as enhanced security
and a planned outdoor wireless mesh network.
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Funds Freed Up for Economic Development

Thornton's capital costs have decreased because the city now purchases equipment for just one
network rather than separate voice and data networks. Annual network maintenance costs have
decreased from $130,000 to $80,000, and the city has eliminated an estimated $40,000 in annual
costs for telephone extension moves, adds, and changes. The Cisco SMARTnhet® maintenance
contract covers voice and data for less than the city previously paid for voice only. “By reducing
our capital and operational expenditure, we have freed up dollars to improve quality of life with
projects such as skate parks and improved roads,” says Bennett.

Product List Increased Responsiveness
Employees can respond quickly to callers by using Cisco

Routing and Switching

. Cisco Catalyst® 6509 Switches Unified CallManager features such as four-digit dialing

» Cisco Catalyst 3500 XL Series and transferring, call parking, and voicemail retrieval
Sl from any office. Departments can better manage their
= Cisco 2600 Series Multiservice . i ) .
Platforms call gueues, and thus provide faster service, with Cisco
Unified Contact Center Express.
Security

= Cisco PIX® firewalls o .
. Cisco Network-Based Intrusion Increased Productivity for Field Employees

Detection System Field employees such as public safety personnel,

= Ci VPN - .
Gz (SEMEETEET building inspectors, and code enforcement officers can

Voice and Unified Communications use their laptops from the parking lot of any nearby public
- Cisco Unified CallManager building to query databases, send reports, or retrieve
= Cisco Unified IP Phones

- Gisco Unity® Unified Messaging work orders. This enables them to spend more time

= Cisco Unified Contact Center working in the field and less time driving to and from their
Express offices. For public safety agencies, the Cisco network
Wireless serves as a force multiplier.
= Cisco Aironet® 1200 Series
Wireless Access Points Next Steps

Now that a reliable, high-performance infrastructure is
in place, the IT group is consulting with each department to determine how the network can help
increase service effectiveness. The water treatment department, for example, has deployed sensors
in all water distribution facilities to wirelessly transmit and control their water distribution network,
including reporting on water-level data every 15 minutes, as required by regulations, thus avoiding
noncompliance penalties. “We are investigating transmitting the sensor data over the IP network,
instead, to increase reliability and decrease overhead costs,” says Bennett. In 2007 the city will deploy
Cisco Unified MeetingPlace®, a voice and Web conferencing system that will enable employees in
different locations to collaborate without having to travel to a designated conference room. The new IP
network can carry video traffic as well as voice and video, and the city has already deployed IP-based
video surveillance cameras in recreation centers to help deter vandalism, and is looking to expand this
to other security and information flow applications over the next few years. Citizens will also be able to
watch streaming video of council meetings on the Web from their homes or offices.
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To enhance public safety, the city of Thornton is building an €911 dispatch center that will
integrate all types of voice communications—radio, landline phones, and cell phones—as
well as streaming video and data. The new multimedia dispatch center will help increase first
responders’ situational awareness and enable people to participate in talk groups even if they
are outside of radio range.

The reliable, scalable Cisco network has also enabled Thornton to join a 10-city consortium
for a wireless outdoor mesh network covering nearly 200 square miles. Bennett concludes,
“Our Cisco network is helping us increase service effectiveness for citizens, businesses, and
employees; reduce operating costs; enhance public safety; and advance into the future.”

For More Information
To find out more about Cisco routing solutions, visit: http://www.cisco.com/go/routing

To find out more about Cisco switching solutions, visit: http://www.cisco.com/go/switching

To find out more about Cisco security solutions, visit: http://www.cisco.com/go/security

To find out more about Cisco voice and unified communications, visit: http://www.cisco.com/
go/voice

To find out more about Cisco wireless solutions, visit: http://www.cisco.com/go/wireless

For additional information on government please visit: www.cisco.com/go/localgov
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