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EXECUTIVE SUMMARY 
MILITARY RETAILER  
● 2,000 stores at 300 bases around the world 
● 1000+ employees 

BUSINESS CHALLENGE 
● Retool headquarters and store network to 

achieve PCI DSS compliance in eight months 
before incurring penalties 

● Upgrade network without expenditure 
previously budgeted 

NETWORK SOLUTION 
● Cisco PCI Solution for Retail 

BUSINESS RESULTS 
● Full PCI DSS compliance achieved in stores 
● Heightened security at headquarters, where 

Cisco 6500 Series Catalyst switches and 
Cisco IPS 4260 appliances were deployed, 
protecting the core, distribution, and edge 
layers 

 

 

Military Retailer Meets PCI Compliance Deadline with 
Technology and Leasing Options 

A large retailer serving the U.S. military scrambled to deploy Payment Card Industry 
(PCI)-compliant credit card processing. Cisco provided the solution along with a flexible 
leasing option. 

Business Challenge 

The company was notified in January 2007 by the 
PCI association that as a Type 1 retailer PCI Data 
Security Standard (DSS) requirements had to be in 
place in all of their stores by the end of September 
2007. With no budget for the router and security 
upgrade that was necessary to provide the higher 
bandwidth, firewall, and intrusion prevention security 
for point-of-sale (POS) stations in the stores as part 
of PCI DSS compliance, the company turned to 
Cisco for a technology and financing solution.  

Network Solution 
As the networking incumbent on the account, having 

replaced older Nortel routers and switches within the 

company’s network worldwide in 2002, Cisco was a 

trusted partner.  The account team briefed the 

customer on the Cisco PCI Solution for Retail, which provides network architectures and solutions 

to support secure transport for POS traffic. At the same time, the account team introduced the 

customer to Cisco Capital and engaged the CFO in a discussion of the benefits of leasing. 

Previously, IT management would not entertain leasing options. But, given the time constraints on 

PCI DSS compliance and the unbudgeted expense, the CFO of the military retailer embraced the 

leasing option. 

 

The Cisco PCI Solution for Retail solution included deployment of Cisco 3825 Series Integrated 

Services Routers (ISRs) to replace older Cisco 3640 Series routers at large stores and Cisco 2811 

Series ISRs to replace legacy Cisco 2612 Series routers at smaller stores. Both types of new ISRs 

contain security bundles that include a firewall feature set and intrusion prevention capabilities. The 

stores also deployed Cisco Catalyst 3560 and 3750 Series switches with power over Ethernet 

(PoE) capability for POS and wireless LAN (WLAN) connectivity. The WLAN upgrade was 

deployed in 2008.   

 

For the headquarters data center, the company deployed Cisco Catalyst 6509 Series switches with 

firewall and VPN service modules to secure and isolate the store traffic as part of PCI DSS 
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requirements. Additionally, Cisco ASA 5550 and 5520 Series Adaptive Security Appliances were 

deployed to protect e-commerce traffic and to enable secure socket layer (SSL) VPN functionality.  

Cisco Intrusion Prevention Services (IPS) 4260 Series sensors were installed at headquarters to 

provide IPS services at the network perimeter. 

 

The Cisco Content Switching Module was deployed to help with network load balancing and the 

Cisco Security Monitoring, Analysis, and Response System (MARS) was deployed to monitor the 

network for security-related events. 

Business Results 
The retailer achieved PCI DSS compliance in time to avoid penalties on transactions that would 

have cost them an additional $40 million a year. Cisco Capital’s competitive leasing program 

enabled the company to complete $16 million worth 

of upgrades to the stores and the headquarters in 

one instead of two years. The newly enhanced 

infrastructure, with POS and VPN security, will allow 

the company to more easily and economically 

replace legacy Key telephone systems with IP 

telephony and Cisco unified communications 

solutions. 

 

 

 

 

 

For More Information 

To find out more about Cisco Solutions for Retail, go to: 
http://www.cisco.com/web/strategy/retail/sec-pci-portfolio.html 
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PRODUCT LIST 
Routing and Switching 
● Cisco 3825 and 2811 Series Integrated 

Services Routers 
● Cisco Catalyst 3560 and 3750 Series switches
● Cisco Catalyst 6509 Series switches with 

firewall and VPN service modules 
Security and VPN 
● Cisco ASA 5505 and 5520 Series Adaptive 

Security Appliances 
● Cisco IPS 4260 Series sensors 
● Cisco Security Monitoring, Analysis, and 

Response System (MARS) 
  



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


